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About This Document
Document Revision History

About This Document

Purpose

This manual describes the main tasks a Field Engineer has to perform in order to
configure Notification devices.

Scope
This document applies to the system version 5.1.

Target Audience

Project Engineers are responsible for planning and configuring a customer
project. They provide the parameterization of products, devices, and systems and
are responsible for general system troubleshooting. They have the training
appropriate to their function and to the products, devices, and systems to be
configured. They are familiar with the applied operating system(s) and the related
network environment.
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Liability Disclaimer

We have checked the contents of this manual for agreement with the hardware and
software described. Since deviations cannot be precluded entirely, we cannot
guarantee full agreement. However, the data in this manual are reviewed regularly
and any necessary corrections included in subsequent editions. Suggestions for
improvement are welcome.

Product Security Disclaimer

Siemens products and solutions provide IT-specific security functions to ensure the
secure operation of building comfort, fire safety, security management and physical
security systems. The security functions on these products and solutions are
important components of a comprehensive security concept.

However, it is necessary to implement and maintain a comprehensive, state-of-the-
art security concept that is customized to individual security needs. Such a security
concept may result in additional site-specific preventive action to ensure that the
building comfort, fire safety, security management or physical security systems for
your site are operated in a secure manner. These measures may include, but are
not limited to, separating networks, physically protecting system components, user
awareness programs, in-depth security, and so on.

For additional information on building technology security and our offerings, contact
your Siemens sales or project department. We strongly recommend signing up for
our security advisories, which provide information on the latest security threats,
patches and other mitigation measures.

http://www.siemens.com/innovation/en/technology-focus/siemens-cert/cert-
security-advisories.htm
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Document Conventions

The following table lists conventions to help you use this document in a quick and

efficient manner.

Convention

Examples

Numbered Lists (1, 2, 3...) indicate a procedure
with sequential steps.

1. Turn OFF power to the field panel.
2. Turn ON power to the field panel.
3. Open the panel.

One-step procedures are indicated by a bullet
point.

e Expand the Event List.

Conditions that you must complete or must be met
before beginning a procedure are designated with
ac.

Intermediate results (what will happen following
the execution of a procedure step), are
designated with an indented =.

Results, after completing a procedure, are
designated with a =.

o The report you want to print is open.

1. Click Print —="li

= The Print dialog box displays.

2. Select the printer and click Print.
= The print confirmation displays.

Bold font indicates something you should type or
select, or when a dialog box or window is
specified.

Type F for field panels.

Click OK to save changes and close the dialog
box.

The Create a New Project dialog box displays.

Menu paths in procedures are indicated in bold.

Select File > Text, Copy > Group, which means
from the File menu, select Text, Copy and then
Group.

File paths containing placeholders display the
placeholders in italics enclosed in square
brackets.

[installation drive:|\[installation folder\[project)\...

Error and system messages are displayed in
Courier New font.

The message Report Definition
successfully renamed displays in the status
bar.

Italics are used to emphasize new or important

The reaction processor continuously executes a
user-defined set of instructions called the control
program.

terms.

This symbol signifies a Note. Notes provide
additional information or helpful hints.

Cross references to other information in printed
material are indicated with an arrow and the page
number, enclosed in brackets:

[—92]

For more information on creating flowcharts, see
Flowcharts [— 92].

Getting Help

For more information about our products, contact your local Siemens

representative.
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Safety Messages According to ANSI 2535.6

ANSI standard safety messages are used throughout Help to make you aware of
important information. ANSI distinguishes between property damage messages
and personal injury messages.

e The property damage message has this label: NOTICE.

e The personal injury messages have these labels: CAUTION!, WARNING!,
DANGER!

Examples:

NOTICE

Property Damage Warning Message

Equipment damage or loss of data may occur if you do not follow a procedure or
instruction as specified.

A CAUTION

Caution Safety Message

Minor or moderate injury may occur if you do not follow a procedure or instruction
as specified.

A WARNING

Warning Safety Message

Personal injury or property damage may occur if you do not follow a procedure as
specified.

A DANGER

Danger Safety Message

Electric shock, death, or severe property damage may occur if you do not perform
a procedure as specified.

A6V12131888_en_a_51
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Document Revision History

Document Identification

The document ID is structured as follows:
ID_Language(COUNTRY)_Modificationindex_ProductVersionindex
Example: A6Vnnnnnnnn_en_a_02

Document Revision History.

Modification Edition Date Brief Description
Index
a 2021-07-30 Market Release Edition
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MNS Supported Physical Device Configurations
Adaptive LED Device

1.1

MNS Supported Physical Device
Configurations

This section provides additional procedures for configuring the Notification
Devices.

Adaptive LED Device

Adaptive LED Device

This section provides reference and background information for integrating the
Adaptive LED Device. For procedures and workflows, see the step-by-step section.

The Adaptive® 4000 series LED displays provide on-premise text-based
messaging as part of the Notification solution. The Adaptive® 4000 series LED
displays are serial based devices. Therefore, the Notification deployment requires
an |IP-to-serial device to bridge the gap between the IP-based Notification and the
serial-based Adaptive® 4000 series LED displays.

In addition, the Adaptive® 4000 series LED displays can be configured for RS-232
or RS-485 serial communication. RS-485 allows multiple Adaptive® 4000 series
LED displays to be networked together and connected to a single IP-to-serial
device.

Currently, special characters other than ASCII characters are not supported by the
Adaptive® 4000 series LED displays.

Below is an overview over the system using the RS-232 configuration:

Notification

Server

NIC

True Port

Cat5e

Ethernet

Cat5e Software
—Ethernet Application
Cable

Cable

Perle
SDs1
Or
Perle
TD2R2

DB9

System/
Device

Hardware Port

Legend

Adaptive ®

Serial
RS-232  — poy 4000

Serial (DB9 to RJ11)

Series

A6V12131888_en_a_51
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MNS Supported Physical Device Configurations

Adaptive LED Device

Below is an overview over the system using the RS-485 configuration:

Notification Cat5
Server | oo Software System/
NIC —Ethernet Application Device
-~ Cable °P
True Port
Legend
Catbe
Ethernet
Cable
Perle
St el RS-485
Perle Lot (DB9 with open end)
TD2R2
Adaptive ® Network
4000 (RS485 RJ-11 - , Modular «—
Series | IN ~ (Straight-Thru) | jack
Adaptive ® _______ Network
4000 (RS485 RI1T o Modular
Series | IN | (Straight-Thru) Jack
Adaptive ® Network
4000 — RJ'“ - Modular |«
Series (Straight-Thru) Jack
Adaptive ® _ Network
4000 | « RF1T - » Modular «
Series (Straight-Thru) | Jack

Notification can integrate with the Adaptive® 4000 series LED displays. The
following models of Adaptive® 4000 series LED displays are supported by
Notification.

e 4080C
e 4120C
e 4160C
e 4200C
e 4240C

Adaptive LED Device

The Adaptive 4000 series LED display must be installed properly before you begin
the device and system configuration. Read the following topics to proceed with
mounting the hardware, the device wiring and connection details.

Adaptive 4000 series LED display integration starts after the installation of the LED
display. To integrate the Adaptive device, you must configure the serial address for
the sign. Additional configuration is required on the Perle device for RS-485 and
RS-232 interfaces.

10 | 460
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MNS Supported Physical Device Configurations
Adaptive LED Device

Installing Perle Device
Prerequisites
Before proceeding, ensure that the following items are available:

IOLAN SDS1 or IOLAN STS4-D

9-30VDC (400mA min) Power Supply, if not included with the Perle device
Category 5 Ethernet cable

Computer or Server to communicate with the Perle device

The Perle device Installation CD or a computer with network access

DB9 RS-232 serial cable — for use in serial communication applications.

NOTE 1: The TruePort Driver that is used to communicate with the Perle
device must be installed on the same server/machine that runs Notification.
NOTE 2: Make sure that the RJ45 jack is connected to a properly configured IP
network. The network must allow for IP addresses to be assigned statically or
through DHCP.

NOTE 3: To configure the Perle device, the computer must be located under
the same network.

NOTE 4: Prior to commissioning the system, a compatibility check should be
performed for all devices and services to be integrated (refer to the Notification
System Description document for compatibility information).

Mounting

The Perle IOLAN SDS1 has two brackets on each side of the mounting holes. The
installer is recommended to fasten the device to a flat surface by placing screws
through the mounting holes.

Power

1.

For the Perle IOLAN SDS1, use a power adaptor capable of 9-30 Vdc output
and 400mA. If the Perle unit has terminal blocks for power, cut off the barrel
connector of the power supply and plug the leads into the terminal block
marked 9-30VDC on the Perle device.

2. Before supplying power, check the polarity of the adaptor leads. The grounded
lead should connect to pin marked —.

3. The hot lead should be connected to the pin marked +.

= On each power-up or reboot, the Perle device takes at least 90 seconds before
becoming operational. When the Perle device is completely booted up, the
Power/Ready LED should be solid green.

Ethernet

1. Plug one end of the Ethernet cable to the RJ45 jack on the Perle device.

2. Connect the other end of the Ethernet cable to your network jack.

= After a few seconds, the Link/10/100 should be solid amber or green.

NOTE: Amber refers to a 100Mb connection. Green refers to a 10Mb
connection.

NOTE: The Perle device does not have DHCP turned on as factory default.
Configure the Perle device to use DHCP or assign a static IP with a computer
that is attached to the same subnet.

Serial Connector

¢ Plug one end of the serial cable to the DB9 connector on the Perle device.

Connect the other end of the serial cable to the Adaptive 4000 series.
NOTE: Keep the Console/Serial switch(s) present on the device in OFF
position.

A6V12131888_en_a_51
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Adaptive LED Device

Installing Adaptive LED Display

Prerequisites

Before proceeding, make sure to have the following items available:
Adaptive 4000 series LED display

RS-232 Communication cable (25-foot, manufacturer P/N 1088-8625)
RJ12 female to sub-D female, manufacturer P/N 1088-9108

AC power cable (bundled with LED Display)

Catbe Ethernet cable

Optional:

e Modular network jack — to network multiple signs together

e J12 cabling — to network multiple signs together

Mechanical Installation

e For instructions on the mechanical installation, see the Alpha Series Sign
Installation section that was included by the manufacturer with the Adaptive
4000 series.

Electrical Installation

The electrical installation for Adaptive 4000 series LED display can be done using
two interfaces:

e RS-232
e RS-485

Before starting the installation, see the following image for the Adaptive RJ12 Pin-
Out structure:

Pinouts (female):
1——6 1=GND
N/ 2=RS485(+)
3=RXD
4=TXD
5=RS485 (-)

Fig. 1: Adaptive RJ12 Pin-Out Structure

RS-232 Interface

RS-232 interface requires the following wires:

e GND for ground

e TxD and RxD (data lines)

RS-232 wiring provides the easiest form of connectivity with the Adaptive 4000

series. By default, Adaptive comes with an RJ12 to DB9 serial cable wired in a RS-
232 configuration.

NOTE:

RS-232 wiring does not offer multi-drop. Therefore, you cannot connect multiple
Adaptive LED displays together. Connect only one Adaptive LED display to each
Perle device.

At 9600 baud rate, the maximum length of the serial cable from the Adaptive LED
display to the Perle device should be 250 feet.

For detailed instructions on installing RS-232 interface, see RS-232 Interface.
RS-485 Interface

RS-485 interface requires the following wires:

e RS-485+ and RS-485- for data.

12 | 460
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Adaptive LED Device

NOTE: GND is not required for RS-485, but connection to the shield wire or your

serial cable is recommended.

RS-485 offers two advantages over RS-232 wiring:

e Multiple Adaptive signs can be connected together and can communicate to a
single Perle device as RS-485 offers multi-drop.

e RS-485 offers a longer cable length between the Perle device and the farthest
sign.
N%TE: The farthest sign is determined by the longest communications path
back to the Perle device. This distance can include drop nodes or physical
length cable.

The following figure demonstrates how multiple Adaptive signs are strung together

and connected to a single Perle device.

Tao next Modular Network /

Adapter (if necessary)

To RS485 infout Plug

=N ~—En

SHIELD WIRE
BLACK WIRE (+)
RED WIRE

IP-to-Sernal Device

N\

8 VOLTE AC e

[©] [ow—]

SHIELD WIRE
RED WIRE (-)

Fig. 2: Multiple Signs

For detailed instructions on installing RS-485 interface, see RS-485 Interface.

RS-232 Interface

1. Mount the LED display to a flat surface using the mounting brackets included
within a LED display.

2. Plug the RJ12 connector of the serial cable to the port marked RS232 on the
LED display.

3. Connect the DB9 side of the serial cable to the DB9 connector on the Perle
SDS1.

A6V12131888_en_a_51 Restricted 13460
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4. Connect the power adapter to the port marked DC IN on the LED display.

5. Plug the adapter into an AC outlet.

= If the LED display is factory default, demo text and graphics appear on the LED
display.

RS-485 Interface

1. Connect the DB9 female end of the serial cable to the DB9 male end of the
Perle SDS1 device.

2. With the other end of the serial cable cut or open, determine which wires
correspond to pins 3, 5, 7 and 9 and shield on the DB9 connector.
NOTE: Use an ohmmeter to verify that the wires match the correct pins.

3. Using the appropriate pinout, connect RS485+, RS485-, GND, and Shield
wires to the modular jack as shown in the image below:

RJ-11 Cable
{Straight-Thru)

— Modular Network
Adapter

Shiald/GND

RS485- S

Shielded Serial Cable

Fig. 3: RS-485 Shield Wires

4. Plug one end of the RJ12 straight-through cable into the module jack.

Connect the other end to the port on the Adaptive sign marked RS-485 IN or
RS-232 IN.

NOTE: To connect to another sign, follow the demonstration of how multiple
Adaptive LED displays are strung together and connected to a single Perle
device in the Electrical Installation section.

6. Alternatively, you can plug one end of a straight-through RJ12 cable into the
port marked RS-485 OUT or RS-485 IN on an already connected sign into the
port marked RS-485 IN or RS-232 IN on the sign to be connected.

For more details about wiring the Perle device, see the Perle Device Installation
section.

Depending on the Perle device model, there are two RS-485 pinouts. The following
image is the pinout for I/O versions of the Perle device:

14| 460 Restricted A6V12131888_en_a_51
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Adaptive LED Device

The following table provides pinout information:

Pinout EIA-422/485 EIA-485

9-pin EIA-232 Full Duplex Half Duplex

I(in) DCD

2(in) RxD RxD+

[3(u)  TxD TxD- TxD-/RxD- |rsags+
4 (out) DTR

E GND GND GND eer

6 (in) DSR RxD-

7 RTS TxD+ TXD+/RxD+ R85
8 (in) CTS

9

Fig. 4:1/0 Pinout

The following image is the pinout for the Serial Only versions of the Perle device:

The following table provides pinout information:

Pinout EIA-422/485 EIA-485

9-pin ElA-232 Full Duplex Half Duplex

1 (in) DCD

2 (in) RxD RxD+
[3(ou)  TxD TxD+ TxD+RxD+ |rsass+
4 (out) DTR
s GND GND GND | e
6 (in) DSR RxD-

7 RTS

8 (in) CTS

B TXD- TXD-/RxD- |rssss.

Fig. 5: Serial Only Pinout

Verifying the Installation of Adaptive LED Display

After correct installation and wiring, the Adaptive 4000 series LED display, on boot
up, displays information such as baud rate, sign address, and a welcome

message.

If there is no display, verify power is present.

Certificate Creation from System Management Console
To establish a secure communication, certificates must be configured.

The recommended workflow for working with the Certificates in System
Management Console (SMC) is to create a Root Certificate Windows store based

(-pem).

1. Select the Certificate node.

2. In the Certificates tab, cIi_ck Create Certificate ¥ |4 and then select Create

Root Certificate (.pem) ¥ .

= The Root Certificate Information expander displays.

A6V12131888_en_a_51
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Adaptive LED Device

¥ Root Certificate Information

Certificate file name: RoctPEMCertificate Key file password: .

Key file name: RoOtPEMCertificatekey Confirm password: -

Path: Ch\Certificates

Expiration: : 0|k

piration 10/27/2025 E3 3650 % pays

Subject name: GMS Root Certificate City / district: Pune

Department: SET State / province: haharashtra
Organization: Siemens Country code: I
3. Inthe Root Certificate Information expander, enter the following information:

P

a. Enter the Certificate file name.

b. Enter the Key file name.

c. Enter the Key file password and confirm it.

d. Browse for the location to store the root certificate and the root key file on
the disk. By default, the path of the last created root certificate is selected.
e. Set the Expiration (validity period) duration in days. By default, the
certificate expires after 3650 days.

f. Enter the following information about the Subject:

— Subject name

— (Optional) Department

— (Optional) Organization

— (Optional) City / district

— (Optional) State / province

— (Optional) Country code (maximum two characters)

Click Save H .

If confirmed, the data entered during the root certificate creation is validated.
After the root certificate has been successfully created,

- the new root certificate (.pem file) and the root key file are created at the
specified location.

Working with (.pem) Root Certificates

The Certificate file name and the Key file name

— Must not contain blanks or special characters (/\,?,<, >,*,|,").

— The Certificate file name and the Key file name cannot be the same.
When the user creates a root certificate for the first time, all the fields appear
blank. For all subsequent root certificate creation (.pfx or .pem based), some
fields, such as Path, Organization, and so on, are pre-populated with the
information from the last-created root certificate.

To create a host certificate (.pem file), the user must have a root certificate
(.pem file) and root key (.pem) file along with its password. Multiple host
certificates can be created using one root certificate (.pem file).

The user can browse and use this (.pem) root certificate for securing
Client/Server communication, when the project properties are modified.

Software Configuration

Communicating with the Perle device requires the following two main configuration
steps.

16 | 460
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1. Configure the internal settings of the Perle device. To do this, install
DeviceManager on a computer connected to the same network as the Perle
device to be configured.

2. Configure the driver on the computer that will be communicating with the Perle
device over the network. There are several methods used to communicate with
the Perle device. One of which is TruePort Driver.

To enable SSL security between the Perle Device and the Notification server, the
user will either create a SSL certificate using System Management Console (SMC)
or obtain SSL certificates from the site's IT department. The following three
certificates are required:

1. Certificate Authority (CA) certificate - used on the Perle device
2. Server certificate - used on both the Perle device and Trueport
3. Server certificate key - used on the Perle device

All certificates should be in X.509 format with a Privacy Enhanced Email (PEM)
extension. Both the server certificate and key should be a single file.

NOTE: TruePort is a COM port re-director driver utility that is installed on the
server. TruePort creates a virtual serial port or virtual COM port. All COM port
directed data sent by the application is re-directed by TruePort across the
IP/Ethernet network to the remote device. Data and serial port signaling is
transparently communicated between the application and remote device.

Device Configuration

> Ensure that the DeviceManager is installed on a computer located under the
same network as the Perle device to configure.

> Ensure that the following certificates are created using System Management
Console (SMC) or obtained from the site's IT department in Privacy Enhanced
Mail (PEM) format:
a) Root Certificate (.pem)
b) Root Certificate Key
See the Certificate Creation From System Management Console section for
more information on creating certificates using SMC.

[> Combine the Root Certificate Key file and Root Certificate into one file using
the cat command in the command prompt. For example, cat
RootCertificateKey.pem RootCertificate.pem > RootCombineCert.pem.

D> If preconfigured .dme file is available then refer Import DME File.

1. Start DeviceManager.

Establish Connection to..

MAC Address IP Address IModel Server Name | Firmware Discovered | ;¢ |
- 00-80-D4-06-20-F4 192,168.1.123 IOLAM SDS1 D2R2 MEL_Relay... 4.4 Auko Cancel |
- 00-80-D4-06-31-76 192,168.1.122 IOLAM SDS1 DZRZ xls_perle 4.4 Auko

-00-80-04-06-31-77 192,168.1,128 TOLAN SD51 D2R2 mns_panic_... 4.4 Auko
-0 =78 Mok Configured IOLAN SD51 D2RZ  [OLAN-063... 4.4 Auto
-00-80-D4-08-AE-1D 130,157.32.104 IOLAN D51 IOLAN-DBA... 4.4 Auto

- 10-80-04-06-BE-F& 192,168.1.111 IOLAN SDE1 AdaptivelEDL 4.4 Auto
é----DD-SD-D‘t-UG-CS-EE 192.168.1.110 IOLAN SDE1 PraLiteLEDZ 4.4 Auto
é----DD-SD-D‘t-UG-C‘%-DZ 192.168.1.109 IOLAN SDE1 PraLiteLEC1 4.4 Auto
- 00-B0-D4-6-C4-09 192,168.1.112 IOLAN SDE1 AdaptivelEDZ 4.4 Auto

Add. P B Fiefresh |

= All similar devices should be visible under that network.

A6V12131888_en_a_51
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Adaptive LED Device

2. Select the Perle device you want to configure and click Assign IP.

= The Assign IP dialog box displays.
NOTE 1: If you cannot see the device in the window, verify that the device
has power and is correctly connected to the network. Check the LEDs on
the device; the power LED should be solid green and the link LED should
be solid amber or green.
NOTE 2: If issues persist, unplug the Ethernet cable and power. Wait for
five seconds and then plug in the Ethernet cable followed by the power
supply. Wait at least 90 seconds while the device reboots.
NOTE 3: If there are still issues, you can manually reset the device by
holding down the small Reset button located on the device for ten seconds
or until the Power LED is solid amber and then release. Wait 90 seconds
for device to reboot and initialize. If the device still does not work, replace
the unit or check the network.

3. Manually enter an IP address, or select the Have the IOLAN automatically

get a temporary IP Address check box to have the DHCP assign one
automatically. Then click Assign IP.

— Azzign P
The [OLAM's current IP Address:

INDt Configured

Enter the P Address of the [OLAMN:

r Have the [OLAM automatically get a
terporary [P Address,

| Azzign P I Cancel |

= You should now be back to the connection window. The Perle device
should be assigned an IP address.

Establish Connection to... K B
MAC Address | IP Address | Madel | Server Name | Firrmwsare: | Discovered | oK |
- Q0-G0-Crd-065-20-FA4 192,165,1.123 IOLAM SDS1 D2R2 MEL_Relay... 4.4 Auko Cancel |

- 00-80-Cr4-06-31-76 192,168.1.122 IOLAM SDS1 D2RZ xls_perle 4.4 Auko

192.168.1.128 IOLAM SD51 D2R2 mns_panic_... 4.4 Auka

192.168,1.120 IOLAM SD51 DERZ  TOLAN-063... Auto
136.157.32.164 IOLAM D51 IOLAN-06A... 4.4 Autn
- 00-80-D4-06-BE-F& 192.168.1.111 IOLAM SD51 AdaptivelEDL 4.4 Auka
- 00-80-D4-06-C3-EE 192.168,1.110 IOLAM 3051 ProLitelEDZ 4.4 Auto
- 00-80-D4-06-C4-02 192.168.1.109 IOLAM 5051 ProLitel EC 4.4 Autn
- 00-80-D4-06-C4-09 192.168.1.112 IOLAM SD51 AdaptivelEDZ - 4.4 Auka

add. | assionie | Ping. | Refresh | |

Select the Perle device again, and click OK to log into the device for
configuring.

In the Login window, enter the device password. The factory default password
is superuser.

18 | 460

Restricted A6V12131888_en_a_51




MNS Supported Physical Device Configurations
Adaptive LED Device

K E3

Login

=

Authentication required. Pleaze enter
the paszward for the admin uzer.

Fazzword: I |

Cancel

o |

Fig. 6: Login Window

Network Setup

To further configure the network settings of the Perle device, log into the device
using DeviceManager. Proceed with the following steps:

1. In the DeviceManager window, click Network folder and then IP Settings.
NOTE: In this area, the user can configure additional parameters for the
network settings, such as static IP address or DHCP.

= DeviceManager - [AdaptivelED1 (192.1608.1.111) - Connected]

e Fle Edt Tools View ‘Window Help

O & s e?

Ly ek IPvd Settngs | 1P Settings | Advanced|
"-) __“f.'HthDII
3] TP Settings
[ Advanced System Seling:
T E:F'i Syatam Hame: W Domain: s ret
(g Securky
2 Custering |Pyd Carfigurations
4] () Sstem Ethzivit Irlesfacs Selting:
=iy Satistics
+ Matvaork
By Serid Porks & Oblain IP addiess sutomaticaly using DHCPABDOTP
i Lisar
OHTTR Tunnel ™ Use the lollowing P addiess:
o : Sstem ﬁ
=
Dbtain ALtomaticaly
’— i3
¥
I
| | ;[:I
Dosmioad Al Changes i
< {
For Help, press F1 NLI P
2. Under the System Name field, enter a distinguishable name to help identify the
device from other similar devices.
NOTE 1: The System Name is also used by the device to create a fully
qualified domain name.
NOTE 2: By default, the device is always IOLAN followed by the last three
bytes of the device MAC address.
3. Under the Domain field, enter the domain name used on the client’'s network
(for example, AmericaUniversity.net).
NOTE: The device can receive the domain automatically from DHCP.
However, DHCP must be configured to set domain as a parameter.
4. Select Network > IP Settings > Advanced tab.
5. Select the Register Address in DNS check box.

A6V12131888_en_a_51
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6. Click the Advanced tab on the left-hand side.

= DeviceManager - [Adaptivel ED1 (192,168.1.111) - Connected]
= Fle Edb Took Wew ‘Window Help == =|

O Wiv|de | ?

§ Systeminfe Host Table | Routs List | DNSAWING | FIP | Dynamic DNS | 1PV Tunrsts |
= Configurticn

= L'”I'-lehm:ul\
|l TP Settings
[ Advanced Hast Hame Host Addiess
+ () Serial _delault 19216811
2 Usars
412y Securky
| dustering
-y Systenm
=il Sratistics
-y, Metwork
By, Seridl Ports
. Usar
i, HTTP Tunrnel
* 4|, System

Add.., | ]

IP Fitenrg
i+ llows &l iralfic
7 Allow baffic anly tofiom hosts defined with |P addresses

Diownload & Changes I, Downlead i Recured

1] J
For Help, press Fl | |

7. Select the Host Table tab.
8. Click Add to add an NTP host.

9. Enter a descriptive name for the NTP server (for example, mnsNTP).

&
1 |

10. Enter the IP address or the fully qualified domain name of an available NTP
server.
NOTE: An available NTP server is required to enable SSL on the device.

11. Click OK.

Serial Settings

1. In the Device Manager window, click the Serial folder on the right and then
Serial Port.
NOTE: Configure the number of serial ports and the profile the device will use.
Only one serial port per device is required for serial communication.

2. Select the default serial port and click Edit.
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= DeviceManager - [AdaptivelED1 (192.168.1.111) - Connected]
< Fle Edt Took Yiew Window Help == x|

DEay H 2?7

=44 Configuration
= Network
— Enstle] | Hame [ Protie [Detals

J( Syeham Info
Senal Ports

E-E5 Serial
Serial Port
i Port Buffering
ol Advanced
| Users
*1{I) Security
| Clustering
={Im) System
=il Statistics
B ), Network
#h- ), Serial Parts
i, User
4|, HTTP Tunnel
#1- ), System

1 Teiminsl Login

1 | H
Daowiriozd All Changes | A Deownbad is Required i
« | =l
Far Help, pressFl 1M
3. Inthe Serial Port 1 Settings window, click Change Profile. Select the
TruePort profile and click OK.
[ 7] x|

serial Port 1 settings

Profile:  TruePort

Change Prafile...

M arme: I.t’-‘«daptiveLEm

General I.t’-‘«dvan-:ed Hardwarel Email &lert | Packet Forwardingl S5L/TLS

r— TruePort Settings

" Connect to remote system [Server-nitiated Connection):
Host name: INDne 'I TCR Part: I'IEIDDEI

™| Connect tofultiple Hosts [TruePaort Lite Mode] D efine Additional Hosts. .

™| SendiMame On Cornect

¥ Listen for connection [Client- nitiated Connection]:

TCP Poit; I1 0o

[ allow Multiple Hosts to Connect [TruePart Lite Mode]

o |

Cancel |

= The Serial Port 1 Settings window will change to reflect the new profile.
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4. Select the General tab.

Select Listen for connection (Client-Initiated Connection).

= In this mode, the device will wait for the server to establish a connection.

TCP port is always 10001.

NOTE: Always check to make sure selected port is not already in use by

Enter the TCP port that should communicate with the device. By default, the

another application/service on the server. To check, open a Command Prompt,
type netstat and press ENTER. A list of all current TCP connections and ports

will display.

7. Ensure that the Allow Multiple Hosts to Connect [TruePort Lite Mode]

check box is cleared. Click OK.

8. Select the Hardware tab.

Serial Port 1 Settings

Profile:  TruePort

Change Prafile...

M ane: IAdaptiveLED'I

' Generall Advanced Hardware | Email Slert | Packet Forwarding | S5L/TLS

Serial Interface:

Speed: I 9600 |

El&-232
8
1

Stop Bits: I I
Flowy Control: INone I

¥ Enabile Inbound Flaw) Cantral
¥ Enable Dutbound Flaw Contro)

I Monitor DSR

™ Monitor DCD

[ Discard Characters Received \With Ermors
[T Enable Echo Suppression

Data Bits: I vl Duplem: IFuII 'I
Parity: INone ’I Ti Driver Contral; IAuto 'I

[2] <

ag I Cancel |

9. Select either EIA-232 (RS-232) or EIA-485 (RS-485) in Serial Interface.

10. Set Speed to 9600.

11. Set Data Bits to 8.

12. Set Parity to None.

13. Set Stop Bits to 1.

14. Set Flow Control to None.

15. Do not select the Monitor DSR check box.
16. Do not select the Monitor DCD check box.
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17. Do not select the Discard Characters Received With Errors check box.
18. Select the SSL/TLS tab.
19. Select the following check boxes:

— Enable SSL/TLS.
— Use Global settings (Security > SSL/TLS).

20. Click OK.

21. Select Configuration > System > Management >Time.
22. Select the Network Time tab.

23. Do the following parameter settings:

— Mode: Unicast

— Version: 3

— Leave the Enable Authentication check box cleared.

— Primary Host: Select the NTP server name created earlier.

— Secondary Host: Select alternative NTP server name, otherwise set name
as primary host.
NOTE: Network time works best when the version matches that of the NTP
server. Windows time servers generally default to Version 2. External NTP
servers generally work with Version 3. If you are unsure, verify with the
client’s network administrator.

== DeviceManager - [#ls_perle (192.168.1.122) - Connected] | [ _ (O] x|
& File Edit Tools Wiew ‘Window Help -8 x|

EEEIEELE:
- i) System Info
B3 Configuration

Network Time | Time Zone/Summer Time [Daylight Saving Time) I

—NTRP/SHTP Settings
Mode:
H-(Z3) IjC Interfaces “Wersion: I 3 'l
- [2] Clustering
E-Za Systelm I Enable Authentication:
{35 Alerts
El-E5 Managemeant _
R Primary Host: ImnSNTF' j Ky ID: ID
- [2 Time
- Q Custom AppyPlugin Secondary Host: INone j Key ID: ID
o [3 Advanced

- Contral

------ A 1]0 Status/Contral

Lser
; HTTP Tuninel
---_' , System

24. Select the Time Zone/Summer Time (Daylight Saving Time) tab.

25. Configure the parameters as per the details mentioned in Time Zone/Summer
Time (Daylight Saving Time) parameters.
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= DeviceManager - [xls_perle (192.168.1.122) - Connected]

< Flle Edt Tools View ‘Window

Help

D ey K7

ira System Info

Metwork Time  Time ZonedSummer Time (D aphight Saving Time) |

[z, Configuration
([ Network,
(g Seridl Time Zone
Users =
- Security Time Zone Name: TimeZone Offset:  [065:00  UTCAGMT
& WO Interfaces
1 Clustering Summer Time (Dayioht Saving Tims)
=25 System :
+-(g Merts Summer Time Mame: EST Summes Time Dffset B0 mirutes
=25 Management
[2] sump Mods
2] Tine " Mone
|51 Custom app/Plugin
[ Advanced " Fied
= 49 Control I orithy Dy Tiime
F# 110 Status|Control StztDete [ =]/ x| [ozoo
(=g Statistics . .
1. Network End [0ctober =17 ~] [ozod
[y, Serial Ports
il User * Recuring
|, HTTE Tunnel Fanth Week Day Time
B, System Stat Dats:  [Mach =42 =] 7 [sunday =] Jozmo
End Date: [Ncwemhel 3 / |'| 3 ! ISunday 3 jozo0
’
Dewrnload All Changes b Download is Required
4
For Help, press F1

26. Select Configuration > Security > SSL/TLS.

bl
File Edit Tools View Window Help
O Eds sy K27

DeviceManager - Adaptivel (172.17.10.77) - Connected

- Adaptive1 (172.17.10.77) - Connected (==
i
?) System Inf? SSLALS
=44 Configuration
i {3 Network S5LATLS settings that apply to all SSLATLS connections
; ; [default]
-5 Serial
-39 Users
=45 Security SELITLS Version Any hd
- [8 Authentication
LB ssH SSLITLS Tupe:
-8 s
= VPN
£ Hﬁ_P Tunnel [Jvalidate Peer Certificate
Lo[d Services
[E Clustering
+-{0g System S5L Certificate
=iy Statistics
i, Nework Fassiass
il, Serial Ports
i, User
i, HTTP Tunnel
ey, System
Download All Changes

27. Set SSL/TLS Version field to Any.
28. Set SSL/TLS Type field to Server.

29. In the SSL Certificate dialog box, enter the password of the root certificate
(.pem) in the Passphrase field.

30. Select Tools > Advanced > Keys and Certificates.

= The Keys and Certificates dialog box displays.
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S5 File Edit | Tools Wiew Window Help

Upload Configuration From IOLARN

Import Configuration from a File

Download Configuration to IOLAN
Download Configuration ko Multiple IOLANS

O | =
Systerr
ol Configu

that apply to all S5L/TLS connections
Download Firmware ko TOLAN
Set IOLAM Date/Time

Advanced
Reset

Kews and Certificates,

Options...
Bl A Custarn Files. .
SEL/TLS Type: St Fackory DeFauIt Configuration ko IOLAM
[E ssLymis :

31. In the Key/Certificate drop-down list, select Download SSL/TLS Private Key.

32. Click the browse button and upload the private key for the root certificate
(.pem).

33. Click OK.
Keys and Certificates E
K.ep / Certificate;
File M amme: I
Kep Tope: I RS j
[Hzer Hame: I j
Hmzt Hame: I j
|Pzee TunnelHame; I j
0k, I Cancel |

34. Select Tools > Advanced > Keys and Certificates.
35. In the Key/Certificate drop-down list, select Download SSL/TLS Certificate.

36. Click the Browse button and upload the combined root certificate
(RootCombineCert.pem file). Refer to the Certificate Creation From System
Management Console section for more information on combining the root
certificate.

37. Click OK.
38. Select Tools > Advanced > Keys and Certificates.
39. In the Key/Certificate drop-down list, select Download SSL/TLS CA.

40. Click the Browse button and upload the root certificate (RootCertificate.pem
file).

41. Click OK.
42. Click Download All Changes to make the changes to the device.

43. Click Reboot IOLAN.
NOTE: Any time you reboot the device, or power is reconnected, you must wait
90 seconds for the device to reboot and initialize. When the device is ready, the
Power LED will be solid green and the Link LED will be solid amber or green.

= The device is now configured.
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TruePort Driver Configuration

> The TruePort driver is the second part of the process to link the device to the
system server. TruePort is only used when the Perle device is configured to
use the TruePort profile. The TruePort driver is designed to manage all similar
devices communicating with the server. Since TruePort creates a virtual COM
port, the recommendation is that each device has its own and unique COM port
for each service.
NOTE: Serial communication and I/O access are each considered a separate
service and therefore require separate COM ports.

-_—

Install TruePort on the server. TruePort can be downloaded from Perle’s
website or installed from the CD included with the device.

2. Start the TruePort Management Tool.
3. Inthe TruePort Management Tool window, Click Add.

i) TruePort Management Tool

© perie

Thiz taol permitz pau ba add, remove and configure TruePart adapters.

Inztalled TrueFort adapters:

Cloze

Add.. | Bemove I Eroperties |

4. Enter a name for the TruePort Adapter.
NOTE: This Adapter will serve a particular device and therefore map to a
specific COM port. Try to make the name descriptive which can easily be
tracked back to a particular device.

5. Enter the IP address or the hostname the device is using.
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Add TruePort Adapter Wizard

Configure TruePort Adapter

Configure the adapter's name and azsociate it with a device server on the
network.

— TruePart Adapter Properties

Adapter Mame:  |[AdaptivelLEDT

—Device Server Metwork Location

" Hostname: I

P et > I Cancel

6. Click Next.

7. Leave the number of ports set to 1 (for /0 access, set ports to 2, or add
another later). Select the COM port for that particular device. By convention,
start at COM100 and increment for each device and service configured. This
will help to avoid any conflicts with existing COM ports or other devices.
TruePort allows creation of up to 4,096 COM ports.

8. Click Next.

A6V12131888_en_a_51 Restricted 271460



MNS Supported Physical Device Configurations
Adaptive LED Device

Add TruePort Adapter VWizard

Add Serial Ports
Azzociate COM ports with pour new T ruePort adapker

'ou may add up to 49 zenal ports to pour
new TruePort adapter: T he following portz will be added:

— Select COM Port Bange

Car1a

Starting CORM Part:  |COMIO0

Murnber of Parts: I1 _Ij

feRt » I Cancel

= TruePort Adapter in the TruePort Management Tool is visible now.

9. To edit the TruePort settings, select the adapter to edit and click Properties.

#dl TruePort Management Tool

Thiz tool permits you to add, remove and configure TruePort adapters.

|nstalled TruePaort adapters:

Add... Remove Froperties |

Serial Settings

1. Select the Properties window of the device port to be configured.
2. Select the Configuration tab.

3. Click Settings.
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AdaptivelED1 {192.168.1.10) Properties

General  Configuration | Diriver I Detailsl

w Adaptivel EDT [192.168.1.10]

Thiz TruePort adapter iz azzociated with the following
device server.

— Device Server Information

MHurber of Ports; 1

|P &ddress: 192.168.1.10

Active Connections; Mone

To configure thiz Device Server at this time use the Perle
Devicetanager ar one of the following configuration methods.

"Wwieb Config I Telnet Config

Settingz |

] 4 | Cancel |

Click the COM port on the left-hand side.
= The TruePort and COM port settings for this adapter display.
Select the Connection tab.

Click Initiate connection to device server.
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Mumber of ports: 1

?Iﬂ Adaptivel ED1 (132.168.1.10)
“_luf COMI0 [Connect; 10001]

AdaptivelLED1 {192.168.1.10) Settings ®

Cotnechion I.fi‘n.clvanced I S5LATLS I FPacket Forwarding |

— Connection Settings [CORMI0]

% &ccess Device Semver Serial Port

Connection bode: IAutomatic "I

" Accept connection from device server
Lizter om TER Fart: 10000 =

:

&' |nitiate connection to device server

Connect to TCP Part: {10001 =

L

Client-Initiated Connection Settings. ..

1 Access Device Server 140 channels

Connect to TCR Fart: |3331 B E
[0 Application Type: Ila‘D Access vl
Client- nitiated Connectian Settings... |

— Connection Prafile
Minimize Latency

Change Profile... |

Current Profile;

&

Add Ports

| x Bemove Ports |

' [Lopy Settings Tu:n...l

Restare Defaults

[ o |

Cancel | Apply |

Under Connect to TCP Port, enter the port number that was previously

assigned to the device using the device manager.

7. Click the Settings button next to Client-Initiated Connection.

= The Client-Initiated Connection window displays.

Client-Initiated Connection Settings
Connection Managamant Options

[_| Connect at system startup

m Close TCP connection when COM

Connechon Oplions
Connection Retries
() Ratry forever

(@ Mumber of retries:

4
Time betwean connection reiries

Restore dropped connections

-

portis closed

L

30 seconds

-

Restare Defaults

Cancel

Select the Connect at system startup check box.

For Connection Retries, select Retry forever.

. Click OK.

30 | 460

Restricted

A6V12131888_en_a_51




MNS Supported Physical Device Configurations
Adaptive LED Device

11. Select the Advanced tab.

hdaptivelED1 (192.168.1.10) Settings x

Mumber of ports: 1 Correction  Advanced | SSLATLS I Packet Forwardingl
S AdaptiveLED (152.166.1.10)
ré’i COM10 [Connect: 10001] ~ Advanced Settings [COMB10]

—Application Options
™ Simulate COM port trarsmit delays

Additional Transmit Delay: |0 = mz

sdditional Heceive Delay: ID j: TS

On COM port ope:

113

T flwaps retum successhul
{* Return when connection is fully established

[ d
M awimnuim ' ait Time: |3EI _% I fﬂescan g

[ Enumerate attached devices [i.e. modems)

[ Drain output before zetting config

¥ Send keep alive packets

Keep Alive [nterval: |3EI _I? zeconds

[ Enable TCP Magle algorithm
™ Use legacy UDF protocol (Full Mode only]

@ Add Ports | x Remove Ports | - Copy Settings TD...| Restore Defaults

0k I Cancel | Apply |

12. Set Maximum Wait Time to 30 seconds.
13. Select the SSL/TLS tab.
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AdaptivelLED1 {192.168.1.10) Settings

Murnber of partz: 1

?_JI] AdaptivelLEDT [192.1688.1.10]
r;y" COM10 [Connect: 10001]

~SEL/TLS Settings (COM10]

| Ennnectionl fdvanced SSLATLS | Packet Fu:urwardingl

[¥ Enable S5L/TLS Encryption
SSLATLS Wersion:  [Any -

SSLATLS Tope:

I Client hd I
r— Authentication

[ erify Peer Certificate
Certificate Autharity Filenanme;

I Brawze |

Walidation Criteria...

—S5L Certificate

v Supply Certificate
Certificate Filename:

IE:'\LIsers\.-'-‘«dministrator\Desktop'\SSLE Browse |

Certificate Pazsphraze; | #eesssssss ssss

@ Add Parts | x Bemaove Ports | ' Copy Settings Tn...l Festore Defaults
] I Cancel | Apply |
14. Select the Enable SSL/TLS Encryption check box.
15. Set the SSL/TLS Version field to Any.
16. Set the SSL/TLS Type field to Client.
17. Select the Supply Certificate check box.
18. Click the browse button and select the combine Root certificate. Refer to the ---
MISSING LINK --- section for more information on combining a Root certificate.
19. Enter the password in the Certificate Passphrase field.
20. Click Apply and then OK.
21. Restart the Perle TruePort Service from the SMC.
System Management Console
SIEMENS

MNS930
W Websites
Test

System

TestL
¥ History Databases
¥ (ocal)\GMS_HDE_EXPRESS
HDB Service
Certificate Automation License Manager Service
FreeSWITCH
GMS_WCCTLpmon_MNS330
Pere TruePort Service
Siemens BT Licensing Server
Siemens GMS Closed Mode Service

=]

> Settings

| Current user | status |

TRETTEOTEE  Running -
WAETEEOESY  Running

Password:
Stopped

R

i ]
T et ey

Running
Running

gt RuRning

=1 = |

Ready

Fig. 7: Restarting the Perle TruePort Service
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Device Verification

To test whether the Perle SDS1 is configured correctly, open a PUTTY session
from the server using the serial COM port that was previously created from the
Adaptive ® 4000 series. If you can open the COM port, then the TruePort driver is
working properly.

PuTTY can be downloaded from the following link:
http://the.earth.li/~sgtatham/putty/latest/x86/putty.exe
The steps for testing Adaptive communication are as follows:

1. Open PUuTTY and select Connection > Serial.

2. For Serial line to connect to, enter the TruePort COM port number created in
TruePort Driver Configuration.

3. Enter the parameters for Baud Rate, Data Bits, Stop Bits, Parity, and Flow
Control for the Adaptive 4000 series.

Baud Rate: 9600
Data Bits: 8

Stop Bits: 1

Parity: None

— Flow Control: None

Categary:

[=- Sezszion Optiohg contraling local zenal lines |
Laaging
=~ Termninal

- Keyboard Serial line to connect to II:I:IM'I ]
- Bell

- Features

[=I- Wfindow Speed [baud] IEIEEIEI
- BppEarance

- Behawiour
- Translation Stop bits I'I
- Selection
- Colours

=+ Conrection Flaws contral IN-:une
- Data

— Select a zerial line

— Configure the zenial line

D ata bits IE

Parity I MHaone

Lef L

- Prowy
- Telnet

About | Open I Cancel

4. Click Session and select Serial.

5. Click Open to establish a serial session.
NOTE: If PUTTY denies a connection, check your TruePort settings.
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Cateqgary:
'-:-" | Basic options for your PuTTY session |
Lu in
B Ten‘ningalg g Specify the destination you wart to connect to
- Keyboard Serial line Speed
- Bell COw10 5600
- Features Connection type:
&+ Window C)Raw () Telnet ©) Rlogin () SSH
- Appearance
... Behaviour Load, save or delete a stored session
- Translation Saved Sessions
- Selection
- Colours -
B Caniadai Default Settings Load |
- Data
e
- Telnet Delete
- Blogin
- 55H
- Serial
Close window on exit:
() Mways () Mever (@ Only on clean ext
About | Dpen I Cancel

Configuring Adaptive LED Display
Prerequisites
Before proceeding, make sure to have the following items available:

Adaptive 4000 series LED display
RJ11 to DB9 Serial cable (bundled with LED sign)

Device Configuration
Perform the following steps to configure the serial address of the Adaptive sign:

1.

2
3.
4

Press PROGRAM on the remote control shipped with the sign.
Press BACK until SET SERIAL ADDRESS or SET SERIAL is displayed.
Press ADV.

Enter a number (For example, 10).

NOTE 1: A serial address is actually a number from 0 to 255 in hexadecimal
(00 to FF). However, in typical use entering a number from 00 to 99 is fine.
NOTE 2: The default serial address of a sign is set to 00.

Press RUN twice to set the new serial address and return the sign to normal
operation.

The serial address is set.

NOTE:

After the serial address of the Adaptive 4000 series LED display is set, further
configuration is required on the Perle device.
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1.2

Adaptive LED Device Troubleshooting

Once the device is created in the Device Editor section, the corresponding device
gets in Connected state based on the Check Status Rate configured in the
Configuration Properties of the driver. If the device does not get connected after
the Check Status Rate duration, then perform following steps in sequence until
the device gets connected after a particular step. After each step, wait for the
Check Status Rate duration and monitor the device connection status:

1. Restart the TruePort service.

2. Reimport the certificates on device manager and reboot the Perle IOLAN
device.

Reboot the Server.

4. Disconnect the power cable of the Perle IOLAN device, wait for a few seconds
and then reconnect the power cable.

5. Power off and on the devices connected to the Perle IOLAN device.

Advanced Network Devices (AND)

Advanced Network Devices (AND)

This section provides reference and background information for integrating the
AND Device. For procedures or workflows, see the step-by-step section for
Creating and Configuring AND IP Display Device and Creating and Configuring
AND IP Speakers.

Device Overview

The IP Displays and IP Speakers communicate with the Notification server through
Internet Protocol (IP). The IP Displays and IP Speakers are connected to a network
switch through Cat5e Ethernet cable. The IP Displays and IP Speakers are Power
over Ethernet (PoE) devices that receive power from the Ethernet port on the
device. The Cat5e Ethernet cable must be connected to a Power over Ethernet
(PoE) capable network or a separate power injector is required to power the
device.

Software System/
Notification Server Service Dy;,?g

Cat5e
Notification | | NIC. | Ethernet Haldly
Application Cable Legend i

Cat5e
Ethernet
Cable

|
Etherr E?:'E‘e' 110 - 240V :
| erne : i
Injector Mains

ot Cable | - I

|

|

|

IP Display
_or—
IP Speaker

Optional: Required if
| network is not PoE capable.

Notification can integrate with devices from two Advanced Network Devices (AND)
product families: IP Display products and IP Speaker products.

The Notification system can integrate with the following AND products that conform
to the UL-60950 standard.

IP Displays

e |IPSWD (without flashers)
e |PSWD-RWB

e |PCSS-RWB

e |PCSL-RWB
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e IPCDS-RWB

e |IPSIGNL-RWB
IP Speakers

e IPSWS-SM

e |IPSWS-FM

e |IPSCM-RM

e [PSWS-SM-O

The integration between Notification, the AND IP Displays, and the AND IP
Speakers enable Notification to send text and/or audio messages. These
messages will go to the AND IP Displays and the AND IP Speakers. The textual
messages are delivered to the AND IP Displays. The AND IP Speaker products do
not have textual message capabilities.

In this version of Notification , the integration between Notification, the AND IP
Displays and the AND IP Speakers does not support the following AND device
features:

e Microphone for bidirectional communication or listening in

e General Purpose I/0 (GPIO) for sensing conditions or controlling remote
activation

e Flasher Activation. (AND IP Displays now support Flasher activation)

NOTE: The IP ClockWise software by Advanced Network Devices is not required
for integrating Notification with devices from the Advanced Network Devices
product families.

General Overview of Advanced Network Devices

Notification can integrate with devices from two Advanced Network Devices (AND)
product families: IP Display products and IP Speaker products.

The Notification system can integrate with the following AND products that conform
to the UL-60950 standard.

IP Displays

e |PSWD (without flashers)
e |IPSWD-RWB
e [PCSS-RWB

e [PCSL-RWB

e |[PCDS-RWB

e |PSIGNL-RWB
IP Speakers

e |[PSWS-SM

e [PSWS-FM

e |[PSCM-RM

e |PSWS-SM-O

The integration between Notification, the AND IP Displays, and the AND IP
Speakers enable Notification to send text and/or audio messages. These
messages will go to the AND IP Displays and the AND IP Speakers. The textual
messages are delivered to the AND IP Displays. The AND IP Speaker products do
not have textual message capabilities.

In this version of Notification , the integration between Notification, the AND IP
Displays and the AND IP Speakers does not support the following AND device
features:

e Microphone for bidirectional communication or listening in

e General Purpose I/0O (GPIO) for sensing conditions or controlling remote
activation

e Flasher Activation. (AND IP Displays now support Flasher activation)

36 | 460

Restricted A6V12131888_en_a_51



MNS Supported Physical Device Configurations
Advanced Network Devices (AND)

[}

NOTE:

The IP ClockWise software by Advanced Network Devices is not required for
integrating Notification with devices from the Advanced Network Devices product
families.

Installation and Configuration

Installing AND Device

This section provides information to the user for mounting the hardware and wiring
or connection details for the device.

Prerequisites

The prerequisites required for the device installation include the following:
e Advanced Network Device (AND) IP Display or IP Speaker

e Catbe Ethernet Cable

The optional prerequisite includes:

e Ethernet Power Injector

AND Mechanical Installation

1. Remove the back frame by removing the four Torx screws on the side of the
device.

2. Mount the back frame to a flat surface by placing screws through the eight
mounting holes located on the frame.

= The mechanical installation of the device is now complete.

AND Electrical Installation
1. Connect the Ethernet cable to the Ethernet port on the back of the device.

2. Connect the other end to the power injector or a PoE capable
switch/hub/router.
NOTE: The AND IP Displays and IP Speakers are Power over Ethernet (PoE)
only devices. They receive all of their power over the Ethernet cable.

3. Verify that the network is PoE ready.
NOTE: If the network is not PoE ready, a power injector must be purchased
and installed.

= The device boot process is started.

AND Installation Verification

On successful connection, the LED sign will display the following in sequence:

e Advanced Network Devices

e Firmware

e MAC

e |P Address
NOTE 1:
If nothing is displayed when Ethernet cable is connected, verify that PoE is
available.
NOTE 2:
If the Dynamic Host Configuration Protocol (DHCP) with a rotating bar is
displayed, then the device is unable to obtain an IP address. Check with the
local site administrator for the DHCP availability. A DHCP server is required
during the first reboot in order for the AND sign to obtain an initial IP address.
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After an initial IP address is obtained, the sign can be reconfigured with a static
IP address.

Configuring and verifying AND Device

This section provides the steps linked with the configuration and verification of the
device.

Prerequisites

The following are the prerequisites required for the device configuration:

e Computer connected to the same subnet as the IP Display or IP Speaker

e Web browser for accessing the IP Display's or IP Speaker’s internal web server

AND Device Configuration

After the completion of the boot up process, the device will request an IP address
through DHCP. Upon receiving the IP address, the device will display it before
returning to the normal operation.

NOTE:

An IP address is required for the Advanced Network Devices before the device
installation process. If the device is unable to receive an IP address, the device will
continue to reboot and search again. A DHCP server is required during the first
reboot in order for the AND sign to obtain an initial IP address. After an initial IP
address is obtained, the sign can be reconfigured with a static IP address.

After receiving the IP address, log on to the device using a web browser on a
computer attached to the same subnet as the sign.
URL.: http://sign_ip_address

AND Display Configuration
1. Click Device Settings.
2. Select Network.

= The Network Settings section displays. _

Home Device Status SIP Status Send Text Message

General SP  $IP2  Servers  Firmware  Peripherals  Misc  Scheduler  Configuration XML
Network Settings help
Parameter Stored value New Value
General Command Password
HTTP Command Port (default is 80) 0 0
Network Mode dhep dhep v
IP Address (if static IP mode)
Netmask (if static IP mode)
Gateway (if static IP mode)
TETP Server (if static IP mode)
DNS Server (if static IP mode)

Domain (if static IP mode)
Configuration Search Path

SLP Scope Berbee Applications Berbee Applications
SLP Service InformaCastConfiguration InformaCastConfiguration
Inhibit SLP No No ~

Inhibit SNMP No No =

Inhibit Special Command No No =

Inhibit MDNS Host Lookup No No -

Inhibit MDNS HTTP Service No No =

Inhibit MDNS IP Speaker Service No No =

Inhibit MDNS SNMP Service No No =
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Enter the network settings in the Network Settings field.
NOTE: To assign a static IP address, select the static IP value under Network
Mode and enter the IP address, Netmask, and Gateway underneath.

Select Save Network Settings Changes.

SNMP Settings help

Parameter Stored value New Value

SNMP Read Community

SNMP Write Commnmmity

SNMP MIB-2 Alternate Read Community public public

SNMP Trap Manager Settings help
Host[Port] Trap Community Name Trap Version

Manager 1 SNMPv2e -

Manager 2 SNMPv2e -

Manager 3 SNMPv2c -

Manager 4 SNMPv2e -

Manager 5 SNMPv2e -

‘[ Save Metwork Settings Changes ] ‘

Iick General and do the following:

Networ K SiP SIP2 Servers Firmware Peripherals Misc Scheduler Configuration XML

General and Time Settings help
Parameter Stored value New Value

Name / Description IPSpeaker 2046f90203db IPSpeaker 2046M0203db

Location

NTP Server, primary
NTP Server, secondary
NTP Server, tertiary
NTP Server, quaternary

Time Refresh Rate (minutes) 60 60

NTP Overrides Server Registration Time No No =~

Named Time Zone see timezone list -
UDP Logging (IP:port)

Boot Beep Volume 0 0~

Boot Beep Duration (ms) 1000 1000

Boot Jingle Volume 4 4~

HTTP Control Password AND AND

Enter a name for the sign in the Name field.

Enter the IP address of the main NTP server in the NTP Server, primary field.
NOTE 1: This is required while using the sign as a clock during normal
operation. It is also important in order to have accurate time stamps for the
internal device logging.

NOTE 2: It is recommended to use the NTP server.

Enter the IP address of the Backup NTP server in the NTP Server, secondary
field.

NOTE: In the case of primary NTP server failure, the device will access the
secondary NTP server. This is optional but recommended.

Enter the appropriate string for your Time Zone in the Named Time Zone field.

. Leave the HTTP Control Password (default) password as it is or set a new

password in case the user wants to change the default password.

A6V12131888_en_a_51

Restricted 39 | 460



MNS Supported Physical Device Configurations
Advanced Network Devices (AND)

11. In the Display Settings section, set value to 100 in the Display Brightness

field.

Display Settings

Parameter

Time Format

Show Leading Zero

Show Seconds

Keep Clock Seconds Smaller
Blink Colon

Clock Font

Note: The date field is shown only when
the clock is using a multi-line font.

Clock Color
Seconds Color
AM Color
PM Color

Date Color
Note: Use multi-line clock font to enable

Date Format
Note: Use multi-line clock font to enable

Date Shown as Tiny
Note: Use multi-line clock font to enable

Clock Above Small Text

Minute Progress Color

Minute Progress Critical Color
Text Font

Text Color

Timer Font

Countdown Timer Color
Countdown Timer Critical Color
Count Up Timer Color

Count Up Timer Critical Color

Minute Progress Critical Start Second 0

help
Stored value New Vale
12 hour 12 hour -
No Mo -
Off Off -
No No =
Yes Yes -
BatangChe Bold BatangChe Bold -

Cranberry v I

Olive  ~
Sienna -
Olive  ~

%0a, % b Yoe %a, %b %e
Yes Yes -
No No -

=

Hunter

Cranberry v IR

Arial Bold

Cranberry v I

Retro 7 Narrow

Display Brightness (0-100)

100
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12. Set the Speaker Volume to the required level.

Audio Settings help
Parameter Stored value New Value
Speaker Volome 10 10 -
Feedback Suppression Medium Medium -
Microphone Volume 8 8 -
Microphone Filter 750 750
Microphone Alert Volume 5 E -
Show Mic State on Clock Display No Mo =
Mic State Icon Color - Green -
Microphone Mute when GPIO 0 Input No Mo =
Microphone Mute when GPIO 1 Input No Mo =
Activate GPIO 0 During Microphone No Mo =
Activate GPIO 1 During Microphone No Mo =
Generated Audio Stream Multicast TTL 16 16
Generated Audio Stream TOS (DSCP/ECN) 0 0

Save Changes l

13. All other values are optional and can be left as default.
14. Click Save Changes.

15. A message displays for rebooting the device.

Device Status SIP Status Send Text Message

General Network SiP sip2 Servers Firmware Peripherals Misc Scheduler Configuration XML

Changed settings have been saved. for changes to take effect.

16. Click Reboot now.

AND Speaker Configuration
1. For configuring an AND IP Speaker, do the following:
— Click Device Settings.
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Select SIP.
= The SIP General Settini s section displais.
Home Device Status SIP Status Send Text Message
General Network siP2 Servers Firmware  Peripherals Misc Scheduler  Configuration XML
SIP General Settings help
Parameter Stored value New Value
SIP Mode Paging
Promiscuous Mode No
Extension 10006 [10006 |
SIP Server 12 eE |' WK |
SIP Domain (e.g. in002 siemensnet) £ 70 87 B0 40 | T |
SIP Password 12k (1 |
SIP Digest Usermname 10006 |10006 |
SIP Port (default is 5060) 5060 5060 |
Registration Interval. seconds 30 |3[] ‘
Reboot Interval. seconds 10 |10 ‘
Registration Failures Send SNMP Trap 0 |l] ‘
Strict Direction Negotiation No No ¥
Use IR Remote No No ¥
Rebroadcast Destination |
Ring Volume 8.5
Show Call State with Flashers No
Show Call State on Clock Display No No ¥
Call State Tcon Color Green
SIP Default Stream Priority 50 50 |
SIP Status Message Priority 99 |99 ‘

In the SIP Mode field, select Paging.

Enter the FreeSwitch extension number configured for the corresponding
AND IP Speaker in the Extension field.

In the SIP Server field, enter the IP Address of the SIP Server.

In the SIP Domain field, enter the IP Address of the SIP Server.

In the SIP Password field, enter the password of the FreeSwitch
extension.

Set the Ring Volume to the required level.
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— All other values are optional and can be left as default.
SIP GPIO Input Action Settings help

Parameter Stored value New Value
Push-to-Talk 1 (GPIO 0 Outgoing)

Push-to-Talk 1 Alternate (Hold)

Push-to-Talk 1 Alternate Hold Time (ms) 0 0
Push-to-Talk 1 Trigger Only No No
Push-to-Talk 2 (GPIO 1 Qutgoing)

Push-to-Talk 2 Alternate (Hold)

Push-to-Talk 2 Alternate Hold Time (ms) 0 0

Push-to-Talk 2 Tngger Only No No

GPIO Control of Non-GPIO Calls No Mo =

SIP GPIO Output Control Settings help
Parameter Stored value New Vale

Keypad GPIO 0 'On' Password

Keypad GPIO 0 'Off Password

Keypad GPIO 0 'Transient' Password

GPIO 0 Transient Time (ms) ] 0
Keypad GPIO 1 'On' Password

Keypad GPIO 1 'Off Password

Keypad GPIO 1 'Transient' Password

GPIO 1 Transient Time (ms) 0 0
Activate GPIO 0 During Active Call No No =
Activate GPIO 1 During Active Call No No
Activate GPIO 0 When Ringing No No =
Activate GPIO 1 When Ringing No No
‘ Save SIP Changes |

2. Click Save SIP Changes.

= A message displays for rebooting the device.

Device Status SIP Status Send Text Message

General Network sip sip2 Servers Firmware Peripherals Misc Scheduler Configuration XML

Changed settings have been saved. for changes to take effect

3. Click Reboot now to reboot the device.

Device Verification for AND Device
To test the configuration of the device, follow the steps below:

¢ Open a web browser and enter the following URL:
http://SIGN _IP_ADDRESS/signmsg?text=This+is+a+test+message&loops=3&
maxseconds=0&pauseseconds=0&speed=5&color=red&font=arial_bold&huma
n=1&button=Send+New+Text+Message
NOTE: Computer must be connected to the same subnet as the IP LED sign.

= On successful device configuration, the sign will display This is a test
message three times as per the configured color.
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1.3

ASCII Input Device

ASCII Input Device

This section provides reference and background information for integrating the
ASCII Input device. For procedures or workflows, see the step-by-step section.

Notification provides the capability to read ASCII data that is sent serially over a
RS-232, RS-485, or RS-422 interface. Additionally, this ASCII data can be
analyzed for keywords or patterns through the use of Regular Expressions. A
keyword or pattern found in an ASCIl message can be then used to raise a
management station event, or trigger a Notification incident. Reading ASCII data
requires the use of either the Perle SDS1 or TD2R2.

Notification
Server

CatbSe System/
Software ystem,
NIC —Ethernet w Service Device
TruePort Cable

Hardware Port
Legend

=

Cat5e

Ethernet
Cable
Perle ASCII Output
SDS1 > Device
RJ45 or DB9 RS-23 (For example,

or — il printer port on
Perle Serial j
TD2R2 RS-485 Port fire panel)

The Perle models SDS1 and TD2R2 provide remote serial access through Internet
Protocol over Ethernet. This service provided by the device appears as a separate
COM port on the Notification Server. The COM port is automatically created by
TruePort, a COM port redirector installed on the Notification Server that works in
conjunction with the Notification application to establish a secure communications
link. Below is a high level view of the device used in a typical ASCII input reading
application on a Notification deployment.

ASCII data streaming from a port on an external device can be read by the Perle
device and sent over IP for analysis, filtering and triggering on the Notification
Server. The Perle device provides an RS232, RS485, and RS422 interface, which
is software selectable.

NOTE 1: The Perle IOLAN TD2R2 model provides I/O and relays in addition to a
serial interface.

NOTE 2: The ASCII driver only supports input data comprised of the standard
ASCII character set, which effectively means it supports only English letters and no
international letters. International letters in received data will be replaced with
question marks.

ASCII Input Device Workspace
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¥ Configuration Properties

Name Value
IP Address
Serial Port Number comM2
Device Mode Operationa
Baud Rate 9600
Parity None
Stop Bits 1
Data Bits [5: 8] 8
Fiow Contro None
Marker Type Fixed
Start Marikers ALARM, ...
End Markers HTRI-D,
Reset Marikers PAMEL RESET, ..
Automatic Message End Interval [ 500:10000] (r 500

IP Address: Set the IP address of the Perle device which is connected with
Fire Panel and which provides the ASCII data from Fire Panel to MNS. In case
if Fire Panel is directly connected to MNS server using serial cable, then set
value as -1.

Serial Port Number: Displays the COM port address of the device. Enter a
valid COM port address string of the device. This string should always have the
format as COM followed by unsigned integer number. For example, COM20.
For more details, refer to the Serial Settings .section.

NOTE: To check the COM ports that were used by the device, open the
TruePort Management Tool.

Device Mode: Select one of the following modes from the drop-down list:
Disabled: In this mode, the driver does not process the messaging command
and/or the device configuration change command, but will perform status
checks for the device. The device remains in a disconnected state.
Operational: In this mode, the driver processes the messaging command, the
device configuration change command, and performs status checks for the
device. The device will be in a Disconnected/Connected state based on the
connection state.

Administrative: In this mode, the driver processes the device configuration
change command and performs status checks for the device. The device will
be in a Disconnected/Connected state based on the connection state.

Baud Rate: Select the Baud Rate used serially by the ASCII device from the
drop-down list.

Parity: Select the Parity used by the ASCII device from the drop-down list.

Stop Bits: Select the number of Stop Bits the ASCII device serial protocol is
using from the drop-down list.

Data Bits: Displays the Data Bits of the device.
NOTE: The value range is 5 to 8 bits.

Flow Control: Select the type of Flow Control mechanism used by the ASCII
device.

Marker Type: Select one of the following type from drop-down list:

Fixed: The driver splits the incoming serial data into individual messages by
matching fixed patterns.

Regex: The driver splits the incoming serial data into individual messages by
matching regular expressions. This option gives more flexibility when matching
with fixed patterns is not possible.

Start Markers: This is an optional field. If configured, the driver uses the start
marker to identify the start of messages in the input serial data. The driver will
automatically extract a message when the Automatic Message End Interval

expires after the occurrence of the most recent start marker. Refer to the table
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in 4.2.2 for resulting behavior in conjunction with an end marker. Multiple start
markers can be configured as shown in the below image titled Configuration
Properties with Start Markers for ASCII Input Perle Device.

e End Markers: This is an optional field. If configured, the driver uses the end
marker to identify the end of messages in the input serial data. Refer to the
table for resulting behavior in conjunction with a start marker. Multiple end
markers can be configured as shown in the below image titled Configuration
Properties with End Markers for ASCII Input Perle Device.

e Reset Markers: This is an optional field. If configured, the driver uses the reset
marker to identify panel reset message in the messages extracted using start
marker and end marker. Reset marker cannot be configured in regex form
however it has to be configured in a fixed string form, ex. "PANEL RESET".
User can configure multiple reset markers. On receiving panel reset message
for a panel, driver clears all active events for this panel.

e Automatic Message End Interval: This is a mandatory field if only start
markers OR no markers are configured, otherwise it is optional. This value
represents the time interval at which data received from the device is used for
extraction of messages by using available marker configuration. Refer to the
table for the resulting behavior when used in conjunction with start and end
markers.

Start Markers

¥ Configuration Properties

Name | value
IP Address
Serial Port Number Comz2
Device Mode Operationa
Baud Rate 9600
Parity Naone
Stop Bits 1
Data Bits [5: 8] B
Flow Control MNone
Marker Type Fixed
Start Markers
End Markers ALARM
Reset Markers Acknowladge
Automatic Message End Interval [ 300: 10000] (r TROUBLE
SUPY

» Event Triggers

» Input Message Analysis

End Markers
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¥ (Configuration Properties

Name

IP Address

Serial Port Number

Device Mode

Baud Rate

Parity

Stop Bits

Data Bits [5:8]

Flow Control

Marker Type

Start Markers

End Markers

Reset Markers

Automatic Message End Interval [ 300 : 10000] {r
.|

» Event Triggers

» Input Message Analy

Reset Markers

| Value

COomM2
Operational
9600

Mone

1

a

Mone

Fixed
ALARM, ...

[HTRI-D |

v |

\n |

T T TN

ll‘ -

¥ Configuration Properties

Mame |
IP Address

Serial Port Number

Device Mode

Baud Rate

Parity

Stop Bits

Data Bits [5:8]

Flow Control

Marker Type

Start Markers

End Markers

Reset Markers

Automatic Message End Interval [ 300: 10000] (r
.|

» Ew rigg

» Input Message An.

Value

Com2
Operational
9600

MNone

1

8

Mone

Fixed
ALARM, ..
HTRI-D, ..

| PANEL RESET |

| RESET_MARKER_1 |

| RESET MARKER 2 |

Close

I TN

Behavior for different combinations of start and end marketer configuration

settings
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SM |EM AMEI | Decision

010 1 If no markers are configured, then the driver will process all input data received
up to the point of the automatic message end interval as a message. Please note
that using this configuration is not recommended as the content of the extracted
messages will depend entirely on the timing of the input data.

0 |1 NA The driver will always process the input data between two end markers as a
message. The automatic message end interval setting will be ignored.

110 1 The driver will process the input data between two start markers as a message.
When the driver has not identified a start marker in the input data for the specified
automatic message end interval, it will consider the currently started message as
complete and process it.

1 (1 NA The driver will process the input data between a start marker and an end marker
as a message. The automatic message end interval setting will be ignored.

NOTE:

SM = Start Marker, EM = End Marker, AMEI = AutomaticMessageEndInterval

0 = Not Configured, 1 = Configured, N/A = Not applicable/Ignored

Marker Configuration Example

The following tables show samples of incoming serial data, configured marker type
(fixed and regex) and extracted commands.

Start Marker

Marker Message Sample Marker Extracted Commands
Type
Fixed Audibles Unsilenced 07:17:18 | Audibles 1.Audibles Unsilenced 07:17:18
May 28,2016 Audibles May 28,2016
Silenced 07:17:28 May 2. Audibles Silenced 07:17:28 May
28,2016 Audibles Unsilenced 28 2016

07:17:32 May 28,2016

Audibles Silenced 07:17:36 3. Audibles Unsilenced 07:17:32

May 28,2016 May 28,2016
4.Audibles Silenced 07:17:36 May
28,2016
Regular | 12:42:46 pm THU 21-JAN-16 | [0-9]{2}:[0-9]{2}:[0- | 1. 12:42:46 pm THU 21-JAN-16
Expression |4544 DUCT DET RETURN S. | 9){2} [ap]m [A- 4544 DUCT DET RETURN S.
(Regex) |MECHBLDG 3:1-10 DUCT Z){3} [0-9]{2}-[A- | MECH BLDG 3:1-10 DUCT
DETECTOR NORMAL Z]{3}-[0-9){2} DETEC-TOR NORMAL

12:44:49 pm THU 21-JAN-16
4544 DUCT DET RETURN S.
MECH BLDG 3:1-11 DUCT
DETECTOR NORMAL

2.12:44:49 pm THU 21-JAN-16
4544 DUCT DET RETURN S.
MECH BLDG 3:1-11 DUCT
DETECTOR NORMAL

End Marker
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Marker Marker Extracted Commands

Type

Message Sample

Fixed TROUBLE IN :5-207:17:50 |\r
May 28,2016 MNS Trouble
5-2:2, Trouble causing input,
HTRI-D \r TROUBLE OUT
:5-2 07:17:54 May 28,2016
MNS Trouble 5-2:2, Trouble
causing input, HTRI-D \r
TROUBLE IN :5-2 07:18:08
May 28,2016 MNS Trouble
5-2:2, Trouble causing input,
HTRI-D \r

1. TROUBLE IN:5-2 07:17:50 May
28,2016 MNS Trouble 5-2:2,
Trouble causing input, HTRI-D

2. TROUBLE OUT :5-2 07:17:54
May 28,2016 MNS Trouble 5-2:2,
Trouble causing input, HTRI-D

3. TROUBLE IN:5-2 07:18:08 May
28,2016 MNS Trouble 5-2:2,
Trouble causing input, HTRI-D

Regular | Audibles Unsilenced
Expression |07:17:01 May 28,2016

[0-9K{2}:[0-91{21:[0- | 1. Audibles Unsilenced 07:17:01
9){2} [a-zA-Z}{3} [0- | May 28,2016

(Regex) |Audibles Silenced 07:17:02 | 9){2},[0-9){4} 2. Audibles Silenced 07:17:02 May
May 28,201 6 Audibles 28 2016
Unsilenced 07:17:03 May 3. Audibles Unsil 407:17:03
28,2016 Audibles Silenced Mayu2 é’ e (e

07:17:04 May 28,2016

28,2016

4. Audibles Silenced 07:17:04 May

ASCII Input Device Troubleshooting

Problem: Once the ASCII Input Device is created in the Device Editor tab, the
corresponding device gets in Connected state based on the Check Status Rate
configured in the Configuration Properties of the driver. However, at times the
device does not get connected after the Check Status Rate duration.

Solution: Perform the following steps in sequence until the device gets connected
after a particular step. After each step, wait for the Check Status Rate duration
and monitor the device connection status.

1. Restart the TruePort service.

2. Reimport the certificates on device manager and reboot the Perle IOLAN
device.

Reboot the Server.

Disconnect the power cable of the Perle IOLAN device, wait for a few seconds
and then reconnect the power cable.

5. Power off and on the devices connected to the Perle IOLAN device.

ASCII Input Device

Installing ASCII Input Device

This section provides information to the user for mounting the hardware and for
wiring or connection details for the device.

Prerequisites

Before proceeding, ensure that the following items are available:

Perle IOLAN SDS1 (serial only model) or Perle IOLAN SDS1 TD2R2.
9-30VDC (400mA min) Power Supply, if not included with device
Category 5 Ethernet cable

Computer or Server in the same subnet network as the device

The device Installation CD or a computer with network access

DB9 RS-232 serial cable — for use in serial communication applications
NOTE 1:
The driver (TruePort) that is used to communicate with the device must be
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installed on the same server/machine that runs the Notification application.

NOTE 2:

Make sure to have an RJ45 jack available that is connected to a properly

configured IP network. The network must allow for IP addresses to be assigned

statically or through DHCP.

NOTE 3:

To configure the device, a computer located in the same network is necessary.
Disclaimer:
Prior to the commissioning of system, a compatibility check should be performed
for all devices and services to be integrated (refer to the Notification System
Description document for compatibility information).

Mounting

The Perle device has two brackets on the side of the mounting holes. The
recommended procedure is to fasten the device to a flat surface by placing the
screws through the mounting holes.

Power

1. For the Perle device, use a power adaptor capable of 9-30VDC output and
400mA. If there is a barrel connector, cut it off and plug the leads into the
terminal block marked 9-30VDC on the device.

2. Before supplying power, check the polarity of the adaptor leads. The grounded
lead should connect to the pin marked —.

3. The hot lead should be connected to the pin marked +.

= On each power-up or reboot the device takes at least 90 seconds before being
operational. When the device has completely rebooted, the Power/Ready LED
should be solid green.

Ethernet
1. Plug one end of the Ethernet cable to the RJ45 jack on the device.
2. Connect the other end of the Ethernet cable to the network jack.

= After a few seconds, the Link/10/100 should be a solid amber or green.
NOTE: Amber refers to a 100Mb connection. Green refers to a 10Mb
connection.
NOTE:
The device does not have DHCP turned on as factory default. The device will
need to be configured to use DHCP or a static IP with a computer that is
attached to the same subnet will need to be assigned.

Serial Connector

Plug one end of the serial cable to the DB9 connector on the device. Connect the
other end of the serial cable to the device for serial communication (for example,
an LED display or the ASCII output port of a fire panel).

Some devices do not have different connectors for serial communication or custom
pinout. As a result, use the DB9 pinout for the following Perle device as a reference
on how to properly wire the serial cable.

NOTE: Keep the Console/Serial switch(s) present on the device in OFF position.
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The following table provides pinout information:

Pinout EIA-422/485 EIA-485
9-pin ElA-232 Full Duplex Half Duplex
1 (in) DCD

2 (in) RxD RxD+

3 (out) TxD TxD+ TxD+/RxD+
4 (out) DTR

5 GND GND GND

6 (1in) DSR RxD-

7 RTS

8 (in) CTS

9 TxD- TxD-/RxD-

Fig. 8: SDS1 Pinout

The following table provides pinout information:

Pinout EIA-422/485 EIA-485
9-pin ElA-232 Full Duplex Half Duplex
1(in) DCD

2 (in) RxD RxD+

3 (out) TxD TxD- TxD-/RxD-
4 (out) DTR

5 GND GND GND

6 (in) DSR RxD-

7 RTS TxD+ TxD+/RxD+
8 (1n) CTS

9

Fig. 9: TD2R2 Pinout

NOTE:

RS-232 pinout on both models are the same. However, RS-485 pinout differs on

both.

Configuring and verifying ASCII Input Device
This section provides the steps linked with the configuration and verification of the

device.

Configuration to communicate to the device requires two main steps. First,
configure the internal settings of the device. To do this, install the Perle
DeviceManager on a computer connected to the same network as the device to be

configured.
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The second step is to configure the driver on the computer that will be
communicating with the device over the network. There are several methods used
to communicate with the device. One of which is with the TruePort driver.

NOTE:

TruePort is a COM port re-director driver utility that is installed on the server.
TruePort creates a virtual serial port or virtual COM port. All COM port directed
data sent by the application is re-directed by TruePort across the IP/Ethernet
network to the remote device. Data and serial port signaling is transparently
communicated between the application and the remote device.

Creating Certificate From System Management Console
To establish a secure communication, certificates must be configured.

1. Inthe Console tree, select the Certificate node.

= The Certificates tab displays.
2. Click Create Certificate % |4 and then select Create Root Certificate (.pem)

=

= The Root Certificate Information expander displays.

¥ Root Certificate Information

Certificate file name: RoctPEMCertificats Key file password: .

Key file name: RootPEMCertificateey Confirm password: .

Path: C\Certificates

Expiration: 10/27/2025 n 3650 ¢ Days

Subject name: GMS Root Certificate City / district: Pune
Department: BT State / province: Maharashtra
Organization: Siemens Country code: M

3. In the Root Certificate Information expander, provide the details as follows:
a. Enter the Certificate file name.
b. Enter the Key file name.
c. Enter the Key file password and confirm it.
d. Browse for the location to store the root certificate and the root key file on
the disk. By default, the path of the last created root certificate is selected.
e. Set the Expiration (validity period) duration in days. By default, the
certificate expires after 3650 days.
f. Enter the following information about the Subject:
— Subject name
— (Optional) Department
— (Optional) Organization
— (Optional) City / district
— (Optional) State / province
— (Optional) Country code (maximum two characters)

Click Save H .

If confirmed, the data entered during the root certificate creation is validated,
and on successful root certificate creation,

- the new root certificate (.pem file) and the root key file are created at the
specified location on the disk.

>

Tips for Working with (.pem) Root Certificates
e The Certificate file name and the Key file name
— Must not contain blanks or special characters (/\,?,<, >,*,|,").
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— The Certificate file name and the Key file name cannot be the same.

When the user creates a root certificate for the first time, all the fields appear
blank. For all subsequent root certificate creation (.pfx or .pem based), some
fields, such as Path, Organization, and so on, are pre-populated with the
information from the last-created root certificate.

Device Configuration

>

>

Ensure that the Perle DeviceManager is installed on a computer located in the
same network as the device to be configured.

Ensure that the following certificates are created using the System
Management Console (SMC) or obtained from the site's IT department in
Privacy Enhanced Mail (PEM) format:

a) Root Certificate (.pem)

b) Root Certificate Key

Refer to the Certificate Creation From System Management Console section
for more information on creating certificates using SMC.

Combine the Root Certificate Key file and Root Certificate into one file (using
cat command in command prompt, for example, cat RootCertificateKey.pem
RootCertificate.pem > RootCombineCert.pem.

If preconfigured .dme file is available then refer Import DME File .

Start the DeviceManager.
Establish Connection to.. (2]

MAC Address | IP Addrass | Model | Setver Mamne | Fitmaare | Discovered | 0K |

00-80-D4-06-20-FaA 192.168.1.123 IOLAM SD51 D2R2 MAL_Relay... 4.4 Auto Cancel
i 00-80-D4-06-31-76 192.168.1.122 IOLAN SD51 DZR2  xls_perle 4.4 Auto
00-80-D4-06-31-77 192.168.1.128 IOLAM 3D51 DZR2 mns_panic_... .4 Auto
-80-D4-06-31-78 Mok Configured IOLAM 3D51 DZR2  IOLAN-DAS. .. Auko
00-80-D4-06-AE-1D 136.157.32.164 IOLAM DS1 IOLAN-064A... 4.4 Auto
00-80-D4-05-BE-F& 192.168,1.111 IOLAN 5051 AdaptivelEDL 4.4 At
00-80-D4-06-C3-EE 192,168.1.110 IOLAN 5051 ProLitelED2 4.4 Auta
i+ 00-80-De4-06-C4-02 192,168.1,109 IOLAN 5051 ProLitelED1 4.4 Auta
o D0-50-D4-06-C4-09 192.168.1.112 IOLAN 5051 AdaptivelEDZ 4.4 Auta

Add. assigntP. | P | Refiesh |

= All similar devices under that network should be visible.

Select the device to configure and click Assign IP.

NOTE 1: If the device in the window is not visible, verify the device has power
and is connected to the network. Check the LEDs on the device; the power
LED should be solid green and the link LED should be solid amber or green.
NOTE 2: If issues persist, unplug the Ethernet cable and power. Wait 5
seconds and then plug in the Ethernet cable followed by the power supply.
Wait at least 90 seconds while the device reboots.

NOTE 3: If there are still remaining issues, manually reset the device by
holding down the small Reset button located on the device for 10 seconds or
until the Power LED is solid amber and then release. Wait 90 seconds for the
device to reboot and initialize. If still unsuccessful, replace the unit or check the
network.

Manually enter an IP address or select the Have the IOLAN automatically get
a temporary IP Address check box below to have the DHCP assign one
automatically. Then click Assign IP.
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Assign IP

Azzign 1P
The 10LAN's current P Address:

INot Configured

Enter the IP Address of the |DLAN:

r Have the [0LAM automatically get &
temporary |P Address.

Aszzign [P I Cancel |

= The connection window appears with an IP address.

- 00-80-04-06-31-77 192,168,1,128
31-75 192.1658.1.120
- 00-30-04-06-AE-1D 136,157,532, 164

- 00-80-04-06-BB-F& 192, 168.1.111

- 0-80-D4-06-C3-EE 192.168.1.110

- Q0-20-0d-06-C4-02 192,165.1.109

- 00-80-04-06-C4-09 192, 165.1.112
add. | assionie | ping. |

IOLAM 5051 D2R2

IOLAM D51

IOLAM 5051
IOLAM SDS1
IOLAM 3051
IOLAM 5051

IOLAN-064A... 4.4
AdaptivelEDL 4.4
ProLitelED2 4.4
ProlLiteLEC1 4.4
adaptivelEDZ 4.4

Auka
Auko
Auko
Auto
Auko
Auko

Refresh I |

Establish Connection to... K E
MAC Address | IP address | Madel | Setver MName | Fitrnware | Discovered | ok |
- 00-80-04-06-20-FA& 192.165.1.123 IOLAM SDS1 D2R2 MEL_Relay... 4.4 Auka Cancel |
- Q0-50-Crd-05-31-76 192.1658,1.122 IOLAM SDS1 D2R2 xls_perle Auko
IoLAM SD51 D2RE mns_pani Auko

4. Select the device again, and click OK to log into the device for configuring.

In the Login window, enter the device password. The factory default password

is: superuser.

Login

.

]

Authentication required. Please enter
the pazsward for the admin user.

Paszword: I |

k. I Cancel

Fig. 10: Login Window

Network Set Up

To further configure the network settings of the device, log into the device using
Perle DeviceManager. Proceed with the following:
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1. In the Perle DeviceManager tree view, click the Network folder and then IP
Settings.
NOTE: In this area, configure additional parameters for the network settings,
such as configuring a static IP address or DHCP.

“=DeviceManager - [xls_perle {192.168.1.122) - Connected]
S File Edit Tools Yiew Window Help =1 |

D& ey W2 2

l SYSt?m Inf.o |Pwd Settings I |PvE Settings | Advanced —
E1-4,5% Configuration
E@ Mekwiork,
(2] 1P Settings
e D Advanced r— System Settings

D"% Elerial System Mame: IPE”EDEWCEH Diamain: Imns.net
sers

[-{E5 Security

BF-{Eg 10 Inkerfaces r IPvd Configurations
~[& Clustering - Ethemet Interface Settings
[H-{Eg Svstem

- # Cantral

f" I} StatusControl

iy Statistics
+- - Mebwork

& (Ohtain IP address automatically using DHCPABOOTR

" Use the following IP address:

| Serial Ports
| User I &ddress: o. 0. 0.0
« HTTP Tunnel Subnet Mask: 0. 0.0.0

B y), System

Obtain Automatically

Default Gateway: I . . . v

DHE Senven I o o o ~
WwiING Server: I : ) : o

-
1| 3

Download &1l Changes |

“| | 2|
For Help, press F1 rura l_

2. On the Ipv4 Settings tab, in the System Name field, give the device a
distinguishable name to help identify this device from other similar devices.
NOTE 1: The System Name will also be used by the device to create a fully
qualified domain name.

NOTE 2: By default, the device is always IOLAN followed by the last three
bytes of the device MAC address.

3. In the Domain field, enter the domain name used for the client’s network (for
example, AmericaUniversity.net).
NOTE: The device is capable of receiving the domain automatically from
DHCP. However, DHCP would have to be configured to set the domain as a
parameter.

4. Select Network > IP Settings > Advanced.
Select the Register Address in DNS check box.

6. Click the Advanced folder in the tree view.
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= DeviceManager - [#ls_perle {192.168.1.122) - Connected]

g File Edit Tools ‘iew ‘Window Help
I

el L
g Zyetem Info Host Table | Route List | DNSAWINS | RIF | Dynamic DNS | IPYE Tunnels |
—J-+¢ Configuration

El@ Metwork
- [2] 1P Zettings
“[2 Advanced Host Mame |_Host Address |
B-{3g Serial mnsM TP 19216811
..... D Users
F-{EE Security
H-{Z5 IO Interfaces
----- [8 Clustering
F-{EE System
Ely'-u Cankrol
e f" I/ SkakusiConkrol
Sy Statistics

G-y, Metwork

. Serial Ports
, User Add... Edit. Delete
, HTTP Tunnel
| System
—IP Filtering
% Allow all traffic
" Allow hraffic only to/from hosts defined with 1P addiesses
Download All Changes g’i‘\ Download is Required
<]
Faor Help, press F1 LI

7. Select the Host Table tab.
8. Click Add to add an NTP host.

9. On the window, enter a descriptive name for the NTP server (for example,
mnsNTP).

10. Enter the IP address or the fully qualified domain name of an available NTP
server.
NOTE: An available NTP server is required to enable SSL on the device.

11. Click OK.

Serial Settings
1. In the DeviceManager window, select Serial > Serial-Port.

= Begin configuring the number of serial ports and the device profile. Only
one serial port per device is required for serial communication.

2. Select the default serial port and click Edit.
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“= DeviceManager - [xls_perle {(192.168.1.122) - Connected] M= E1

S File Edit Tools View ‘Window Help 18] x|
O | db|de b | K2 2

L) System Info

-4 Configuration Serial Ports:
=25y Netwark
i3] 1P Settings Enable MHame | Profile Details

i [d] Advanced TruePart i3 A 1000

i [2] Port BuFfering
“[d Advanced

----- B users

-G Security

-Z5 1/C Interfaces

----- [8 Clustering

- System

Elf Control

i e ¥ 1O StatusiControl

gyl Statistics

. Metwork

. Serial Ports

User

| HTTP Tunnel Edi.. |

i, Sstem

4| i

Download &ll Changes | /1 Download is Requied

4 | B
For Help, press F1 I_ LI l_ v

3. Inthe Serial Ports Settings window:
a. Click Change Profile.
b. Select the TruePort profile
c. Click OK.
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Serial Port 1 Settings EE

Profile;  TruePort

Change Profile... |

Narne: I PerleSerial

General |.-’-‘«dvanced Haldwarel Email Alert I Packet Fnrwardingl S5LATLS

r TruePort Settings

= Connect to remote system [Server-|nitiated Connection]:
Hizst hame; INone "I TCF Bart: |1UUUU

[™| Connect b Multiple Hosts [TruePor Lite Made] Define &dditional Hosts. ..

[” SendMame On Connest

&' Listen for connection [Client-Initiated Connection):

TCP Port; I1IJDEI1

[T llaw Multiple Hosts ko Connect [TruePort Lite Mode)]

QK. I Cancel |

= The Serial Port Settings window changes to reflect the new profile.

4. Select the General tab.

Select Listen for connection (Client-Initiated Connection).

= In this mode, the device will wait for the server to establish a connection.

6. Enterin the TCP port for communicating with the device. By default, the TCP

port will always be 10001.

NOTE: Always check to make sure the port selected is not already in use by
another application/service on the server. To check, open a Command Prompt,
type netstat, and press Enter. A list of all current TCP connections and ports
will be listed.

7. Ensure that the Allow Multiple Hosts to Connect [TruePort Lite Mode]

check box is cleared so that other servers cannot connect simultaneously to
the same device. Click OK.

¢ Listen for connection (Client-|nitiated Connection]:

TCF Part; I1 oom

[~ Allow Multiple Hosts to Connect [TuePart Lite Mode]

8. Select the Hardware tab.
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Serial Port 1 Settings [ 7| x|

Frofile:  TruePort

I ame: I

| Generall Advanced  Hardware |Emai| Alert I Packet Forwarding | S5LATLS

Change Frafile. .. |

Serial Interface: Ela-232 = l

Speed: 9600 'l
D ata Bits: g 'l Duples: Full 'l
Parity: Maone 'l T Driver Cantral: Ao 'l
Stop Bits: I‘I 'l

Flow Conral: I Mone b l

¥ | Enable Inbound Flaw Contral
¥ | Enable Dutbound Flow Cortral

" Maritor DSR

" Maritor DCD

[T Discard Characters Received wWith Enors
I™ | Enable Echo Suppression

Ok | Cancel |

10.
1.
12
13.
14.
15.
16.
17.
18.
19.

20.
21.
22.
23.

For Serial Interface, select either EIA-232 (RS-232), EIA-422 (RS-422) or
EIA-485 (RS-485).

Set the Speed to the serial interface baud rate (for example, 9600).

Set Data Bits to the number of bits of the serial protocol (for example, 8 bits).
Select the appropriate Parity.

Set the appropriate number of Stop Bits.

Select the type of Flow Control used.

Do not select the Monitor DSR check box.

Do not select the Monitor DCD check box.

Do not select the Discard Characters Received With Errors check box.
Select the SSL/TLS tab.

Select the following check boxes:

— Enable SSL/TLS.
— Use Global settings (Security>SSL/TLS).

Click OK.

Select Configuration > System > Management > Time.
Select the Network Time tab.

Do the following parameter settings:

— Mode: Unicast

— Version: 3

— Leave the Enable Authentication check box cleared.

— Primary Host: Select the NTP server name created earlier.

— Secondary Host: Select an alternative NTP server name or set the name
as Primary Host.
NOTE: Network Time works best when the version matches that of the
NTP server. Windows time servers generally default to Version 2. External
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NTP servers generally work with Version 3. If unsure, verify with the client's
network administrator.

== DeviceManager - [xls_perle {192.168.1.122) - Connected] |
s Fle Edit Tools Wiew ‘Window Help 5] x|
D E &N 2
oA i) System Info
—]-+,%% Configuration

Network Time: | Time Zone/Surmmer Time [Daylight Saving Time) I

—MTR/SHTF Settings

Mock: T |
Wersion: I 3 - l

E-gg System I Enahle Authentication:
B3 Alerts

E@ Management .
- smmp Primary Host: ImnsNTF‘ vl el ID

D Tirmne

i [2] Custom App/Plugin Secondary Host: INone Yl KeyD: ID

, Mebwork
, Setial Ports

24. Select the Time Zone/Summer Time (Daylight Saving Time) tab

25. Configure the parameters as per the details mentioned in Time Zone/Summer
Time (Daylight Saving Time) parameters.

“* DeviceManager - [xls_perle (192.168.1.122) - Connected]

<& Flle Edt Tools “iew Window Help
D Ed decy N7
3/ System Info Network Time  Time Zone/Summet Time (D aylght Saving Tie) |
(=2 Configuration
= {3 Nekveark,
(g Sevial Tirma Zone
Users =
(7 Security Time Zone Name: Time Zone Offsst:  [05:00  UTC/GMT
+ () 1O Interfaces
12 Clustering Summe Tirne [Daylight S aving Time)
=& Swstem
+-(m Mlerts Sumrmer Tirne Mare: EST Summes Time Dffzet B0 mirutes
=I5 Mansgemenk
[3] sump Maode
2] Tine " Mone
|2] Custom AppFlugin
|8 Advanced ™ Fised
B #¥ Control Mot Da, i
# 1/0 Status|Control StetDater  [api =/ x| Jozoo
= il Statistics _
+0, Metyork, ERE [0ciober =)/ =] oz
4|, Serial Paorts
il User % Recuring
i, HTTP Tunnel tdonth Week Day Time
Buf, System StartDate:  [Mach =]z =] 7 |surday =| [ozoo
EndDate:  [november =] /[ =] 7 |5unday =] [ozm
1
Download All Changes /1, Dovwnload is Required
4]
For Help, press F1

26. Select Configuration>Security>SSL/TLS.
27. Set SSL/TLS Version field to Any.
28. Set SSL/TLS Type field to Server.

29. Under SSL Certificate section, enter the password of the Root certificate
(.pem) in the Passphrase field.
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30. Select Tools > Advanced > Keys and Certificates.

= The Keys and Certificates dialog box displays.

%o File Edt | Tools Wiew ‘Window Help 8| x|

) | E | Uplaad Configuration From IOLAN

Import Configuration from a File

Dovwnload Configuration to TOLAR
Download Configuration bo Multiple IOLARNS

System
- g Configu

that apply to all 55L/TLS connections

Advanced Download Firmware ko TOLAN
Reset Set IOLAM Date/Time
Kews and Certificates,

B SS:P'ZIDHS--- Custom Files, .
SSL/TLS Type: Set Fackory DeFauIt Configuration ko ICLAR
[E saumLs L

31. In the Key/Certificate drop-down list, select Download SSL/TLS Certificate.

32. Click the browse button and upload the private key for the Root certificate
(.pem).

33. Click OK.
NOTE: Certificates must be in PEM format.

Keys and Certificates K E

K.ey / Certificate:;

File Mame:

Key Type:

[zer Hiame:

Hizst Hiame:

|Pzes Tiunme! Name:l vl
ak. I Cancel |

34. Select Tools > Advanced > Keys and Certificates.

35. In the Key/Certificate drop-down list, select Download SSL/TLS Certificate.

36. Click the browse button and upload the combined root certificate
(RootCombineCert.pem file). Refer to the Device Configuration section for
more information on combining the root certificate.

37. Click OK.
38. Select Tools>Advanced>Keys and Certificates.
39. In the Key/Certificate drop-down list, select Download SSL/TLS CA.

40. Click the browse button and upload the root certificate (RootCertificate.pem
file).

41. Click OK.

42. Click Download All Changes to make the changes to the device.

43. Click Reboot IOLAN.
NOTE: Any time a reboot of the device is needed, or power is reconnected, it
will take 90 seconds for the device to reboot and initialize. When the device is
ready, the Power LED will be solid green color and the Link LED will be solid
amber or green.

= The device is now configured.
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TruePort Driver Configuration

> The TruePort driver is the second part of the process to link the device to the

1.

server. TruePort is only used when the device is configured to use the TruePort
profile. The TruePort driver is designed to manage all similar devices
communicating with the server since TruePort creates a virtual COM port. The
recommended procedure is that each device has its own, unique COM port for
each service.

NOTE: Serial communication and I/O access are each considered a separate
service and require separate COM ports.

Install TruePort on the server.

2. Start the TruePort Management Tool.

3.

In the TruePort Management Tool window, click Add.

#d TruePort Management Tool

© perle

Thiz tool permits you to add, remave and configure TruePort adapters.

Installed TruePaort adapters:

Add... | Bemove I Froperties |
Close |

4. Enter a name for the TruePort Adapter.

NOTE: This adapter will serve a particular device and will map to a specific
COM port. Try to make the name descriptive so that the adapter can easily be
tracked back to a particular device.

5. Enter the IP Address or the Hostname the device is using, and then click Next.

add TruePort Adapter Wizard [ x|

Configure TruePort Adapter
Configure the adapter's name and associate it with a device server on the
hetwork.

— TiuePort Adapter Fropertie:

Adapter Mame: IF'E[IE_S erial

~ Device Server Metwork Location

@ |PAddiess  [192.168.1.1
" Hostname: I

Mext I Cancel |

Leave the number of ports set to 1 (if using 1/0 access, set ports to 2, or add
another later). Select the COM port to assign to that particular device. By
convention, start at COM100 and raise the increment for each device and
service configured. This will help to avoid any conflicts with existing COM ports
or other devices. TruePort allows creation of up to 4096 COM ports.

Click Next.
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Add TruePort Adapter Wizard E

Add Serial Ports
Agzzociate COM ports with your new TruePort adapter

“r'ou may add up to 49 zerial ports to wour
niewt TruePort adapter: The following ports will be added:

Select COM Port Range COMTD

Numnber of Parts: I1 _,;'
Starting COM Port: ICDM‘ID 'l

Mext » I Cancel |

= The TruePort Adapter in the TruePort Management Tool is visible.

8. To edit the TruePort settings, select the adapter to edit and click Properties.

#d TruePort Management Tool

© perle

This tool permits you to add, remove and configure TruePort adapters.

Installed TruePort adapters:

Perle Serial [13:

Remove Properties |
Cloze |

Serial Settings

1. Select the properties window of the device port to be configured.

2. Select the Configuration tab.
3. Click Settings.
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Perle_Serial (192.168.1.1) Properties [ %]

" General Configuratian |Dliver | Detailsl

ME Perle_Serial [192.168.1.1)

This TruePart adapter iz aszaciated with the following
device server.

r~ Device Server Information

Mumber of Parts: 1
IP &ddress: 1392.168.1.1

Active Connections: Mane

To configure thiz Device Server at this time uze the Perle
Devicebdanager or one of the following configuration methods.

Wb Config I Telnet Config |

Settings |

0K | Cancel |

4. Click the target COM port listed in the tree view.

= The TruePort and COM port settings for this adapter displays.

5. Select the Connection tab.

6. Select Initiate connection to device server.

Perle_Serial {192.168.1.1) Settings =]
Number of ports: 1

1) Perle_Serial (192.168.1.1] .
i COMT0 (Connect: 10001) 1~ Connection 5ettings (COM10)

— Access Devios Server Seral Port

Connection Maode: | Automatic =

" Accept connection from device server

Lister on TCR Part: 10000 _|:;‘
=

Client-ritiated Connection Settings.

Cornection | Advanced | S5L/TLS | Packet Forwarding |

annect kg

ort:

" Access Device Server |40 channels

Corinect bo TCP Fort:  |33816 _|:;‘
1#0Application Type:  |1/0 Access 'I
ClientInitiated Connection Settings,

i~ Connection Profile

Cunent Profile:  Minimize Latency

Change Profile...

@ Add Ports I x Remove Ports I ' LCopy Settings To...l Restare Defaults |

oK I Cancel | Apply |

Under Connect to TCP Port, enter the port number that was previously

assigned to the device through the Perle DeviceManager.

7. Click the Settings button next to Client-Initiated Connection.

= The Client-Initiated Connection window displays:
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Client-Initiated Connection Settings
Connection Management Options
[CJConnect at system startup

[Jctose TCP connection when COM portis dosed

Connection Options
Connection Retries
() Retry forever

'!f-Numhe: of retnes ﬁ :

Time between connection retries: |30 2 seconds

-

Restore dropped connections

Restore Detaults Cancel

8. In the Connection Options section, do the settings only for the following

parameters:

— Number of retries: 2.
— Time between connection retries: 30.

— Select the Restore dropped connections check box.

9. In the Connection Management Options section, ensure that you do not
select Connect at system startup and the Close TCP connection when

COM port is closed.
10. Click OK.

11. Select the Advanced tab.

Perle_Serial {192.168.1.1) Settings

Humber of ports: 1 " Connection Advanced | SSL/TLS | Packst Fowarding
1] F_';rleﬁelia\ (192.168.1.1)
- ¢ COM10 (Connect; 10001) ~&dvanced Settings [COMBEE)———————————————

r— Application Options
[~ Simulate COM part transmit delays

Additional Transmit Delay: [0 _I: ms
Sdditional Receive Delay: (0 _I::l ms

On COM port open

" Alwaps rstuin successful

5 Return when connection is fully established

" second
‘ M axinnum Wait Time: lﬁ e :?:U” s

[~ Enumerate attached devices [ie. modems]

¥ Diain output befre setting config

' Send keep alive packets
Keep Alive Interval: |30 = seconds

™ Enable TCP Nagle algorithm

I™ Use legacy UDP protocal (Full Made anly]

@ Add Ports | x Remaove Parts | - Copy Settings To | Restare Defaults

akK I Cancel | Apply |

12. Set the Maximum Wait Time to 30 seconds.

13. Select the SSL/TLS tab.
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Mumber of parts: 1

S Perle_Serial (192168.1.1)
F\y’ COMI0 [Connect: 10001]

SSLATLS Settings (COM10)

.Connect\onl Advanced  S5LATLS |F'acket Forwarding

¥ Enable S5LATLS Encryption

SSLATLS Version:  |Anp -

Clignt =
[~ Authentication

SSLATLS Type:

[~ ‘eiify Peer Certificate
Certificate Autharity Filename:

I Eroiwse
Y alidation Criteria. |

[ S5L Certificate
¥ Supply Certificate
Certificate Filename:

C:\Usersidministrator\DesktopA\S5L L Browse

Certtificate Passphrase: | seeeesssess) |
@ Add Ports I k Bemoave Parts | ' LCopy Settings To | Restore Defaults
ok | coed | ey |
14. Select the Enable SSL/TLS Encryption check box.

15.
16.
17.
18.

19.
20.
21.
22,

Click Apply.
Click OK.

Set the SSL/TLS Version field to Any.
Set the SSL/TLS Type field to Client.
Select the Supply Browse button Certificate check box.

Click and select the combined Root certificate. Refer to the Device
Configuration section for more information on combining a Root certificate.

in the Certificate Passphrase field, enter the password.

Restart the Perle TruePort Service from the SMC.

System Management Console

SIEMENS

Device Verification

The easiest method to test the serial port is to attach the Perle device to the ASCII
device and view any incoming messages directly from a serial terminal, such as

PuTTY.

PuTTY can be downloaded from the following link:

http://the.earth.li/~sgtatham/putty/latest/x86/putty.exe

To test the serial port,

1. Open PuTTY, and select Connection > Serial.

2. For Serial line to connect to, enter the TruePort COM port number created in

open up PUuTTY from the server on the serial COM port. If
the COM port opens, then the TruePort driver is working properly.

The ASCII example below uses the following serial parameters:

the TruePort Driver Configuration section.
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Enter the parameters for Speed (baud), Data bits, Stop bits, Parity and Flow

Categary:

- Sezzion
Lagging

[=- Terminal

- Keyboard

-~ Bell

- Features
= YWindoa

- Appearance
- Behawiour
- Tranglation

| Optiong contraling lacal zenial lines

—Select a zenal line

Serial line o connect ko

[COM10

Speed [baud]
D ata bitz
Stop bitz

— Configure the sernial line

EED

E

|

- Selection
- Colours
- Connection
- Data

- Priowy

- Telnet

- Rlagin
- 55H

Parity I Mare j
Flow control I Mo j

About | Open I Cancel

4. Select Session > Serial.
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5.

6.

Click Open to establish a serial session.
N . -

2 PUTTY Configuration

Categary:
E‘ | Basic options for your PUTTY session |
EI Tenningalg g Specify the destination you want to connect to
- Keyboard Serial line Speed
.. Bell COMI0 9600
- Features Connection type;
= Window )Raw () Telnet () Rlogin () SSH
- Appearance
.... Behaviour Load, save or delete a stored session
- Translation Saved Sessions
- Selection
- Colours
& Cormedtion Default Settings Load
ey
- Telnet Delete
Hlogirl
- S55H
- Berial
Close window on exit:
() Mways () Newer @ Onby on clean exit
Abot | | Open I Cancel

While the serial session is open, force a response from the external device so
that serial ASCII data is sent. This data should be visible in the terminal
session.

NOTE: If no data is sent, verify that RX and TX pins are not switched. If the
data is incoherent, check that the serial settings (baud rate, data bits, stop
bits, parity, and flow control) are all set properly. Settings need to match in
PuTTY, Perle (through Perle device manager), and the external ASCII device.

ASCII Input Device Troubleshooting

Problem: Once the ASCII Input Device is created in the Device Editor tab, the
corresponding device gets in Connected state based on the Check Status Rate
configured in the Configuration Properties of the driver. However, at times the
device does not get connected after the Check Status Rate duration.

Solution: Perform the following steps in sequence until the device gets connected
after a particular step. After each step, wait for the Check Status Rate duration
and monitor the device connection status.

1.
2,

Restart the TruePort service.

Reimport the certificates on device manager and reboot the Perle IOLAN
device.

Reboot the Server.

Disconnect the power cable of the Perle IOLAN device, wait for a few seconds
and then reconnect the power cable.

Power off and on the devices connected to the Perle IOLAN device.
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1.4

Bulk Notification Server

Alert Solutions Bulk Notification Device

This section provides reference and background information for integrating the
Alert Solutions’ Bulk Notification Device. For procedures and workflows, see the
step-by-step section.

Bulk Notification is the delivery of text and voice messages to a large number of
recipients. Notification fulfills this by interfacing with a third-party vendor called Alert
Solutions.

Notification
Server
Notification Internet Email
mai
Subsystem Email/Voice/SMS Bukk
Bulk Notification SMs
Notification | Provider
. nternet
Driver Server Voice

Alert Solutions’ services are accessible over the Internet which Notification can
access to send messages to the intended recipients. It is the customer’s
responsibility to obtain the credentials necessary to access Alert Solutions’
services. These credentials are entered into Notification during device
configuration, which is detailed in the later sections of this document.

If all Internet traffic is to be routed through an authenticating proxy, then the Bulk
Notification Driver needs to be deployed only on the main Server and not on the
Front End Processor (FEP) since there can be authentication problems when those
drivers attempt to access the Internet.

Prerequisite

For Bulk Notification to deliver bulk audio, a minimum of 5Mbps download and
1Mbps upload dedicated internet bandwidth is required.

Alert Solutions’ Bulk Notification Workspace

¥ Configuration Properties

Name: | value

User Name

Device Mode Operationa

Password

Audio : Server Link https://weblaunch.blifax.com/PostAPL/xm|/ VLN ew.aspx
Audio : Caller Id

Audio : Maximum Redial [1: 5] 1

Email : Server Link https://weblaunch.blifax.com/PostAPL/xm|/EBnew.aspx

Email : Display Name

Email : Sender Address

Email : ReplyTo Address

SMS : Server Link https://weblaunch.blifax.com/postapi/xml/MLnew.aspx
SMS : Short Code

e User Name: Enter the user name to access the bulk provider’s services. This
needs to be obtained from the bulk provider.

e Device Mode: Select one of the following modes from the drop-down list:
Disabled: In this mode, the driver does not process the messaging command
and / or the device configuration change command, but will perform status
checks for the device. The device remains in a disconnected state.
Operational: In this mode, the driver processes the messaging command, the
device configuration change command, and performs status checks for the
device. The device will be in a Disconnected/Connected state based on the
connection state.
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Administrative: In this mode, the driver processes the device configuration
change command and performs status checks for the device. The device will
be in a Disconnected/Connected state based on the connection state.

e Password: Enter the password needed to access the bulk provider’s services.
The password needs to be obtained from the bulk provider.
NOTE: The Password is stored in encrypted format for security reasons.

e Audio - Server Link: https://weblaunch.blifax.com/PostAPI/xml/VLNew.aspx.

e Audio - Caller ID: Enter the phone number that needs to be displayed as the
Calling Phone number when recipients receive phone calls.

e Audio - Maximum Redial: Enter the number of times to redial when placing
voice calls.

e Email - Server Link: https://weblaunch.blifax.com/PostAPl/xmI/EBnew.aspx.

e Email - Display Name: Enter the name that needs to be displayed as the
sender’s name in the emails that are sent out.

e Email - Sender Address: Enter the email address that needs to be displayed
as the sender’s email address in the emails that are sent out.

e Email - Reply To Address: This is the email address that will be used when
the recipient chooses to reply to the received email. Enter a valid ID if the
user’s replies need to be supported.

e SMS - Server Link: https://weblaunch.blifax.com/postapi/xml/MLnew.aspx.

e SMS - Short Code: Enter the short code number to be used for SMS and MMS
messages. This needs to be obtained from the bulk notification provider.

Bulk Notification Server

Configuring Message ldentity

> A Bulk Notification Server is added.
NOTE: For more information on adding devices, refer to the Devices section.

> System Manager is in Engineering mode.
1. In System Browser, select Management View.
2. Select Project > Field Networks > Bulk Notification Server Field Network.
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3. Select the Bulk Notification Server.

= The Device Editor tab displays.

Device Editor Object Configurator Engineering
Bulk_Motification_Server E |
¥ Device Settings
H Description:  puik_Motification_Server =
a ¥ Configuration Properties
Name: | Value |
Device Mode Operational v
User Name
Password

Audio : Server Link

Audio : Caller [d

Audio : Maximum Redial [1:5] ]
Emall : Server Link

Emall : Display Name

Email : Sender Address

Email : ReplyTo Address

5M5 : Server Link

SMS : Short Code

4. Enter a valid telephone number in the Caller Id field.

Enter a valid email address in Email : Reply To Address and Email : Sender
Address under the Configuration Properties expander.

6. Click Save 1.

= The Message Identity settings are saved.

1.5 Desktop Notification Device

Desktop Notification Device

This section provides reference and background information for integrating the
Desktop Notification device. For procedures or workflows, see the step-by-step
section.

The Notification system has the capability to send desktop alerts to computers
running Windows or Mac operating systems. Notification provides this functionality
by integrating with a third-party Desktop Notification system. This Desktop
Notification system includes server and client components. The server component
typically needs to be installed on the Notification server, while the client
components need to be installed on all computers that will receive Desktop
Notifications from the Notification system.
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Machines on Customer Premises
Computer 1
Notification Server
Notification
Subsystem

Deskiop
Notification Client

Computer 2

Desktop
Desktop Notification
Notification Message
Desktop  nofification  Server

Notlﬂ_catmn Component
Driver

Desktop
Notification Client

Computer N

Desktop
Notification Ciient

The Desktop Notification system also provides some functionalities that are
provided by the Notification system. However, the Desktop Notification system user
interface cannot and should not be used to configure Notification related features.
The figure below gives an overview of a typical deployment of Notification along
with the Desktop Notification software.

Prerequisites

The Desktop Notification server component should be installed and the system
should be functional before proceeding with the steps to configure the device into
the Notification system. Refer to the Installing Alertus Software section for
instructions on installation and configuration of the Desktop Notification software.
Desktop notification - Required Software

Desktop notification consists of the following components:

Alertus Server: The server component that receives the Notification messages
that are displayed on a recipient’s computer.

Alertus™ Desktop Client: The client component that is installed on the
Recipient’s computer. This component connects with the Alertus Server and is
responsible for displaying the messages when they are available on the server.

For Alertus™ Desktop Client hardware requirements and key features
specification, refer http://www.alertus.com/desktop/

The Alertus Server is required to be installed on a Windows® Server 2008 R2
system. This is typically on the same system hosting the Notification server.
The Alertus Server can also be installed on a separate machine when the
number of the Desktop Recipients is high (typically >1000).

Software Versions and Installer Files

The server and client components are delivered separately by Alertus. Verify that
the following files are available before beginning the installation process. Using a
different version may result in undefined results and the system may not work as
expected.

Server Installer Files

The following files are required for installing the Alertus Server:

AlertusServer_5.3.8_Summer17_v3.3.170925.zip: This archive contains the
installer for Alertus server version v5.3.8 and WebApp version v3.3.170925.
Extract the zip archive to a local folder before starting installation.

Customized_Server_Conf_Files.zip: This archive contains alertus.keystore
and Alertus.Middleware.impl.properties files. The keystore contains the license
information for the server that will be issued by Alertus on purchasing the
Alertus software. The AlertusMiddleware.impl.properties is a configuration file
into which site specific configurations are entered. Do not extract the
Customized_Server_Conf_Files.zip file as it will be extracted by setup and
placed automatically to the respective location.

server.license: A license file issued by the vendor for the desktop notification
server.

Client Installer Files
The following files are required for installing the Alertus™ Desktop Client:
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e alertus-desktopalert_DotNet4.5 v4.0.5.1.msi : This is the installer for the
desktop client.

e AlertusDesktopAlert.exe.config: A configuration file that is deployed with the
client installer. Details are explained in later sections of this document.

Desktop Notification

This section provides additional information for integrating the Desktop Notification
device.

Installing Alertus Software

Manual Procedure

Use manual procedure if batch script for silent installation has not been provided
by Alertus. If the silent installation scripts are available then select Server
Installation - Using Silent Installer Script and follow instructions for using the silent
installation scripts.

NOTE 1:

If Desktop Notification software is being installed on a machine that also runs the
management station services, then the management station services need to be
stopped before starting the installation process of Desktop Notification software.
Otherwise, the Tomcat service which is installed as part of the Desktop Notification
software fails to start.

NOTE 2:

The log files created by the Apache Web Server and the Alertus software may
consume significant space on the drive where the installation is performed. In order
to avoid the system running into an insufficient disk space situation, the Alertus
software should be installed on a drive other than the system (Windows) drive.

Alertus Server - Preparation

1. Extract the zip archive received from Alertus to a local folder on the machine
where Alertus server components need to be installed.
NOTE: For example, [Installation Drive]:\Alertus-
Install\AlertusServer_5.3.8_Summer17_v3.3.170925.

2. Select the folder containing the Alertus Server installer.

3. Run the installer application setup.exe as administrator.
NOTE: Running this installer as administrator is very important, or else there
may be installation issues. This is typically done by right-clicking on the
Install.exe file choosing Run as administrator.
Enter the administrator password, if prompted.
NOTE 1: Follow this step even when logged on as administrator on that
machine.
NOTE 2:The Alertus Server version displays as 5.3.8 once installed (and also
during the installation).

= The Welcome to the Pre-requisites Setup Wizard message displays.
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@ Alertus Server Setup LX)

Welcome to the Prerequisites
Setup Wizard

The setup has determined that some of the prerequisites
needed to run Alertus Server are missing. This wizard wil
assist you in getting and installing those prerequisites. Click
"Mext” to continue or "Cancel” to exit the Setup Wizard.,

) ALERTUS’

< Back [ Mext = ] [ Cancel ]

4. Click Next.

= The installation drive selection dialog box displays.

5. Select the pre-requisites to be installed.

{5 Alertus Server Setup — ||

Prerequisites

Select which prerequisites will be installed

L ]
Mame Required Faoun
Stop Tomcat Before Install .
[7] windows Installer for Windows MNT/2k/XP 3.1or higher 5.0.3
MET Framework 4.5 or Greater Insta

Visual C++ Redistributable for Visual Studio 2013 Update 5 x64 12.0.40649...
Visual C++ Redistributable for Visual Studio 2015 Update 3 x64 14.0.24212...

1| i |

advanced Installer '

[ < Back ][ Mext = ] [ Cancel ]

6. Click Next.

= The Welcome to the Alertus Server Setup Wizard message displays.
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B e - 5.0.5 LX)
A ———— i

Welcome to the Alertus Server
Setup Wizard

The Setup Wizard will install Alertus Server on your
computer, Click "Mext” to continue or "Cancel” to exit the
Setup Wizard,

5) ALERTUS’

< Back [ Mext = ] [ Cancel ]
7. Select the directory for installation.
Alertus Server Installer 5.3.8 =T
a————_— e
Select Installation Drive E
Specify the drive where the Alertus Server will be installed, .
Install Drive: [C'J'L i

The application will be installed to the Alertus directory on the selected drive

[ < Back ][ Mext = ] [ Cancel ]

8. Click Browse and provide the location of the customized server config zip file.
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&) Alertus Server Installer 5.3.8

Customized Server Config Files

Select your organizations' Customized Server Config Zip file

Customized_Server_Conf_Files.zip Location:

This file can be downloaded from https: /fmy. alertus.com

D:\Builds\s. 1. 38\AlertusServer_5.3.8_Summer17_v3.3.170925

A unigue Customized_Server_Conf_Files.zip is generated for each Alertus customer,

[ < Back Cancel
9. Click Next.
10. Read the contents of Read me file and click Install.
&) Alertus Server Installer 5.3.8 i

Read me file
Please read the following text carefully

READ THIS!!!

selected volume
(Secroll down)

Ses

Alertus Server will be installed to the Alertus directory on the

»

m.. |

[ <gock ||

Install

|

[

Cancel

]

11. After successful installation of the Alertus Server, click Finish to close the

installation.
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&) Alertus Server Installer 5.3.8 LX)

A ALERTUS'

Completing the Alertus Server
Setup Wizard

Click the "Finish™ button to exit the Setup Wizard.

View readme file

< Back Cancel

Alertus eEAS Server Configuration (Step 1)

1.

Copy the file server.license to [Installation Drive]:\Alertus\conf.

NOTE 1: The copy operation needs to be done manually via Windows. No
separate user interface is available through the installer.

NOTE 2: The .keystore file contains the license and will be given upon
purchase of the Alertus software by Alertus.

NOTE 3: The AlertusMiddleware.impl.properties file contains site specific
configurations which needs to be modified as described in following step.

Using a text editor edit this file AlertusMiddleware.impl.properties and set
the value for organization.hostName.

NOTE: For organization.hostName, enter the IP address or the hostname of
the server hosting the Alertus Server. In case of hostname, enter the server
name with full domain name such as servername.mns.net.

Using a text editor edit the file AlertusMiddleware.impl.properties and add ::1
to soap.alertusMiddlewareBasic.allowablelPs.
For example: soap.alertusMiddlewareBasic.allowablelPs = ::1;127.0.0.1

Web App Installation and Configuration (Step 2)

>

Predetermine the ports to be used based on discussion with the customers.
Contact the System Administration team on customer sites regarding port
numbers assignment since there may be certain policies regarding this. After
installing the Alertus server if there is a need to reconfigure the ports, follow the
steps mentioned below.

Select [Installation Drive]:\Alertus\webserver\conf.

Using a text editor, like Notepad, open the httpd.conf file and navigate to the
line starting with Listen 80 (approximately line number 63), thereafter, change
the numeric value to an available port number, for example, 10020.

Save and close the file.
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4. Open the ssl.conf file and navigate to the line starting with Listen 443

(approximately line number 34), thereafter, change the numeric value to an
available port number, for example, 10021.

Save and close the file.
Select [Installation Drive]:\Alertus\conf.

Using a text editor, like Notepad, open the impl_ssl.conf file and navigate to
the line starting with <VirtualHost _default_:443> (approximately line number
18), thereafter, change the numeric value to an available port number, for
example, 10021.

Restart the machine.

NOTE 1:

By default, Alertus uses port 80 for http and port 443 for ssl. Change the port
numbers in the respectively named files to use the appropriate ports.

NOTE 2:

Some ports are reserved for specific uses. For example, port 25 is typically
used for SMTP servers, port 80 for websites and so on. Be aware of this and
use a port number that is generally not reserved for a different purpose. Doing
so would block access to the Alertus user interface from the Ul and the clients
will not be able to connect to the server.

NOTE 3:

To avoid port conflicts between Alertus and other application running on the
server, the following ports will be used by default on Alertus: port 10020 for
HTTP, 10021 for HTTPS(SSL). Note that Alertus also uses ports 3306, 8029,
and 8280.

NOTE 4:

It is recommended to use HTTPS port to connect to Notification.

Alertus Server Installation Verification (Step 3)

1.

Start the Alertus website on local host from the menu Start > All Programs >
Alertus Technologies > Alertus Server > Launch Alertus activation
software.

NOTE 1: The above menu option launches the default browser with the URL
http://localhost/AlertusWeb. But if httpd.conf or ssl.conf was modified in
previous steps the URL needs to be modified to get to the website. For
example, http://localhost:10020/AlertusWeb. Note the use of port number
10020 in the URL. Modify the Windows shortcut menu for future use if needed.
NOTE 2: The default browser is launched, which will connect to the website
hosting the Alertus WebApp. If the connection is successful, a page asking the
user to enter a user name and password appears.

NOTE 3: In Step3 if the httpd.conf or the ssl.conf file was modified, it may be
required to restart the machine before proceeding further.

Enter admin as the initial user name and password.

NOTE 1: Log in with admin for the first time to change the credentials as
required within the website.

NOTE 2: Typically, the Alertus WebApp is not required for using the Alertus
system with Notification.

NOTE 3: It is recommended to set a strong password for the Alertus
application.

If there are errors reported in the browser and the Alertus WebApp remains
inaccessible an do the following checks:

a. Open the Windows Services Console by entering the command
services.msc on the Windows command line.

b. Check if all the services within the red box in the preceding screen capture
are running. If not, try starting the service or services manually.
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c. If manually restarting the service fails and reports an error, take a screen
shot of the reported error and save the screen-shot for later use.

d. Restart the machine and check if the services are running.

e. Try accessing the WebApp.

NOTE: If all the highlighted services are not running, or if the website is still not
accessible, it indicates an installation issue. Try installing the application again
after uninstalling the Alertus software. Be sure to delete the folder [Installation
Drive]:\Alertus after the uninstall process.

Q, Services !EI E

File  Action  View Help

L EIEEEN I T

L} Services (Local)

Citrix Tools for Virtual Machines Mame = | Descripkion | Skakus | Skarkup T pel Log On As -
Service EhAlertusapache #pachef2.... Started Aukarnatic Local Syskem
Stop the service -..‘.‘,g?;nlertustSQL Started Aukomatic Local Syskem
Restart the ssrvice Ch AlertusTomcat Alertus eE...  Started Automatic Local Swskem

» £} Application Experie... Processes .., Starked Marual Local Syskemn —
ﬁé;p;ﬂanr:d provides various metrics to »..:.g_’;.ﬂtpplication Hosk I_—he. . Provide.s a... Started Automatic Local Systn.am
XenStore n..é;.qppllcatmn Identity  Determines. .. Manual Local Service

IC L Niadnnchic Servire The Tiiznrn Marnal Local Service 1

Extended A Standard f

Fig. 11: Extended Services Window

NOTE 1:

Enabling HTTPS access may be required for deployment, so that communication
to and from the website are encrypted. Contact Alertus for the necessary
instructions. SSL certificates will be required to enable this feature. Siemens or
Alertus will not supply these certificates.

NOTE 2:

Access to Alertus WebApp is not required for Notification desktop notification
features to work. Steps to access the WebApp are outlined here only to verify a
successful Alertus server installation.

Installation of Alertus Server on a Dedicated Desktop Server
Machine
If the Alertus Server is installed on a separate machine, perform the following

additional steps to enable Notification Desktop Driver to connect to the Alertus
Server:

1. On the server, open [Installation Drive]:\Alertus\conf
\AlertusMiddleware.impl.properties.

2. Locate the line starting with soap.alertusMiddlewareBasic.allowablelPs. This
is approximately line 26.

3. After the = sign, enter the IP address of the machine on which the Notification
Desktop Driver is running.
NOTE:
To enable connection from any IP, delete all entries after the = sign. This
improves the flexibility of the system but makes the system less secure since
any system in the network is able to connect to the Alertus Server.

Disabling Alertus Server Logs
To disable Alertus Server logs do the following:
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1. Open [Installation Drive]:\Alertus\conflimpl_httpd.conf in a text editor.

2. Uncomment the line, SetEnvif Request_URI
/alertusmw/getActiveMessageForAlertDevice.jsp$ no_log by removing the
preceding #

3. Restart the Alertus Server by clicking Windows Start menu > All Programs >
Alertus Technologies > Restart.

BEE Windows Fax and Scan -
£ wWindows Media Center
12 Windows Media Player
*1 Windowes Update
=D wWinZip
ol XPE Viewer
Arcessories
Alertus Technologies
eEAL Server

Launch Alertus Activation Softae
h

&) START

@ =top
@ Yersion Info (Runds2dmind
configure

m

docs
logs
rmaintenance
utils
Autodesk -

1 Back

Search programs and filss 0 |

4. Check the latest [Installation Drive]:\alertus\logs\apache-access.*.log file to
verify that requests are no longer being logged.

Installing Updates for Alertus Server
Follow the steps delivered with the update from Alertus.

NOTE: Only updates and versions of the Alertus softwares tested and approved by
Notification should be used.

Client Installation

Client machines receiving the notifications need to be able to access the server
hosting the Alertus server.

Preparation for Windows

> Since the clients need to be installed on a number of machines that need to
connect to the Alertus Server, perform the preparatory steps below before
starting the installation of clients.
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Deploy the DesktopAlert client installer, the associated configuration file and
the optional custom logo file to a shared drive accessible from the machines
where the clients will be installed.

NOTE: This share drive does not necessarily have to be on the same machine
on which the Alertus Server is installed.

If deploying a custom logo file, ensure that it is named logo1.gif and place it in
the same folder as the installer and config file mentioned above. The optional
custom logo must be a GIF image with a resolution of 400x100 pixels (width x
height).

Using a text editor, such as Notepad, open the
AlertusDesktopAlert.exe.config file (XML format).
Locate the tag AlertusServerHostname. This is approximately line 54.

In the following line, enter the IP address or hostname of the Alertus Server
between the value tags.

Change the value for the tag AlertusServerPort, for example, 10020. This is
approximately on line 58. This will be the port number that was set in the
httpd.conf file. If https access is enabled, enter the port number that was set in
the ssl.conf file.

Preparation for Macs

>

Alertus client installer for Mac is delivered via a .dmg file, for example, alertus-
desktop-0sx-2.9.22.706.dmg.

Create a share location that is accessible from all the MAC machines.
NOTE: This share drive does not necessarily have to be on the same machine
on which the Alertus Server is installed.

Extract the contents of the .dmg file into the share location. The .dmg file
usually contains the following files:

— alertus-desktop-osx-x.x.xx.xxx.pkg file which is the installer.
— AlertusDesktopAlert.exe.config file which is the configuration file similar
to that used with the Windows clients.

Modify the AlertusDesktopAlert.exe.config file as detailed in the Preparation
for Windows section.

If deploying a custom logo file, ensure that the name of the logo is logo1.gif
and place the corresponding logo in the same folder as the installer and config
file mentioned above. The optional custom logo must be a GIF image with a
resolution of 400x100 pixels (width x height).

Installation Steps

>
1.

Repeat the following steps on each machine where the client is to be installed.

Select the network share location where Alertus client installer files are
deployed.

Copy the files to a specific folder on the machine where the client is to be
installed.

Double-click on the installer file to start installation.
NOTE: The installer file is a .msi file for Windows and a .pkg file for Macs.

Follow the prompts in the user interface on the following screens to complete
installation of the client.
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Verifying Client Installation

> Once installation is complete, Alertus Desktop Alert is started and the icon is
available in the taskbar notification area.

If the connection is successful, the icon will be displayed with a yellow coIorE.

2. If the connection is unsuccessful, the icon will be displayed with a red colo !
indicating an error.

3. To enable logging, set the value of the tag LoggingEnabled to true in the
AlertusDesktopAlert.exe.config file.
NOTE 1: Enabling the logging can provide useful information as to why the
connection failed.
NOTE 2: Sometimes the connection to the server fails if the time on the server
and the client machines are out of sync. This can be resolved by setting both
machines to sync time from a common time server.

4. Right-clicking the icon displays the following menu.
NOTE: The Recent Messages option displays messages that have not yet
expired.

0 Status: Operational

Recent Messages

View a Test Alert

u Run On Startup

View Application Log
About
Exit

Creating Display Profiles

Before sending messages to the client machines, please define how the messages
display on the desktop clients. The figure below gives an overview of the different
configurable items of the client message.
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e E 0 ALERTYS
Emergency Alert System
n Emergency Message T —biect

A BOMB THREAT has been reported on

the premises. Please proceed [ iesage
immediately to the nearest exit and .
vacate the building. " Border
—— [ Acmemtesee | —Dismiss

Button

Fig. 12: The configuration of desktop notification messages is done through the Desktop Notification
Configuration Tool on Notification server. Search Desktop Notification Configuration Tool from the
Windows Start menu. Start the tool and set the different values as required.

B Desktop Notification Configuration

Eile
Server Settings
Server Name (or IP address): | MMSDEWVM

Port Number: |E|5

Notification Type

& Full Screen € Pop up Window
— Popup Mode Properties
Width: |

Height: I

Display Location: | E

r Audio Properties
I Enable Audio

Audio File to Use: |F1;D¢ﬂmuwﬁcabnn'l.wundﬂﬂtmdwen Way Ima

Number of times to Repeat Audio (-1
for continuous play): | -1

Audio Repeat Delay (in milliseconds): |3m

Meszage Window Properties

Subject: I“MEWM"‘HS&DE"
Text Background Color: | Goldenrod

Text Foreground Color: |p.¢,d

Message Window Foreground Color: | lack

Message Window Border Color: IRﬁd

Dismiss Button Foreground Color: |‘l'=|1cw

O EREAREEA I En

Dismiss Button Background Color: IBladc

Dismiss Button Text: |Adcmhdne
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The table below depicts the different configurable properties of the desktop
notification message.

Property

Description

Server Name (or IP
Address)

Set the machine name or Alertus Server’s IP address to use. The server
should be accessible from the client machines using this server name or IP
address.

Port Number

Select the port number to use. This would be the same port number that was
set in the httpd.conf (or ssl.conf if ssl was enabled) during server
configuration.

Notification Type

Select required notification type. Full screen or pop-up Window.

Width If Popup type was selected for Notification type, set Width of the notification
window.
NOTE: Enter an integer value which is less than the width of the client
systems.

Height If Popup type was selected for Notification type, set Width of the notification

window.

NOTE: Enter an integer value which is less than the height of the client
systems.

Display Location

If Popup type was selected for Notification type, select the location to display
the message from the drop-down menu.

Enable Audio

Check Enable Audio, if an audio file needs to be played which the message
is displayed on the client machines.

Audio File to Use

Browse and select the audio file to use.

NOTE: Only wav files are supported. Files of smaller sizes ensure faster
delivery of messages.

Number of Times to
repeat Audio

Set the number of times to play the audio file. Set the value to -1 if audio
needs to be played continuously.

Audio Repeat Delay

Set the delay time between successive playing of audio files.
NOTE: A non-zero integer value must be set for time in milliseconds.

Subject

Enter the text that will appear as the subject of the message. In the above
figure of the sample message this is set to !! Emergency Message!!.

Text background Color

Text Foreground Color

Message Window
Foreground Color

Message Window
Border Color

Dismiss Button
Foreground Color

Dismiss Button
Background Color

Select required color from the respective drop-down menus.

Dismiss Button Text

Set the text to be displayed on the dismiss button. In the above figure of the
sample message this is set to Acknowledge.

Once all configurations are done as detailed above, click Save.

e Save the profile under [Installation Drive]:\Alertus\conf on the server system.
NOTE: If Alertus server is installed on dedicated server, the created profile is
placed on following location:

[Installation Drive]:\Alertus\conf on dedicated server

e Save the profile with file name AlertusDesktopProfile1.properties.

NOTE 1:

Multiple display profiles can be created with different names but the current
Notification system will use only the display profile with the name
AlertusDesktopProfile1.properties.
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1.6

NOTE 2:

All clients connected to the Alertus server will display the message with the
same profile settings.

NOTE 3:

If the user wants to use the alert sounds via the
AlertusDesktopProfile1.properties file deployed on the server, the Audio
portion of the Alert may be lost after a few messages have been sent. This will
not affect the visual part of the Alert that will continue working as expected.

Digital Input Device

Digital Input Device

This section provides reference and background information for integrating the
Digital Input device. For procedures or workflows, see the step-by-step section.

The STI SS-2*69E is an emergency stopper station that can be used to trigger
events defined on the Notification server. The stopper station is a push-to-activate,
turn-to-reset form C contact. During activation, the switch closes sending a signal
to the IP-to-Relay / 10 device (Perle TD2R2). The Notification server periodically
monitors the Perle TD2R2 device and triggers an event if the Perle TD2R2 senses
that the emergency button is closed.

Notification System/

Software
Server Cat5e Service Device
NIC —Ethernet
True Port Cable

Hardware
Port

Cat5e Legend

Ethernet
Cable
Dl ———— 'NO
55 STI
RJ45| Perle GND [[NICT] Panic

TD2R2 COM rcoM | Button

VCC

L NOT] gy
N/C | Panic
@Button

Digital Input Device
This section provides additional procedured for integrating the Digital Input device.

Installing Digital Input Device

This section provides the user with information on mounting the hardware and
connection details for each device.

Dry Contact Installation

The Dry Contact Installation section describes the prerequisites necessary to
mount and wire the STI Emergency Stopper Station to the Perle IOLAN SDS1
TD2R2 device.

Prerequisites

The following is required prior to performing the following sections.
e STI SS-2*69E Emergency Stopper Station

e Perle SDS1 TD2R2 Ethernet I/O IP-to-Relay/IO device

e AWG copper wire
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Mechanical Installation

e Follow the Installation and Service Instructions supplied by the manufacturer
for proper mounting and wiring.

Electrical Installation

e For connectivity, Notification uses the emergency button as a dry contact only.
Connect an 18 AWG copper wire to the COM and N/O screw terminals; one on
either side of the button housing.

NOTE 1:

Follow the manufacturer’s Installation and Service Instructions for proper wire
connections.

NOTE 2:

The COM and N/O wires must come from the same side. Either side of the
button can be used for wiring.

e On the Perle TD2R2 device, connect the N/O wire to the D1 terminal and the
COM wire to the COM terminal.
NOTE:
The wire length between the emergency button and the IP-to-10 device should
not exceed six feet.

A WARNING

WARNING:

To measure inputs, Notification requires that the input be a dry contact. Do not
use high voltages on the emergency button terminals.

A WARNING

WARNING:

Running the wire over high voltage mains, high frequency lines, wireless
appliances, or fluorescent lighting may cause interference or trigger false
positives.

Installation Verification

Use an onmmeter to measure the resistance between the N/O and COM wires.
When the switch is open, the ohmmeter should show an open connection or a
large resistance (several megohms). When the button is activated, the ohmmeter
should measure no more than 1 Ohm resistance.

Fig. 13: Ohmmeter measuring resistance between the N/O and COM wires
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Perle TD2R2 Installation

The Perle TD2R2 Installation section describes the prerequisites and steps to
mount the device to a flat surface, supply power to the device, add an Ethernet
network, and properly wire the device to allow a dry contact to be read.

Prerequisites
Before proceeding, ensure that the following items are available:

e Perle IOLAN SDS1 TD2R2

e 9-30VDC (400mA min) Power Supply, if not included with device

e Category 5 Ethernet cable

e Computer or Server to communicate with the device

e The device Installation CD or a computer with network access

e Hookup wire is necessary when using the I/O and relay pins

e STl emergency button, model SS-2*69E, is used in conjunction with the digital
inputs

A WARNING

WARNING:

If configuring the Perle device for dry-contact detection, the same device cannot
be used for relay control.

NOTE 1:

The driver (TruePort) that is used to communicate with the device must be installed
on the same server/machine that runs Notification.

NOTE 2:

Make sure to have an RJ45 jack available that is connected a properly configured
IP network. The network must allow for IP addresses to be assigned statically or
through Dynamic Host Configuration Protocol (DHCP).

NOTE 3:

To configure the device, a computer connected to the same network is required.

Disclaimer:

Prior to commissioning of system, a compatibility check should be performed for all
devices and services to be integrated (refer to the Mass Notification System
Description document for compatibility information).

Mounting

The Perle SDS1 TD2R2 has two brackets on the side of the mounting holes. The
installer is recommended to fasten the device to a flat surface by placing screws
through mounting holes.

Power
This section describes the steps necessary to supply power to the device.
1. For the Perle TD2R2, use a power adaptor capable of 9-30VDC output and

400mA. If there is a barrel connector, cut off the connector and plug the leads
into the terminal block marked 9-30VDC on the device.

2. Before supplying power, check the polarity of the adaptor leads. The grounded
lead should connect to the pin marked —.

3. The hot lead should be connected to the pin marked +.

= On each power-up or reboot, the device takes at least 90 seconds before
becoming operational. When the device is completely booted up, the
Power/Ready LED should be solid green.
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A WARNING

WARNING:

Connecting the power supply to the device with incorrect polarity can permanently
damage the device and pose a fire risk.

Ethernet

The Ethernet section describes the steps necessary to provide ethernet network
connectivity to the device.

1. Plug one end of the Ethernet cable to the RJ45 jack on the device.
2. Connect the other end of the Ethernet cable to the network jack.

= After a few seconds, the Link/10/100 should be solid amber or green.
NOTE1: Amber refers to a 100Mb connection. Green refers to a 10Mb
connection.
NOTEZ2: The device does not have DHCP turned on as factory default. The
user must configure the device to use DHCP or assign a static IP with a
computer that is attached to the same subnetwork.

Digital Input
To measure an input, Notification requires that the input be a dry contact. Do not
use high voltages for input readings.

Fig. 14: Digital Input

1. On the STI emergency button, connect one piece of hookup wire to the
Normally Open terminal (N/O) and another piece to the Common terminal
(COM).

= When the switch is closed, the N/O terminal will create a short with the
COM terminal.
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2. On the device, connect the N/O wire to the D1 terminal and the COM wire to
the COM terminal.

A WARNING

WARNING:

Emergency button wiring should be done in accordance with the electrical wiring
standard for the installation region and the manufacturer’s installation manual.

Configuring Digital Input Device
This section describes how to configure the Perle TD2R2 device.

Certificate Creation From System Management Console

To establish a secure communication, certificates must be configured.

The following is the recommended workflow for working with the Certificates in
System Management Console (SMC).

1. In the Console tree, select the Certificate node.

= The Certificates tab displays.
2. Click Create Certificate ¥ |4 and then select Create Root Certificate (.pem)

LT

= .The Root Certificate Information expander displays.

¥ Root Certificate Information

Certificate file name: RoctPEMCertificate Key file password: .

Key file name: RootPEMCertificatekey Confirm passwerd: -

Path: Ci\Certificates Browse...

Expiration: 10/27/2025 n 3650 : Days

Subject name: GMS Root Certificate City / district: Pune

Department: <aT State / province: ‘Maharashtra
Organization: Siemens Country code: N

3. In the Root Certificate Information expander, provide the details as follows:
a. Enter the Certificate file name.
b. Enter the Key file name.
c. Enter the Key file password and confirm it.
d. Browse for the location to store the root certificate and the root key file on
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the disk. By default, the path of the last created root certificate is selected.
e. Set the Expiration (validity period) duration in days. By default, the
certificate expires after 3650 days.

f. Enter the following information about the Subject:

—Subject name

— (Optional) Department

— (Optional) Organization

— (Optional) City / district

— (Optional) State / province

— (Optional) Country code (maximum two characters)

Click Save H .

If confirmed, the data entered during the root certificate creation is validated,
and on successful root certificate creation,

- the new root certificate (.pem file) and the root key file are created at the
specified location on the disk.

P>

Working with (.pem) Root Certificates
e The Certificate file name and the Key file name
— Must not contain blanks or special characters (/\,?,<, >,*,|,").
— The Certificate file name and the Key file name cannot be the same.

e When the user creates a root certificate for the first time, all the fields appear
blank. For all subsequent root certificate creation (.pfx or .pem based), some
fields, such as Path, Organization, and so on, are pre-populated with the
information from the last-created root certificate.

Software Configuration

Configuring the TD2R2 requires Perle's DeviceManager software. Install
DeviceManager onto a computer that is connected to the same subnet network as
the Perle device being configured.

Device Configuration for Perle TD2R2

> Ensure that the Perle's DeviceManager software (included on the CD with the
device) is installed on a computer located under the same network as the Perle
device to configure.

> Ensure that the following certificates are created using the System
Management Console (SMC) or obtained from the site's IT department in
Privacy Enhanced Mail (PEM) format:
a) Root Certificate (.pem)
b) Root Certificate Key
Refer to the Certificate Creation From System Management Console section
for more information on creating certificates using SMC.

[> Combine the Root Certificate Key file and Root Certificate into one file (using
cat command in command prompt, for example, cat RootCertificateKey.pem
RootCertificate.pem>RootCombineCert.pem.

D> If preconfigured .dme file is available then refer Import DME File.
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1. Start DeviceManager.

DeviceManager

Establish Conneciion to...

MAC Address IP Address Moded Server Name  Firmuware Discoversd

00-E0=0oboiirC3-EE. Mot Corfigured 10LAN 5051 IOLAN-OGC... 4.2 Auto

e T [Creien ] |

|Fee Help, prass F1 WM
= All similar devices aligned with that network will display.

2. Select the device to configure and click Assign IP.
NOTE 1: If unable to see the device in the window, verify that the device has
power and is connected to the network. Check the LEDs on the device; the
power LED should be solid green and the link LED should be solid
amber/green. A link LED color of amber means there is a 100Mbit network
connection available. A link LED color of green means there is a 10 Mb
network connection available.
NOTE 2: If issues persist, unplug the Ethernet cable and power. Wait five
seconds and then plug in the Ethernet cable followed by the power supply.
Wait at least 90 seconds while the device reboots.
NOTE 3: If there are still remaining issues, manually reset the device by
holding down the small Reset button located on the device for 10 seconds or
until the Power LED is solid amber and then release. Wait 90 seconds for the
device to reboot and initialize. If the reboot is unsuccessful, replace the unit or
check the network.

3. Manually enter an IP address or select the Have the IOLAN automatically get
a temporary IP Address check box below to have the DHCP assign one
automatically. Then click Assign IP.

Assign IP [7 |
Assign P
The I0LAN's curent IP Address:
|Hmcurmu-d
Enber the [P Addiess of the IDLAN:

DHmhlmmwa
Rempeany [P Addess.

[ assonte | [ Concet |

= The EstablishConnectionto window displays with an IP address.
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Establish Connection to...

MAC Address IP Address Model Server Mame | Firmware Discovered | QF,
00-80-04-06-C3-EE 192.168.1.102 IOLAN 3051 IOLAN-DEC... 4.2 Ao
(s | )

4. Select the device again, and click OK to log into the device for configuring.

5. At the login window, type in the device password. The factory default password
is: superuser.

Login 7

@ Authantication requted. Plaace snter
the password foi the: sdmin wser,

6. Click OK.

Network Setup

> The user must have logged in the device using DeviceManager.
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1.

In the device manager window, click the Network folder and then IP Settings.
NOTE: In this area, additional parameters can be configured for the network
settings, such as configuring a static IP address or DHCP.

DeviceManager - [IOLAN-06:3178 {192.168.1.120) - Connected]

< File Edit Took Wiew Window Help =158 x|
O s deeh| W2 ?
i '( f_o":?'_::;; IPvd Settings | IPVE Setfings | Advanced | =
5 ‘._“.‘Et‘;::gﬁ 1 System Setngs
@ Advanced T rra— L T
+-(y Serial
Users
+ 2 '_!Hr.lihf [ P‘. EU L
., j /0 Interfaces I EQLIH:TM;‘IFEES,HI’ES
& Clustesing
i f,c—qin:“ % DbtzinIP addess aucmalicaly using DRCP/EOOTR
| g'm":‘ Status/Conrol " Use the folowing IP addizss:
=il Statistics
o cetdpats ' —
I ;:’?F".nnel
o Oibitain Automaticaly
"
7
[
4| » -
Dowrload 2l Changes
4] | ©H
Faor Help, press Fl UM
2. In the System Name field, enter a distinguishable name to help identify the
device from similar devices.
NOTE 1: The system name will also be used by the device to create the
device’s fully qualified domain name.
NOTE 2: By default, the device is always IOLAN followed by the last three
bytes of the device MAC address.
3. Under the Domain field, use the domain name used on the client’s network (for
example, AmericaUniversity.net).
NOTE: The device is capable of receiving the domain automatically from
DHCP. However, DHCP would have to be configured to set domain as a
parameter.
4. Select Network > IP Settings > Advanced tab, check the box Register
Address in DNS.
5. Click the Advanced tab on the left-hand side.
6. Select the Host Table tab.

Click Add to add the NTP host.
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= DeviceManager - [#ls_perle {192.168.1.122) - Connected]

g File Edit Tools ‘iew ‘Window Help

O ds | ds ey |2 7

i) System Info
E-4% Configuration
El@ Metwork,

- [2] 1P Zettings

H-{Z5 Serial
..... D Users
F-{EE Security
H-{Z5 IO Interfaces
----- [8 Clustering
H-{) Svstem
- 4% Control
e f" I/ SkakusiConkrol
=y Statistics

i, Metwark,
. Serial Ports
, User
, HTTP Tunnel
B-4), Svstem

Host Table | Route List | DNSAWINS | RIF | Dynamic DNS | IPYE Tunnels |

Host Mame | Host Addiess |
mns TP 192.168.1.1
Add... Edit... Delete
—IP Filtering
% Allow all traffic
" Allow hraffic only to/from hosts defined with 1P addiesses

Download Al Changes

A Dowrload is Required

4]

Faor Help, press F1

[

8. On the window, enter a descriptive name for the NTP server (For example,

mnsNTP).

9. Enter the IP address or the fully qualified domain name of an available NTP

server.

NOTE: An available NTP server is required to enable SSL on the device.

10. Click OK.

Time and Security Settings

>

The user must have logged in to the device using DeviceManager.

Select Configuration > System > Management > Time.

1
2. Select the Network Time tab
3

Do the following parameter settings:

— Mode: Unicast

— Version: 3

— Leave the Enable Authentication check box cleared.

— Primary Host: Select the NTP server name created earlier.

— Secondary Host: Select alternative NTP server name, otherwise set name
as primary host.
NOTE: Network time works best when the version matches that of the NTP
server. Windows time servers generally default to Version 2. External NTP
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servers generally work with Version 3. If unsure, verify with the client's
network administrator.

== DeviceManager - [xls_perle {192.168.1.122) - Connected] |

%@ Fle Edit Tools Wiew ‘Window Help =101
IR
1) System Info
[)-+,%% Canfiguration

Network Time | Time Zone/Summer Time [Daylight Saving Time) I

—MTR/SHTF Settings

Mock: T |
Wersion: I 3 - l

" Enable Authentication:

i [d] Clustering
E@ Syskem

-Eg Alerts
E@ Management

Primary Host: ImnsNTF‘ j KeyD: ID

[ Custom AppyPlugin Secondary Host: INone j KeyD: ID

Serial Parts
User

, HTTP Turinel
, System

4. Select the Time Zone/Summer Time (Daylight Saving Time) tab.

5. Configure the parameters using the details mentioned in Time Zone/Summer
Time (Daylight Saving Time) parameters.

= DeviceManager - [xls_perle (192.168.1.122) - Connected]

<& Flle Edt Tools “iew Window Help
D Ed decy 27
3/ System Info Network Time  Time Zone/Summet Time (Daylght Saving Tie) |
(=2 Configuration
3 Nekweark,
(g Sevil Tirne Zone
o Users _
- Security Tirne Zone Name: Time Zone Offsst:  [05:00  UTC/AGMT
& U0 Interfaces
12 Clustering Sumeer Time [Daylight S aving Time)
=& System
+-(i Mlerts Summer Time Name: EST Summer Time Dffzet 60 mirutes
=I5 Mansgemenk
[ sump Made
[ Tine " Mone
|| Custom AppFlugin
[& Advanced ™ Fised
= ‘/f Control I ot Daj Tiime
# 1{0 Status|Control StatDater  [api =/ x| Jozoo
= ul Statistics _
+), Netyaork, ERR [0ctober =)/ =] oz
4|, Serial Ports
il User % Recuring
i, HTTP Tunnel tanth wieek Day Time
Bgf, System Stat Date:  [March =72 =] 7 |surday =| |ozoo
EndDate:  [hovember =] 7 [1 =] 7 |5unday =] Jozm
1
Download All Changes /1, Dovlosd is Required
4]
For Help, press F1

6. Select Configuration>Security>SSL/TLS.
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-l DeviceManager - SAZbarix (172.17.10.78) - Connected ILIE-
File Edit Tools View Window Help

O ah| dr ) K7

- SAZbarix (172.17.10.78) - Connected ==k

- 1) System Info

Loy . . SSLITLS
=5 Configuration
+ (&5 Network S5LJTLS settings that apply to all SSL/TLS connections
: [default].
#-{73 Serial
[E Users
25 Security SELATLS Wersion: Any v

[§ Authentication

Server w

SS5L/TLS Tuwpe:

HTTP T |
8 e [[]Validate Peer Certificate

[ Services
1/0 Interfaces

[3 Clustering 55L Certificate
{3 System
£ Control Passphiase

- /0 Status/Control
=g Statistics

MNetwork

Serial Ports

User

HTTP Tunnel

il, System

Download All Changes

7. Set SSL/TLS Version field to Any.
Set SSL/TLS Type field to Server.

9. Under SSL Certificate section, enter the password of the SSL certificate in the
Passphrase field.

10. SelectTools > Advanced > Keys and Certificates.

= The Keys and Certificates dialog box displays.
== DeviceManager - [xls_perle (192.168.1.122) - Connected] [_ (O] x|

< File Edit | Tools Wiew ‘Window Help -121x]
O E s

Upload Configuration From IOLARN

Import Configuration From a File

Download Configuration ko IOLAR
Download Configuration to Multiple IOLANS

:----i Syster
T Configu

that apply to all S5L/TLS connections
Download Firmwyare ko IOLAR

Set IOLARM Date/Time
keys and Certificates. ..

Reset 3

Options. ..

Custom Files, ..
Set Factory Default Configuration ko IOLARN

SSLATLS Type:

11. Under Key/Certificate, select Download SSL/TLS Private Key.

12. Click the browse button and upload the private key for the Root certificate
(pem).

13. Click OK.
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Keys and Certificates E

Kep / Certficate: | TNNAT

File: Name: |

Key Type: GED =l
Wser Wame; | =]
Huost Wame: | =]
[Pses Tunnel Name: | =]

ak. I Cancel |

14. Select Tools > Advanced > Keys and Certificates.
15. In the Key/Certificate drop-down list, select Download SSL/TLS Certificate.

16. Click the browse button and upload the combined Root certificate
(RootCombineCert.pem file). Refer to the Device Configuration section for
more information on combining the Root certificate.

17. Click OK.
18. Select Tools > Advanced > Keys and Certificates.
19. In the Key/Certificate drop-down list, select Download SSL/TLS CA.

20. Click the browse button and upload the Root certificate (RootCertificate.pem
file).

21. Click OK.

Time Zone/Summer Time (Daylight Saving Time) Parameters

Field Description

Time Zone Name The name of the time zone to be displayed during
standard time.

Field Format: Maximum four characters and
minimum three characters (do not use angle
brackets <>)

Time Zone Offset The offset from Coordinated Universal Time
(UTC) for the local time zone.

Field Format: Hours hh (valid -12 to +24) and
minutes mm (valid 0 to 59 minutes)

Summer Time Name The name of the configured summer time zone;
this will be displayed during the summer time
setting. If the parameter is not set, then the
summertime feature will not work.

Field Format: Maximum four characters and
minimum three characters (do not use angle
brackets <>)

Summer Time Offset The offset from standard time in minutes. Valid
values are 0 to 180.
Range: 0-180
Default: 60
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Summer Time Mode Configure the summer time to take effect.
None: No summer time change

Fixed: The summer time change goes into effect
at the specified time every year. For example,
April 15 at 1:00 P.M.

Recurring: The summer time change goes into
effect every year at the same relative time. For
example, on the third week in April on a Tuesday
at 1:00 P.M.

Default: None.

Fixed Start Date Sets the exact date and time in which the IOLAN’s
clock will change to summer time (daylight saving
time) hours.

Fixed End Date Sets the exact date and time in which the IOLAN’s

clock will end summer time hours and change to
standard time.

Recurring Start Date Sets the relative date and time in which the
IOLAN’s clock will change to summer time
(daylight saving time) hours. Sunday is
considered the first day of the week.

Recurring End Date Sets the relative date and time in which the
IOLAN’s clock will end summer time hours and
change the standard time. Sunday is considered
the first day of the week.

I/0 Access Settings

> The user must have logged in to the device using DeviceManager.

1. In the DeviceManager window, select I/O Interfaces on the left-hand side.
2. Click Settings.

s Fle Edt Tools Wiew ‘window Help =1l
D6 e [ 2

+4 1) System Info
=<, Configuration
-2y Metwork

[l 1P Settings Seftings | General zettings applying to all channels: failzafe, access methods, ete,
i [g Advanced

-G Serial Charnels | Individual |/0 channel settings.
& Users

[#-{Z7 Security
25 Ii Interfaces
g Settings

Le[B) Channels Summary
----- Q Clustering
H-{Z5 System 170 Model: SD51 D2R2
E-g# Contral
o e ¥ )0 StatusiContral
E‘Ill Skatistics Channelz Enabled: 4

[H-y), Metwark UDF Broadcast: Dizabled
. Serial Parts
| User

. HTTP Tunnel
[#- 44, System

r 1/0 Interfaces Configuration

Failzafe Timer: Dizabled

Dawnload All Changes A Download iz Required

1

For Help, press Fl [k

3. Select the I/0 Access tab.
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4. Select the Enable I/O Access via TruePort check box.
NOTE 1: By default, the device listens to I/O commands on TCP port 33816.
The 1/0O TCP port can be changed, as long as the change does not conflict with
other services or TruePort ports.
NOTE 2: Always check to make sure the port selected is not already in use by
another application/service on the server. To check, open a Command Prompt,
type netstat, and press Enter. A list of all current TCP connections and ports

will be listed.

== DeviceManager - [zls_perle (192.168.1.122) - Connected] M=l E3

<@ File Edt Tools View ‘Window Help

=18 x|

SR

L) System Info

= s Configuration

EI@ Metwork,

i [2] IP Settings

- [3 Advanced

{25 Seial

D Users

[+-{FF Security

E-E3 1/ Interfaces
[ Settings
a Channels

Q Clustering

[-{Fg System

Bl Cartrol

: }“' 1/ SkatusControl

Skatistics

. Metwork

| Serial Parts

, User

, HTTP Tunnel

il Sstem

10 ccess | Faisafe Timer | UDF |

[~ Enable 1/0 &ccess via Modbus protocal

iD: 255

Choose the method in which the 1/0 interfaces are acceszed via network by an esternal application.

Advanced Slave Settings...

- Avvailable Metwork Access

I~ Allow Modbus TCF &pplication (&P
= Bllow Modbus BTU/ASE via TrueFort

- Advanced Modbus

|dle Timeaut: I'I 0 seconds

[ Enable Modbus Exceptions

¥ Enable 110 Access via TrusPort

¥ Enable 551 Encryption

Listen TCP Part: |3331 1

Available Network Access

i Aillowy | /0 Accesz via AP through TruePort

Download Al Changes

1]

,r_’_i‘_\, Download is Required

For Help, press F1 I_WI_
5. Select the Enable SSL Encryption check box.
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== DeviceManager - [I0LAN-0631 76 (192.168.1.120) - Connected]
“ Fle Edt Toos Wiew Window Heb =8| x|
O -Hdde | ?
1) Syctem Info
= .5 ;:)rliu,rathn e
() MNebeark Ensble | Channel | Type [ Mame
=-{y Senal F oo Digital Input
| [S"“” , g D2 Digtal Input
+0 ek Rl Felay
=3y I/ Inibeef: .
JI s:::n::e‘ F Rz Relay
[2) Channels
| Custering
= (I Syshem
=1 Conkrol
‘ ,; Lr:} Status|Canrol
El-gf; Statistics
o Mebwark,
. Senal Ports 2
il Ligar
o1, HTTP Turnel
*yl, System
Download Al Changes t, Download i Fequied
4] | ]
[For Help, press F1 UM
6. Select I/O Interfaces > Channels.
7. Select the digital input to use and click Edit. The configuration is the same for
both inputs.
8. Give the input a Description name.
9. Verify that Input Mode is selected.

10. Under the Latch setting, select Active-to-Inactive.

11. Select Trigger.

a. Select Active Input.
b. Make sure Manual Clear Mode is selected.

12. Click OK.
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Channel Settings 7]

General I 140 Eulemiunl

~Digital- D1

Description; | Digtal_lnpue_1
& |nput Mode
" Dutput Mode

1 Digital Input S ethings:

Lakche Active-todlnactve ¥
™ Invert Signal
Alam Setiings

Trgger: Active Input -
™ #uto Clear Mode
# Marwal Clear Mode

Send Alams:
I Emal
I~ Syslog
[~ SHMP

= Configuration is now complete.

13. Click Download All Changes to make the changes to the device or continue
with other settings.

= Device™anager - [IOLAN-D63178 (192, 168.1.120) - Connected]
e Fle Edt Tools Wiew Window Help == x|

D Edsdech| ¥ ?

5r. System [rfo
=] 4.5 Configuration
-y Metwork. Enable [ Channel | Type [ Name |
gy Serid F m Dighal Input Dighal_lrpu_1
| Lsers F ooz Digital |pt
+ {0 Securky W~ B Flelay

=35 170 Inkerface i
@ ‘.:-.Hi’-:: ’ L Relay

[Z Channels
| Clustering

140 Channel:

= Iy Syskem
-1 Contral
10 SkatusjContral
=1 ills Statkstics
=, Metwark.
*yl, Serial Ports
i, Lsar
4. HTTR Turine
=), System

Download A Changes A Download is Aequined

alx

[Fur Help, press F1 Jaura |

14. Click Reboot IOLAN.
NOTE: Any time you reboot the device, or power is reconnected, wait 90
seconds for the device to reboot and initialize. When the device is ready, the
Power LED will be solid green and the Link LED will be solid amber or green.
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TruePort Driver Configuration

The TruePort driver is the second part of the process to link the device to the
server. TruePort is only used when the device is configured to use the TruePort
profile. The TruePort driver is designed to manage all similar devices
communicating with the server. Since TruePort creates a virtual COM port, each
device is recommended to have its own and unique COM port for each service.
NOTE: Serial communication and I/O access are each considered a separate
service and therefore require separate COM ports.

1. Install TruePort on the server.
2. Start the TruePort Management Tool.

3. At the management window, click Add.

#dl TruePort Management Tool

© perie

T hiz tool permitz pou ba add, remove and configure TruePaort adapters.

Inztalled TruePort adapters:

Add... | Bemaowve I Broperties |
Close |

4. Enter a name for the TruePort Adapter.
NOTE: This Adapter will serve a particular device and therefore map to a
specific COM port. Try to make the name descriptive so that the Adapter can
easily be tracked back to a particular device.

5. Enter the IP address or the hostname the device is using, then click Next.
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Add TruePort Adapter Wizard EH

Configure TruePort Adapter
Configure the adapter's name and azsociate it with a device server on the
network.

— TruePart Adapter Properties

Adapter Mame:  |Perle_Digital_|nput

—Device Server Hetwork Lacation

" Hostname: I

P et > I Cancel

6. Leave the number of ports set to 1 (if using 1/0 access, set ports to 2, or add
another later). Select the COM port to assign to that particular device. By
convention, start at COM100 and increment for each device and service
configured. This will help to avoid any conflicts with existing COM ports or other
devices. TruePort allows the user to create up to 4,096 COM ports.

7. Click Next.
Add TruePort Adapter Wizard

fAdd Serial Ports
Azzociate COM ports with pour new TruePort adapter

You may add up to 49 zerial ports to wour
new TruePart adapter: The following ports will be added:

— Select COM Port Range COMI0

Starting COM Port:  |COMI0 =

Wumber af Paorts: I1 _Ij

Mext » I Cancel

= The TruePort Adapter is now visible in the TruePort Management Tool.

8. To edit the TruePort settings, select the adapter to edit and click Properties.
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#=d) TruePort Management Tool

Thiz tool permitz pou to add, remove and configure TruePort adapters.

Inztalled TruePort adapters:

Perle Digital |nput [192.168.1.100]

Bemowve | Broperties |

Cloze

Fig. 15: Installed TruePort adapters

I/0 Access Settings

1. Start the TruePort Management Tool, select the Perle device to configure and
click Properties.

#=dl TruePort Management Tool

Thiz tool permits wou to add, remowve and configure TruePort adapters.,

|nztalled TruePort adapters:

Digital lnput [1

Bemove | Properties |
Cloze |

2. Select the Configuration tab.
3. Click Settings.
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Perle_%Serial {(192.168.1.1) Properties Ed

General Configuration I Driver I Detailsl
ME Fere_Serial [192.168.1.1]

Thiz TruePort adapter iz azzociated with the following
device server.

 Device Server Infarmation
Murnber of Ports; 1
IP &ddress: 152.168.1.1

Active Connections: Mone

To configure thiz Device Server at thiz time uze the Perle
Devicetdanager or one of the following configuration methods.

wieb Config I Telnet Config |

Settings |

ak. | Cancel |

4. If two COM ports are created for this device, select one to use for I/O access. If
the COM port is being used, the other COM port should be reserved for serial
communication. If a second COM port is not added, click the Add Ports on the
bottom of the window to add the second COM port.

Select the Connection tab.
6. Select Access Device Server I/0 channels.

— Select the TCP port that was configured on the device for /O access.
— Inthe I/O Application Type drop-down list, select /O Access.
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Perle_Digital_Input (192.168.1.100) Settings

Murnber of ports: 1

?_Iﬂ F_'_n_erle_DigitaI_Input [192.168.1.100]
oo r;;" COMT0[1A0; 3381E]

Connection |fl'-.d\-'an|:ed| SSLITLSI Packet Fu:urwaru:lingl

— Connection Settings [COM10]

—{ Access Device Server Serial Port

I.-'l'«utu:umatic b |

% ficcept connection fram device server
Lister o TCE Fart: 10000 =

Connechion kode:;

,

= |ritiate connection to device senver

Conmect b TCR Fart: 110007 =

i

Client-l mtiated Cannection Sethings...

—i+ Aecess Device Server |/0 channels

Connect to TCP Part: |3331 B _lj
|0 Application Type: II.-’D Access "I
Clientnitiated Connection Settings... |

— Connection Profile
Cument Profile: Minimize Latency

Change Prafile... |

2]

1|

| x Remove Parts

&

Add Ports

| ' [Lopy Settings Tu:u...l Restare Defaults

[ o |

Cancel | Apply |

7. Click Settings next to Client-Initiated Connection.

= The Client-Initiated Connection window displays.

Client-Initiated Connection Settings
Connecton Managemeant Qphons

[]Connect at system startup

Connechon Oplions
Connection Ratries
() Ratry forever
@ Mumber of reties: |2
Time betwean connection reiries

Restore dropped connections

l__i Close TCP connechon when COM portis closed

-

saconds

-

Restare Defaults

Cancel

Select the Connect at system startup check box.

For Connection Retries, select Retry forever.

. Click OK.
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11. Select the Advanced tab.

Mumber of ports: 1 Connection  Advanced | S5LATLS | Packet Fanwarding
=] Perle_Digital_Input [192.168.7.100)
o (‘y COM10[1/0: 33316) Advanced Settings [CORET10)

— Applicaton Ophions
[~ Simulate COM part transmit delays

Additional Transmit Delay: IEI _|: s
Additional Beceive Delay IEI :: s

On COM port open:

i

" Always return successful

{* Feturn when connection iz fully established

 seconds
b & b ait Time; |3':' _Ij e

[~ Enumerate attached dewvices [i.e. madems)

¥ Drain output before setting config

¥ Send keep alive packets
kKeep Alive Interval: |30 _:l FECOnds

[~ Enable TCF Magle algarithm

[T Use legacy UDP protocol [Full Mode only)

e Add Partz | ¥ Remove Ports | ' Copy Settings Tu:u...l Restare Defaults
Qk I Cancel | Apply |

12. Set Maximum Wait Time to 30 seconds.
13. Select the SSL/TLS tab.
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Murber of portz: 1

. Eunnectiunl Advanced 55L/TLS | FPacket Forwarding

=) Perle_Digital_lnput [192.168.1.100)
. (#i EDM‘ID[I."’D 33815] —S5LATLS SEHIHQS [EDM1D]
¥ Enable 55L4TLS Encruption

SSL/TLS Wersion: Ay |

SSLATLS Type: | Client [
 Authentication

[ “erify Peer Certificate
Certificate Suthonty Filename:

I Browse |

Y alidation Criteria,

—S5L Certificate
¥ Supply Certificate

Certificate Filename:
IE:'\LIsers"-.l'-‘xdministratu:ur'\Desktu:up'xSSLE Browse |

Certificate Pazzphrage: ssssssssnnsny

< | ]

E:-i-:J Add Parts | x Femove Ports | ' Copy Settings TD...| Festore Defaults

ak. I Cancel | Apply |

14. Select the Enable SSL/TLS Encryption check box.
15. Set the SSL/TLS Version field to Any.

16. Set the SSL/TLS Type field to Client.

17. Select the Supply Certificate check box.

18. Click the browse button and select the combined root certificate. Refer to the ---
MISSING LINK --- section for more information on combining a root certificate.

19. Enter the password in the Certificate Passphrase field.
20. Click Apply and then OK.
21. Restart the Perle TruePort Service from the SMC.
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System Management Console -
¥ Projects
MMSS30 System
¥ Websites
Test P Settings
Testl
¥ (local\GM5_HDEB_EXPRESS
HDB Service | current User | status [
Certificate Automation License Manager Service — FNETTI T Running =
FreeSWITCH bl e et e Running S
GM5_WCOLpmon_MM5%30 Ll e et o Stopped
| Perle TruePort Service LY o Running
Siemens BT Licensing Server LI o Running
Siemens GMS Closed Mode Service TRETT T e Running -
== ===
Ready

= The TruePort driver is ready for I/O access.

Device Verification

> The Perle device is configured for inputs.
NOTE: To test that the device is configured and the digital inputs display
properly, use the I/O Status/Control section of the Perle DeviceManager.

> A dry contact switch, such as the STI Emergency stopper station is present,
wired to the I/O terminals of the Perle device.

> The user must have logged in the device using DeviceManager.

1. In the Perle DeviceManager, select Control > I/O Status/Control.

= The current status of all inputs and relays is visible.

# DeviceManager - [PerleDigitallnput {192.168.1.120) - Connected]

=g File Edt Tools WView Window Help _gﬂ
OE& Hs 27 =18

L) System Info
-] 4% Configuration ~1/0 Channel Status

{55y Metwork.

P& 3:;';' Input  Digital input_1 Aclive  Activedolnachve Tigoered  Disabled
W L...l Security D2 Input Insclive  None et higgered  Disabled
¥y N Interfaces ll Dutpot Inactive Disabled
[ Clustering Rz Dutgust Inactive Disabled
H-{gg Svstem
=% Contro
=1 il SEeEsncs
By, Metwork
[-|, Serial Ports
il User
il HTTP Turmel
F-yj, System

1/0 Channel Control
Ceadlam | | pcatecupu |
Feset Channel I Riezet 4ll Charmels
Cleas Latched Input | Decctivate Dt | 4|

Dowrload A1 Changes

i | i |
For Help, press F1 [ am o

2. Close the contact switch.
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3. Click Refresh.

= The fields change to the corresponding state:
Value: Active
Latched Value: Active-to-Inactive
Alarm: Triggered

= DeviceManager - [PerleDigitallnput {192.168.1.120) - Connected]

s File Edt Tools Wew Window Help == x|
O s dech W7
1 Syskem Info
{1 ks Canfiguration 140 Chennel Status
il 5’“ I""‘ Chennel | Type | Desciplion || Value | LaichedVale | Mlam || I/0 Erlension
[ U:“g D1 Input  Digtal Input_1 | Inactive  Activetolnactive Triggered | Disatled
« L:! Securky 02 Iripust |r|ad_rw= Hone Mot nggeied Disablcd
[ () 10 Interfaces A1 Outpuit InacI!ve Dizabled
= Clustering A2 Douatpuit Inactive [Dizabled
-G Svstem
=g control
10 Status|Control
=]yl Stakistics
[y, Mebwork,
|, Serial Ports
il Ussr
i, HTTP Tunnel
[y, System
[ 140 Channel Control
Clear Alaim | Aitivale Oupu J
Resat Chanrel | Reszet A1 Charnalz |
Clear Latched Input | Deactivate Outout |
Dowrilead Al Changes
1 | |
For Help, press FL g | £

4. Release the contact switch.
5. Click Refresh.

= The fields change to the corresponding state:
Value: Inactive
Latched Value: Active-to-Inactive
Alarm: Triggered
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[ DeviceManager - [PerleDigitallnput {192.168.1.120) - Connected]
< File Edt Tools view Window Help =8| x|

O W7

L System Info
i 10 Channel Status

Configuration

- ”‘t""l"'k Chennel | Type | Desciiption || Value | Latched Vale | Alaim | 1/0 Etension
e 3:“_ D1 Irput DighalInput_1 | Inactive  Activetodnactive Triogered | Disabled
{3 Sec\r_:'.ty 02 Iriput nactive  Hone Not nggered  Disabied

A1 Outpuit Inactive Dizabled

¥ N Inkerfaces
= Chistaring A2 Outpuat Inactive [aabled

(i System
=g Cantral
S 1O Status|Control
=1 iy Staistics
[#- 4|, Mebwork
|, Serial Parts
il, User
4l HTTE Turinel
Hyl, Swstem

10 Channel Control

Clear Alaim I tivate (LA J
Resat Charrel Reset Al Charnals
Q Clear Latched Input | fvs Outeit, | Q

Diowiriboad A1 Changes

4| | i

For Help, press FL Jram | ”

6. If the behavior is correct, click Reset All Channels to clear all the internal
device values. Otherwise, check the settings for the device inputs.

7. To verify that TruePort COM port is working correctly, use PuTTY from the
server on the serial COM port. If the COM port can be opened, then the
TruePort driver is working properly. PUTTY can be downloaded from the
following link:
http://the.earth.li/~sgtatham/putty/latest/x86/putty.exe

Open PuTTY, and select Connection > Serial.

9. For Serial line to connect to, enter the TruePort COM port number created in
TruePort Driver Configuration.

10. Enter the following default parameters:

— Baud Rate: 9600

— Data Bits: 8

— Stop Bits: 1

— Parity: None

— Flow Control: None

A6V12131888_en_a_ 51 Restricted 111|460


http://the.earth.li/%7Esgtatham/putty/latest/x86/putty.exe

MNS Supported Physical Device Configurations

Digital Input Device

Categary:

[=- Sezszion
Lagging
[=I- Terrninal

- Keyboard
- Bell

- Features
[=- Wirdon

- Appearance
- Behawviour
- Tranglation
- Selection
- Colours
[=- Connection

- Data

- Prowy

- Telnet

About |

Options controling local senal ines |

— Select a zenial line

Serial line to connect to IEEIM'I 1]

— Configure the zenal line

Speed (baud) 800

Data bitz IB
Stap bits [1
Parity I Maore j
Flow contral I Maore j

Open I Cancel

11. Select Session > Serial.

12. Click Open to establish a serial session. If the user is denied access to open
the COM port, check that the COM port in TruePort is configured correctly to
connect to the Perle device.
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Fig. 16: Selecting Serial Option

Digital Input - Device Engineering

There is no further configuration required for the emergency stopper station.
Additional configuration is required for the Perle TD2R2 to communicate with
Notification. There are two areas of configuration. The first is to configure the
TD2R2 device to correctly read input and send the appropriate responses back to
Notification. The second area of configuration is the TruePort driver which
Notification uses to communicate with the TD2R2 device.

NOTE:

TruePort is a COM port re-director driver utility that is installed on the server.
TruePort creates a virtual serial port or virtual COM port. All COM port directed
data sent by the application is re-directed by TruePort across the IP/Ethernet
network to the remote device. Data and serial port signaling is transparently
communicated between the application and remote device.

(Example) Input Triggering

Scenario: Two Digital Input Devices are configured with Panic Buttons. Panic
Button 1 is connected to Perle Device 1 and Relay 1. Panic Button 2 is connected
to Perle Device 1 and Relay 2. If Panic Button 1 is pressed, Incident 1 should be
initiated and if Panic Button 2 is pressed, Incident 2 should be initiated.

Procedure:

[> System Manager is in Engineering mode.

1. In System Browser, select Management View.
2. Select Project > Digital_Input_Field_Network.
3

Configure two Digital Input Devices as Digital_Input_Device_1 and
Digital_Input_Device_2.

A6V12131888_en_a_51

Restricted 113 | 460



MNS Supported Physical Device Configurations
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4. Select Digital_Input_Device_1.

‘Device Editor Object Configurator

¥ Bulk_Notification_Server_Field_}
Bulk_Notification_Server
¥ Desktop_Notification_Server_Fie
Desktop_Notification_Server
'V Digital_Input Field_Network
'V Digita_Input Perle 2
Digital_input_Device 2
'V Digita_Input_periz 3
i3
P Digital_Input_Perie_Device
P ESPA 444 Interface FieldNetwerk
¥ Facebook_Account_Field_Netwo
Facebooc_Account
P GSM_Gateway_fieldNetnork
B Hotline_Field_Network
B Media_Controller_Field_Network
B Multi_Zone_Audio_Field_Networ
> Prolite_Perle_Field_Network
> Single_Zone_Audio_Field_Netwc
P Single_Zone_Audio_Field_Netwc
P SMTP_Email_Field_Network
¥ Web Feed Input Link
Web Feed Input Device
B Web_Feed_Publisher_Field_Netw
P Management System
¥ System Sexings
P Client Settings
Conversion Tools
Journaling
P Libraries
¥ Operating Procedures
P Doura 0P 5631
P> Doura second OF Test
P vui_0F

| Management view n Digital_Input_Device_1
[ QE YHe Function: Digitalinput v im = et Subtype:
0wt ]
| Manual navigation Out of scan: O
— y v Properties
¥ Field Networks o s oms W AL
¥ Adapiive.perie_Field_Network operty I v B2
W Adaptive_Perle_Serial_Device StatusPropagation Agaregat General
sy e Type: Gmsgoal
ASC_Input_Perle_Fieid_Networl ‘ ‘
Status Alamstatus
ASCILInput_Perle_Device At Alamstats 4 By Alarm Status

BaseElement.ChildDevices
BaseElement.EventIsRaninpi
BaseElement Event Rawinput
BaseElement Event. Triggers
BaseElement:Modal ity
BaseElement FieldNetwark
BaseElement.Name
BaseElement RoutingPriority
BaseElement.RoutingExpress
BaseElement ParentDeviceld
BaseElement.Status.Commar
BaseElementStatus.Connecti
BaseElement Status.DeviceM

Value Attributes
Valic:

Text group: TXG_MNS_Alarm_Status

w Alarm Configuration
Valid: v

Alarm Configuration

ONone () e system () Management Staton
Ramang: [scete |d

Alarm Class | Value Range | Event Text 1
o —

EC v |- O
DoorAlam_Dynamic B

T

Digital_input_Device_1

D Aamsats Mamor

Dooralarm_NoReset
Duress
Duress Dynamic

Duress_NoAckNoReset
| Duress_NoReset
Emergency

Emergency_Dynamic

—| Emergency. !

Emergency_NoReset

EscalationStarted

Escalationstarted_Dynamic

EscalationStarted_NoAckNoReset
NoReset.

o o

Select the Object Configurator tab.

In the Properties expander, select the Status.AlarmStatus property.

In the Alarm Configuration expander, select the Valid check box.

¥ Alamn Configuration

Valid:

Alarm Configuration

Alarm kind: Discrete

= The color of the Valid check box changes from blue to black.

8. Select the alarm class from the Alarm Class drop-down list. For example,

Emergency.

9. Enter the event text in the Event Text field. For example, Event from
Digital_Input_Device_1.

10. Select Digital_Input_Device_2.
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[Management View | v| Digital_Input_Device 2
\ ag YH Function: vl e SN
[show Desaription | v] Object modek: ‘GMS_MINS Digital InputDevice

Manual navigation Out of scan: O

¥ Project
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¥ Agaptive_Perle_Field_Network R
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BuIK Notificston_Server BaseElement Event sRawinp: Value Atiibutes
¥ Deskiop_ Notification_Server_Fiel P————— oy
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BaseElement Event Triggers
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Digital_input_Device_1 BaseElement FieidNetrork
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¥ Digita_Input_Perle 3

o BaseElement RoutingPricrity Valia: v

W Digital_Input_Perle_Device e AMlorm Configuration
P ESPA 444 Interface FieldNetwork BaseElement ParentDeviceld )
¥ Facebook_Account_Field_Networ sasetiement Ststus Commar None () Fieidsystem (=) Management Station
, ES:;:”(:;:—;‘;:I“;“WW SaseCiement Status Connect Alarm kind v
in N BaseElement Status.DeviceM
- Hotline_Field_Natwork Alarm Class | Value Range | Event Text

P Medis_Controller_Field Network
B Mult_Zone Audio_Fieid_Networ Normal
P Proite_Perle_Fisid_Network UfeSafety A B #amonitt) [ vent from DigitalInput Device.2
P Single_Zone_ Audio_Field_Netwo ~
Zone Audie fied ! InCommand_Dynamic
Single_Zone_Audio_field_Ner -
P Single_Zone_Audio_fleld Netwo InCommand_NoAckNoReset

P SMTP_Email_Field_Network
InCommand_NoReset

¥ Web Feed Input Link -
Operation -
Weorecs uiDevee — itrmaton

B Web_Feed_Publisher_Fiid_Netw DigitalInput_Device 2 Information Dynamic
B Mianagement System Information_NoAckNoReset
¥ System Sertings D Jram— [ —{ Information Noeszt
B Client Settings LfeSafety.
Conversion Tools LifeSatety_ Dynamic
Journaling | LifeSafety_ NoAckNoReset
b Libraries LifeSafety_NoReset
¥ Operating Procedures m;,,,(:;ﬁam. I
P Doura 0P 5631 *{ LifeSafetyManual Dynamic
P Doura second OF Test LifeSafetyManual_NoAckNoReset
» Yuri 07 S

11. Select the Object Configurator tab.
12. In the Properties expander, select the Status.AlarmStatus property.
13. In the Alarm Configuration expander, select the Valid check box.

= The color of the Valid check box changes from blue to black.

14. Select the alarm class from the Alarm Class drop-down list. For example,
LifeSafety.

15. Enter the event text in the Event Text field. For example, Event from
Digital_Input_Device_2.

16. Click Save [1.
17. Click Engineering.

18. Select Applications > Mass Notification > Incident Templates.

19. Click Create @.
= The Create New Object dialog box displays.

20. Select Incident Template from the Child Type drop-down list.
21. Enter a name in the Name field. For example, Incident1.
22. Click OK.
= The Incident Template Editor tab displays.
23. In the Incident Template Trigger expander, click Add.

24. Configure the fields as shown in the following image:
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System Manager =
[ [ - povsatonven - appisatonsysemi » Wasshosaion » e Tempates » lceers

[
—— [P —
[ o —
: v e e et
5 o tenszm

25. Click Save | 1.

26. Select the Incident Templates node.

27. Click Create .
= The Create New Object dialog box displays.

28. Select Incident Template from the Child Type drop-down list.
29. Enter a name in the Name field. For example, Incident2.
30. Click OK.
= The Incident Template Editor tab displays.
31. In the Incident Template Trigger expander, click Add.
32. Configure the fields as shown in the following image:

System Manager

— -

0y
Sy

[=na=]
33. Click Save 1.
34. Press Panic Button 1.
= Event from Digital_Input_Device_1 will be generated.
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o7 053 0/25
Life Safety Security  Supervisory Trouble High | Medium Low Fault Status
Event List - Filter By: Categories = <Emergency>
| cause | Location | source
Event from Digital_Input_Device_1 Project. Field Networks. Digital_Input_Device_1
Digital_input_Field_Network. Digita_nput_... Linput =
Svent 0 208
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Sourestas  Acive
et rom DigtaLInput Devie_1
Category: emergency
Disciine: Notifction
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Inprocessby: Nore
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Active

= The Incident1 will be initiated which can be verified from the Browse

Incidents tab:

a. In System Browser, select Application View.
b. Select Applications > Mass Notification.

c. Select the Browse Incidents tab.

Security Trouble

n
Emergency Life Safety

System Manager
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35. Press Panic Button 2.

= Event from Digital_Input_Device_2 will be generated.

0/7 03 0/25
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= The Incident2 will be initiated which can be verified from the Browse

Incidents tab:

a. In System Browser, select Application View.
b. Select Applications > Mass Notification.

c. Select the Browse Incidents tab.
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1.7 Emergency Hotline Extension Device

Emergency Hotline Extension Device

This section contains general reference and background information about
integrating the Emergency Hotline Extension device. For procedures and
workflows, see step-by-step section.

Notification uses an VolP Switch to deliver the different audio content to the
intended recipients. With an Emergency hotline, a user can call the Notification
hotline to access active messages published by Notification. The hotline device
itself exists as an extension on Notification‘s VolP Switch. The following figure
gives an overview of how the system is setup and the different ways in which the
hotline can be accessed.

Notification Server
Notification Application

Notification's
N Integrated PBX

Hotline

: | Customer PBX |

Legend

Developed and Delivered by Siemens

Third Party Component Part of System
Delivered by Siemens

I External System at Siemens Customer Site

1. _
- Telephony Hardware Components

Accessing the Emergency Hotline

Notification connects to the customer’'s PBX via a VolP gateway. As a result, the
hotline can be accessed:

e From an IP phone connected to the Notification ‘s VolP Switch on Notification
server.

e From any extension phone connected to the customer’s PBX provided the
necessary steps for integrating the Notification system with the customer’s PBX
has been completed.

e From any outside phone (mobile or landline). In this case the customer needs
to publish the number that needs to be used by their intended recipients to
reach the hotline. This is possible only after integrating the Notification system
with the customer’s PBX.

For example, if the customer is a school or university, then all students, faculty
and other people are intended recipients and they must be aware of the
number to dial to access active messages published by Notification to the
hotline.
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1.8

ESPA Paging System

ESPA 4.4.4 Interface

This section provides additional procedures for integrating the European Selective
Paging Manufacturer's Association (ESPA) 4.4.4 compliant device.

Configuring and verifying ESPA Paging System

This section provides the steps for the configuration and verification of the device.
Configuration to communicate to the device requires two main steps. First,
configure the internal settings of the device. To do this, install the Perle
DeviceManager on a computer connected to the same network as the device to be
configured.

The second step is to configure the driver on the computer that will be
communicating with the device over the network. There are several methods used
to communicate with the device. One method uses the TruePort driver.

NOTE:

TruePort is a COM port re-director driver utility that is installed on the server.
TruePort creates a virtual serial port or virtual COM port. All COM port directed
data sent by the application is re-directed by TruePort across the IP/Ethernet
network to the remote device. Data and serial port signaling is transparently
communicated between the application and remote device.

Certificate Creation From System Management Console
To establish a secure communication, certificates must be configured.

The following is the recommended workflow for working with the Certificates in
System Management Console (SMC).

e Create Root Certificate Windows store based (.pem).
1. In the Console tree, select the Certificate node.

= The Certificates tab displays.
2. Click Create Certificate ¥ |4 and then select Create Root Certificate (.pem)

LT

= .The Root Certificate Information expander displays.

¥ Root Certificate Information

Certificate file name: RoctPEMCertificate Key file password: .

Key file name: RootPEMCertificatekey Confirm password: -

Path: Ci\Certificates

Expiration: 10/27/2025 n 3650 t Days

Subject name: @MS Root Certificate City / district: Pune
Department: ST State / province: haharashtra
Organization: Siemens Country code: I

3. In the Root Certificate Information expander, provide the details as follows:
a. Enter the Certificate file name.
b. Enter the Key file name.
c. Enter the Key file password and confirm it.
d. Browse for the location to store the root certificate and the root key file on
the disk. By default, the path of the last created root certificate is selected.
e. Set the Expiration (validity period) duration in days. By default, the
certificate expires after 3650 days.
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f. Enter the following information about the Subject:
—Subject name

— (Optional) Department

— (Optional) Organization

— (Optional) City / district

— (Optional) State / province

— (Optional) Country code. (exactly two characters)

Click Save H .

If confirmed, the data entered during the root certificate creation is validated,
and on successful root certificate creation,

- the new root certificate (.pem file) and the root key file are created at the
specified location on the disk.

P>

Tips for Working with (.pem) Root Certificates

e The Certificate file name and the Key file name
— Must not contain blanks or special characters (/\,?,<, >,*,|,").
— The Certificate file name and the Key file name cannot be the same.

e When the user creates a root certificate for the first time, all the fields appear
blank. For all subsequent root certificate creation (.pfx or .pem based), some

fields, such as Path, Organization, and so on, are pre-populated with the
information from the last-created root certificate.

Device Configuration

> Ensure that the Perle DeviceManager is installed on a computer located in the
same network as the Perle device to be configured.

> Ensure that the following certificates are created using the System
Management Console (SMC) or obtained from the site's IT department in
Privacy Enhanced Mail (PEM) format:
a) Root Certificate (.pem)
b) Root Certificate Key
Refer to the Certificate Creation From System Management Console section
for more information on creating certificates using SMC.

[> Combine the Root Certificate Key file and Root Certificate into one file (using
type command in command prompt, for example, type
RootCertificateKey.pem RootCertificate.pem > RootCombineCert.pem.

D> If preconfigured .dme file is available then refer Import DME File.

1. Start Perle DeviceManager.

Establish Connection to.. EH

MAC Address | IP Address | rModel | Server Name | Fitrnware | Discaveread | ;4 |

5----00—80—04—06—2D-FA 192,168.1.123 IOLAM SD51 D2ZRZ MeL_Relay... 4.4 Auto T |
E----DD—SD—D4—DG—31—?6 192,168.1.122 IOLAN SD51 D2RZ xls_petle 4.4 Auto

0-50-D4-06-31-77 192.168.1. 128 IOLAM 5051 DZRZ mns_panic_... 4.4 Auto

3 0-014-1 78 Mok Configured I0LAM SD51 DZRZ  IOLAN-DG3... Auta
-~ 00-80-04-06-AE-10 136,157, 32,164 IOLAM D51 [OLAM-OGBA... 4.4 Auko
- D0-B0-D4-06-BE-F& 192,1658.1.111 IOLAM 5051 AdaptivelEDL 4.4 Auko
- D0-B0-D4-06-C3-EE 192.165.1.110 IOLAM 5051 ProlibelEDZ 4.4 Autko
00-80-04-05-C4-02 192,1658.1.109 IOLAM 5051 ProLitelEDL 4.4 Auko
o D0-50-D4-D6-C4-09 192,1658.1.112 IOLAM 5051 AdaptivelEDZ 4.4 Auko

Add.. sssignlP. | P | Refiesh |

= All similar devices under that network should be visible.
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2. Select the device to configure and click Assign IP.
NOTE 1: If the device in the window is not visible, verify the device has power
and is connected to the network. Check the display on the device; the power
button should be solid green and the link button should be solid amber/green.
NOTE 2: If issues persist, unplug the Ethernet cable and power. Wait 5
seconds and then plug in the Ethernet cable followed by the power supply.
Wait at least 90 seconds while the device reboots.
NOTE 3: If there are still remaining issues, manually reset the device by
holding down the small Reset button located on the device for ten seconds or
until the Power button is solid amber and then release. Wait 90 seconds for the
device to reboot and initialize. If the device still does not work, replace the unit
or check the network.

3. Manually enter an IP address or select the Have the IOLAN automatically get
a temporary IP Address check box below to have the DHCP assign one
automatically. Then click Assign IP.

—Azzign [P

The [OLAM's current IP Address:

INDt Configured

Enter the IP Addiess of the [OLAMN:

r Have the [OLAM automatically get a
temporary [P Address.

Azzign [P I Cancel |

= The Establish Connection to window appears with an IP address.

Establish Connection to... K E
MAC Address | IP address | Madel | Setver MName | Fitrnware | Discovered | ok |
- 00-80-04-06-20-FA& 192.165.1.123 IOLAM SDS1 D2R2 MEL_Relay... 4.4 Auka Cancel |

- Q0-50-Crd-05-31-76 192.1658,1.122 IOLAM SDS1 D2R2 xls_perle 4.4 Auko

- O0-60-De-06-31-77
& (0-20-D4-06-31-78
- 00-E0-Deh-06-AE- LD

192, 168.1.128 IOLAM SDS1 DERZ2 mns_panic_... 4.4 Auto
192, 120 IOLAM SDS1 D2R2  IOLAN-063... 4.4 Auto
136.157.32. 164 IOLAM D51 IOLAN-06A... 4.4 Auto

- 00-50-D4-06-EB-F& 192.168.1.111 IOLAM 5051 AdaptivelEDL 4.4 Autn
- 00-30-04-06-C3-EE 192.168.1.110 IOLAM SDS1 ProLitel ED2 4.4 Auto
- 00-80-D4-06-C4-02 192,168,1,109 IOLAM 3051 ProLiteLED 4.4 Auto
- 00-50-D4-06-C4-09 192.168.1.112 IOLAM 5051 AdaptivelEDZ - 4.4 Autn

add. | assionie | ping. | Refiesh | |

4. Select the device again, and click OK to log into the device for configuring.

At the Login window, type in the device password. The factory default
password is: superuser.
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Authentication required
the pazswaord for the

| Pleaze enter

adrmin Lzer.

Paszword:

I
o |

Cancel

Fig. 17: Login Window

Network Set Up

To further configure the network settings of the device, log into the device using
Perle DeviceManager. Do the following:

1.
Settings.

In the Perle DeviceManager tree view, click the Network folder and then IP

NOTE: In this area, configure additional parameters for the network settings,
such as configuring a static IP address or DHCP.

== DeviceManager - [#ls_perle (192.168.1.122) - Connected]
%@ File Edit Tools View Window Help

SEEIEELEE

1) System Info
I_—l_l---',u,- Configuration
E@ Metwork,

[& 1P Settings

-{Z5 Serial

|2 Users

[H-{E Security
B-{EE [0 Inkerfaces
8 Clustering
[H-{Eg Svstem
I':'IyﬁJ Contral

f“ I Skabus!Control
pills Statistics

B gl, Metwork

; , Serial Ports

| User

, HTTF Tunnel
i, Svstem

<

[Prvd Settings I |PvB Settingsl Advanced

r— System Settings

IPerIeDeviceﬂ Damain:

System Marme:

Imns.net

r— |Pw4 Configurations

r— Ethemet Interface Settings

& Ohbtain IP address automatically using DHCPABOOTP

" Use the following IP address:

|F Asddress: 0.

Subtiet Mask: o .

Obtain Automatically

Default Gatewan: I . . . I
DHE Senver I : : : i
NG Server: I : : : v

e

Download &1l Changes |

|

| B

For Help, press FL

e [

2. On the IPv4 Settings tab, in the System Name field, give the device a
distinguishable name to help identify this device from other similar devices.
NOTE 1: The System Name will also be used by the device to create a fully

qualified domain name.
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NOTE 2: By default, the device is always IOLAN followed by the last three
bytes of the device's MAC address.

3. In the Domain field, enter the domain name used for the client’s network (for
example, AmericaUniversity.net).
NOTE: The device is capable of receiving the domain automatically from
DHCP. However, DHCP would have to be configured to set the domain as a
parameter.

4. Select Network > IP Settings > Advanced folder.
5. Select the Register Address in DNS check box.

6. Select the Advanced folder in the tree view.

== DeviceManager - [xls_perle {192.168.1.122) - Connected]
<@ File Edit Tools View ‘Window Help

O | e 5[ N2 2
s 1) System Info
—]-+,8% Configuration

Host Table | Route List | DNS/WING | RIP | Dynamic DNS | IPY6 Tunnels |

EI@ Mebwork,

b [2] 1P Settings

o D Advanced Host Mame | Host Address |
{7 Serial sk TP 13216811
----- D Users

- Fecurity
B-{Eg U0 Interfaces
----- [& Clustering
B-{E5 Svstem
Bl Contral
- }" I SkakusiConkrol
Byl Statistics

Bl yj, Metwork,
; | Setial Ports
vl Add... Edit... Delete
i y), HTTP Tunnel
"'-l. System

r IP Filtering
& Allow all traffic
€ Allow traffic only to/from hosts defined with 1P addresses

Dawnload Al Changes /1 Download is Requined

|

For Help, press F1 MM

7. Inthe Host Table tab, click Add to add the NTP host.
8. Enter a descriptive name for the NTP server (for example, mnsNTP).

9. Enter the IP address or the fully qualified domain name of an available NTP
server.
NOTE: An available NTP server is required to enable SSL on the device.

10. Click OK.

Serial Settings

> The user must have logged in to the device using DeviceManager.
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1. In the Perle DeviceManager window, select Serial > Serial Port.

2. Configure the number of serial ports and the device profile. Only one serial port
per device is required for serial communication.

3. Select the default serial port and click Edit.

== DeviceManager - [xls_petle (192.168.1.122) - Connected] H=] B

%@ File Edt Tools Wiew ‘Window Help 18] x|
NEERIEELGE
o i) System Info

]+, k% Caonfiguration Serial Parts:

E-E5 Mekwork,
D 1P Settings Enable Hame Prafile Details

i-[3 Advanced TruePort E ;4 10001
-5 Setial

i |3 serial Port
[Z] Port BuFfering

B Security
F-Z5 /O Interfaces
----- Q Cluskering
{3 System
E-g# Contral

: }“’ 1/O SkatusfControl
-l Statistics

, Metwork

| Setial Ports

User

| HTTP Tunnel Edi... |

1] i

Downlaad All Changes | /1 Download is Required
4] | B
For Help, press F1 (| I_ v

4. In the Serial Ports Settings window, click Change Profile. Select the
TruePort profile and click OK.
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Serial Port 1 Settings EE

Profile;  TruePort

Change Profile... |

Harns: I FerleSerial

General |.-’-‘«dvanced Haldwalel Email Alert I Packet Fnrwardingl S5LATLS

r TruePort Settings

" Connect to remote system [Server-|nitiated Connection]:
Hizst hame: INone "I TCR Bort: |1UUUU

[™ | Connect b Multiple Hosts [TruePaort Lite Mode] Define &dditional Hosts. ..

™ SendHame On Connect

' Listen for connection [Client-Initiated Connection):

TCP Port; I1IJDEI1

[T &llaw Multiple Hosts ko Connect [TruePort Lite Mode]

QK. I Cancel |

= The Serial Port Settings window changes to reflect the new profile.

5. Select the General tab.

Select Listen for connection (Client-Initiated Connection).
= |n this mode, the device will wait for the server to establish a connection.

7. Enter the TCP port for communicating with the device. By default, the TCP port
will always be 10001.
NOTE: Always check to make sure the port selected is not already in use by
another application/service on the server. To check, open a Command Prompt,
type netstat, and press Enter. A list of all current TCP connections and ports
will be listed.

Select the Connect to Multiple Hosts check box.
9. Click OK.

% Listen for connection [Clientlnitiated Connection]:

TCP Port: I'I oo

[T Allow Multiple Hosts to Connect [TuePart Lite Mods]

10. Select the Hardware tab.
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Serial Port 1 Settings HE

Profile: ~ TruePort

Change Profile...

M arne: I

. Eenerall Advanced Hardware | Email Alert I Facket Fl:urwardingl S5LATLS

Senal Interface: Ela-232 -
Speed: 9&00 -

Data Bite: - Druplew: IFuII "I
Parity: MHone - T Driver Canbral: I.-’-'-.utu:u vI

Stop Bits:

WO T

Flaw Contral; MHone

¥ Enable Inbound Flaw Contral
¥ Enable Outhound Flaw Contral

™ Maritor DSR

[ Monitar DCD

[ Discard Characters Received \With Ermrors
[T Enable Echo Suppression

s | Cancel |

11. For Serial Interface, select either EIA-232 (RS-232), EIA-422 (RS-422) or
EIA-485 (RS-485).

12. Set Speed to the serial interface baud rate (for example, 9600).

13. Set Data Bits to the number of bits of the serial protocol (for example, 8 bits).
14. Select the appropriate Parity.

15. Set the appropriate number of Stop Bits.

16. Select the type of Flow Control used.

17. Do not select the Monitor DSR check box.

18. Do not select the Monitor DCD check box.

19. Select the SSL/TLS tab.
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Serial Port 1 Settings 7| x|

Profile:

TruePort

Change Profile. . |

Maime: IF'erIeSeriaI

" General | Advanced | Hardware | Email &lert | Packet Fowarding  S5L/TLS

¥ Enable SSLATLS

¥ se global settings [Security->S5LATLS)

SEL/TLS Versior: f &y =]
&S Types IServel j

Cigher Suite.., |
[T Walidate Peer Certificate Yalidation Criteria,.. |

] Cancel

20. Select the following check boxes:

Enable SSL/TLS.
Use global settings (Security>SSL/TLS).

21. Click OK.
22. Select Configuration > System > Management > Time.
23. Select the Network Time tab.

24. Set the following parameters.

SNTP Mode: Unicast

SNTP Version: 3

Primary Host: Select the NTP server name created earlier.

Secondary Host: Select alternative NTP server name, otherwise set the
name as Primary Host.

NOTE: Network Time works best when the version matches that of the
NTP server. Windows time servers generally default to Version 2. External
NTP servers generally work with Version 3. If unsure, verify with the client's
network administrator.
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== DeviceManager - [xls_perle {192.168.1.122) - Connected] | =]

<& File Edit Tools WYiew ‘Window Help

=l=1x|

D Has|da| R ?

Syskem Info
s Configuration

{3 /0 Interfaces
2 Clustering
E@ Syskem
[ Alerts
E1-Z5 Managemenk
ER=
D Tirne
D Custom App/Plugin
o2 Adwanced

- 1} Status/Contral
Statistics

|, Metwork

Serial Parts

User

HTTP Tunnel

|, Syskem

Network Time | Time Zone!Summer Time [Davlight Saving Time) I

—MNTP/SNTP Seftings
Mode:

Wersion:

Primary Host:

[ rE— - |
B

™ Enable Authentication:

ImnsNTF' v[ KeplD: |u
Secondary Host: INone 'l Key ID: ID

= DeviceManager - [xls_perle (192.168.1.122) - Connected]

25. Select the Time Zone/Summer Time (Daylight Saving Time) tab.

26. Configure the parameters as per the details mentioned in Time Zone/Summer
Time (Daylight Saving Time) parameters.

=g Flle Edk Tools “iew Window Help
DI dsch W7

1) System Info
[=)-<5% Configuration
[ MNetwork,
(i) Serlal
Usars
{3 Security
(3 YO Interfaces
= Clusteting
= J Swyskem
+-ig Alerts
=15 Management
[5] P
[ Time
|| Custom AppFhugin
|8 Advanced
= /9 Control
## 1/0 StakusControl
=yl Statistics
g, Network
+ -y, Serial Ports
User
|, HTTF Tunnel
System

+

53]

+

Metwork Tame  Time Zone/Surmmer Time (Daylight S aving Time) |

Tirme Zone

Time Zone Mame:

Maode
" Mone

™ Fived

' Recuring

End Date:

Summer Tirne [Davight S aving Time)

Summer Time Name:

Time Zone Offzet:

Summer Time Oifsst: B0 mirutes

UTCAGMT

Start Date:

Time
g O a2
3/ W

week Day Time

=72 =] 7 [Sunday =| [ozoo

Neovember 'l / I'I 'I ! [Sunda_l,l 3 IUZ‘EU

Download All Changes

1

o Download is Aequired

For Help, press FL

27. Select Configuration>Security>SSL/TLS.
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<= DeviceManager - [Localhost-offlin (172.17.10.78) - Connected == -
File Edit Tools View Window Help
O E o dey 27

< [Localhost-offlin (172.17.10.78) - Connected (==

-4 1) System Info

1 X SSLATLS
-4 Configuration
: Metwork SSL/TLS settings that apply to all SSL/TLS connections
[ 1P Settings (default).
|5 Advanced
Serial SSLATLS Yersion: Any v
[ Users
o Secuity SSLATLS Type
-[8 Authentication
[F ssH
SSL/TLS
g VPIF:I [[]alidate Peer Certificate
[E HTTP Tunnel
[E Services S5L Certificate
1/0 Interfaces
[ Clustering Passphrase:
k{07 System
=-4* Control
i 1/O Status/Control
=g Statistics
1, Metwork
#-y|, Serial Ports
|, User
1, HTTP Tunnel
#ly|, System

Download &l Changes /Ay Download is Requied

28. Set SSL/TLS Version field to Any.
29. Set SSL/TLS Type field to Server.
30. Select the SSL Certificate expander.
31. Enter the password of the Root certificate(.pem) in the Passphrase field.
32. Select Tools > Advanced > Keys and Certificates.
= The Keys and Certificates dialog box displays.

== DeviceManager - [#ls_perle {192.168.1.122) - Connected] =] B3
& File Edit | Tools Wiew ‘Window Help 18| x|

| H s | Upload Configuration Fram IOLAN
——=———— Import Configuration Fram a File
: Download Configuration to TOLAM
Download Configuration o Multiple IOLARNS

:----i System
14 Configy

"1"_—| Mel that apply to all 55L/TLS connections
"D e Download Firmware ko TOLAN
-o[5] Use Set I0LAN Date/Time
E‘a et onti (eys and Certificates. ..
D — pHONS. .. Custam Files. ..
SELTLS Type: Set Factory Default Configur ation bo IOLARN
[ ssumLs -

33. In the Key/Certificate drop-down list, select Download SSL/TLS Private Key.

34. Click the browse button and upload the private key for the root
certificate(.pem).

35. Click OK.
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Keys and Certificates HE
ey / Certificate:
File: M arne: I
K.en Tupe: I RSA j
User Marnme: I j
Hizst Mamme: I j
[Fzec Tunmne! Mame: I j

o« |

Cancel |

36.
37.
38.

39.
40.
41.
42,

43.
44,
45,

Select Tools > Advanced > Keys and Certificates.
In the Key/Certificate drop-down list, select Download SSL/TLS Certificate.

Click the browse button and upload the combined root certificate
(RootCombineCert.pem file). Refer to the Device Configuration section for
more information on combining the root certificate.

Click OK.
Select Tools>Advanced>Keys and Certificates.
In the Key/Certificate drop-down list, select Download SSL/TLS CA.

Click the browse button and upload the Root certificate (RootCertificate.pem
file).

Click OK.

Click Download All Changes to make the changes to the device.

Click Reboot IOLAN.

NOTE: If a reboot is performed on the device, or power is reconnected, it will
take 90 seconds for the device to reboot and initialize. When the device is
ready, the Power button will be solid green and the Link button will be solid
amber or green.

The device is now configured.

TruePort Driver Configuration

>

1.
2,
3.

The TruePort driver is the second part of the process to link the device to the
server. TruePort is only used when the device is configured with the TruePort
profile. The TruePort driver is designed to manage all similar devices
communicating with the server. Since TruePort creates a virtual COM port, the
recommended procedure is that each device has a unique COM port for each
service.

NOTE: Serial communication and I/O access are each considered a separate
service and therefore require separate COM ports.

Install TruePort on the server.
Start the TruePort Management Tool.
At the TruePort Management Tool window, click Add.
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#dl TruePort Management Tool

© perie

Thiz tool permits pou to add. remowe and configure TruePort adapters.

Inztalled TruePaort adaphers:

Add... | Bemove I Froperties |
Cloze |

4. Enter a name for the TruePort Adapter.
NOTE: This adapter will serve a particular device and therefore map to a
specific COM port. Try to make the name descriptive so that the adapter can
easily be tracked back to a particular device.

5. Enter the IP Address or the Hosthame the device is using, and then click Next.

Add TruePort Adapter Wizard | x|

Configure TruePort Adapter
Configure the adapter's name and azsociate it with a device server on the
nietwark,

— TruePort Adapter Properties

Adapter Mame; IF'erIe_S erial

— Device Server Metwork Location

* |P Address |1E|2_1EE.1.1

i~ Hostname: I

Mext » I Cancel

6. Leave the number of ports set to 1 (if also using I/O access, then it is also
possible to set ports to 2, or add another later). Select the COM port needed to
assign to that particular device. By convention, start at COM100 and increment
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for each device and service configured. This will help to avoid any conflicts with

the existing COM ports or other devices. TruePort allows for the creation of up
to 4096 COM ports.

7. Click Next.

Add TruePort Adapter Wizard

Add Senal Ports
Azzociate COM ports with wour new TruePort adapter

Y'ou may add up tao 49 zenial ports to pour
new TruePort adapter:

— Select COM Fort Bange

T he following portg will be added:
COmMI0

Murber of Ports: 1 _:I

Starting COR Part; IEEII'MEI vI

et > I Cancel

= The TruePort Adapter will be visible in the TruePort Management Tool.

8. To edit the TruePort settings, select the adapter to edit and click Properties.

#dl TruePort Management Tool

© perie

Thiz tool permitz pou to add, remove and configure TruePort adapters.

Installed TruePort adapters:

Ferle Serial [192.168.1.1]

Properties |
Close |

Fig. 18: Installed TruePort Adapters
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ESPA Paging System - Serial Settings

1. Select the Properties window of the device port to be configured, click the

"General Configuration | Drriver I Detailsl

MB Perle_Serial [192.168.1.1)

device server.

Thiz TruePort adapter iz aszociated with the fallawing

— Device Server Infarmation

Mumber of Ports: 1

IP Address: 192.168.1.1

Achive Connections; Mone

To configure thiz Device Server at thiz time use the Perle
Devicetdanager or one of the following configuration methodz.

Web Config I Telnet Config |

Settingz |

OF.

| Cancel |

2. Click the target COM port listed in the tree view.

= The TruePort and COM port settings for this adapter displays.

Select the Connection tab.

4. Select Initiate connection to device server.
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ESPA (127.0.0.1) Settings =
Number of ports: 1 Connection | Advanced | SSL/TLS | Packet Forwarding |
X0 ESPA (127.0.0.1) o
‘J COM2 (Connect: 55000) Connection Settings [COM2)

(® Access Device Server Serial Port

Connection Mode:

() Accept connection from device server
10000 -2

(®) Initiate connection to device server
Connect to TCP Port: {55000 :

Client-Initiated Cornection Settings...

() Access Device Server 1/0 channels

33816 -2

o

plicatior |/0 Access
lent-inibated Lonnachion C '?‘HII'H;I:

Connection Profile
Current Profile:  Customized Settings

[@ Add Ports ] |x Remave Ports I @ py Settings T

Lok | [ concsl | [ apoy |

— Select Connect to TCP Port, enter the port number that was previously
assigned to the device through the Perle DeviceManager.

5. Click the Settings button next to Client-Initiated Connection.

= The following window displays:

Client-Initiated Connection Settings kS
Connection Management Options
[C] Connect at system startup

[[]Close TCP connection when COM portis closed

Deley close of TCF conneclion for

Connection Oplions

Connection Retries
O PRetry forever
(@ Mumber of retries: |4l -
| Time between connection retries _3'3 = seconds
| Restore dropped connections

Restore Defaults Cancel

6. Select the Connect at system startup check box.

7. For Connection Retries, select Retry forever.

8. Click OK.
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9. Click the Advanced tab.

Perle_Serial {192.168.1.1) Settings

Mumber of ports: 1 Cornection  Advanced | SSLATLS I Packet Fonwarding
?_J]J F_'.n_arle_SeriaI [192.168.1.1)
(y‘ COMI0 [Connect 10001 —Advanced Settings [COMBE3)

— Application Options
[~ Simulate COM part transmit delays

Additional Transmit Delay: IIj _% i}
Additional Heceive Delay ID :: s

On COM port open:

=

I

£ Always retumn successiul
¥ Fetum when connection is fully established

[ d
b amirnuinn b ait Time: |3EI _IQ o i::smn :

[~ Enumerate attached devices [i.e. modems|

¥ Drain output before setting config

¥ Send keep alive packets

Keep Alive Interval: |3D _I; seconds

™ Enable TCP Magle algarithm
[ Uze legacy UDP protocol [Full Mode anly]

o Add Ports | ¥ Femove Ports I W Cory Settings Tu:u...l Restare Defaults
0k, I Cancel | Apply |

10. Set Maximum Wait Time to 30 seconds.
11. Select the SSL/TLS tab.
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Perle_Serial {192.168.1.1) Settings Eq
MNumber of ports: 1 | Ennnectinnl Advanced SSLATLS | Packet Fnrwardingl
?_Iﬂ E'prle_SeriaI [192.168.1.1) _

¥ Enable S5LATLS Enciyption
SSLATLS Wersion:  [Any -

SS5LATLS Type: IEIient "I

—Authentication

[ “erify Peer Certificate
Certificate Authority Filenanme;

I Browse |

Walidation Criteria,..

— 55L Cerificate
v Supply Certificate

Certificate Filename:
C:hUzershddminiztratorhDeskiophSSLC Browse |

Certificate Paszphraze; | #eeeee seses

E',-i-‘,:l Add Ports | x Bemove Ports | ' Copy Settings To...l Restare Defaults

0k I Cancel | Apply |

12. Select the Enable SSL/TLS Encryption check box.
13. Set the SSL/TLS Version field to Any.

14. Set the SSL/TLS Type field to Client.

15. Select the Supply Certificate check box.

16. Click the browse button and select the combined Root certificate. Refer to the
Device Configuration section for more information on combining a Root
certificate.

17. Enter the password in the Certificate Passphrase field.
18. Click Apply and then OK.

19. Restart the Perle TruePort service.

Device Verification
ESPA Paging System - Serial Port

The easiest method to test the serial port is to attach the Perle device to the ESPA
Paging System Managed device and view any incoming messages directly from a
serial terminal, such as PuTTY.

PuTTY can be downloaded from the following link:
http://the.earth.li/~sgtatham/putty/latest/x86/putty.exe

To test the serial port, open up PuTTY from the server on the serial COM port. If
the COM port opens, then the TruePort driver is working properly.

The steps for testing ESPA Paging System communication are as follows:

1. Open PuTTY, and select Connection > Serial.

2. For Serial line to connect to, enter the TruePort COM port number.
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3.

Enter the parameters for Speed (baud), Data bits, Stop bits, Parity and Flow
control for the external device that will be transmitting ESPA Paging System
data.

Categary:

About | Open I Cancel

- Sesgion Optiots contralling local seral lines |
. Logging
- Termninal

- Kepboard
- Bell

- Features
- Window Speed [baud) IEIEEIEI
- Appearance
- Behaviour
- Tramglation Stop bits [1
ii:gﬁ:?n Parity I MHone j
= Connection Flow contral [Nane |
- Data
- Prowy
- Telnet
- Rlogit
- 55H

— Select a zerial line

Serial ling o connect ko II:EIM'I 0

— Configure the serial line

D ata bits IE

4,
5.
6.

Select Session > Serial.
Click Open to establish a serial session.

While the serial session is open, force a response from the external device so
that serial ESPA Paging System data is sent. This data should now be in the
terminal session.

NOTE: If no data is sent, verify that RX and TX pins are not switched. If data is
incoherent, check that the serial settings (baud rate, data bits, stop bits,
parity, and flow control) are all set properly. Settings need to match in
PuTTY, Perle (through Perle device manager) and the external ESPA Paging
System Managed device.

ESPA Paging System Troubleshooting

Problem: Once the device is created in the Device Editor section, the
corresponding device gets in Connected state based on the Check Status Rate
configured in the Configuration Properties of the driver. However, at times the
device does not get connected after the Check Status Rate duration.

Solution: Perform the following steps in sequence until the device gets connected
after a particular step. After each step, wait for the Check Status Rate duration
and monitor the device connection status

1.
2,

Restart the TruePort service.

Reimport the certificates on device manager and reboot the Perle IOLAN
device.

Reboot the Server.

A6V12131888_en_a_51

Restricted 137 | 460



MNS Supported Physical Device Configurations
ESPA Paging System

4. Disconnect the power cable of the Perle IOLAN device, wait for a few seconds
and then reconnect the power cable.

5. Power off and on the devices connected to the Perle IOLAN device.

Installing ESPA 4.4.4 Interface Device

This section provides information for mounting the hardware and gives details
about the wiring and connection of the device.
Prerequisites
The prerequisites for the installation of ESPA 4.4.4 Interface Managed device are
as follows:
e ESPA 4.4.4 Interface Managed device
e RS-232 communication cable
NOTE: As per ESPA 4.4.4 protocol, enter the following values for the
corresponding fields while configuring the ESPA 4.4.4 Managed device: Data
Bits - 7, Parity - even parity, and Stop Bits — 2
Mechanical Installation
For instructions on the mechanical installation, refer to the manufacturer’s
installation manual included with the ESPA 4.4.4 Interface Managed device.
Electrical Installation

For instructions on the electrical installation, see the installation manual included
by the manufacturer with the ESPA 4.4.4 Interface Managed device.

Perle Device Installation

Prerequisites

Before proceeding, ensure that the following items are available:

Perle IOLAN SDS1 (serial only model)

9-30VDC (400mA min) power supply, if not included with device

Category 5 Ethernet cable

Computer or server in the same subnet network as the device

The device installation CD or a computer with network access

DB9 RS-232 serial cable — for use in serial communication applications.
NOTE 1: The driver (TruePort) used to communicate with the device must be
installed on the same server/machine that runs the MNS application.

NOTE 2: Have an RJ45 jack available that is connected to a properly
configured IP network. The network must allow for IP addresses to be assigned
statically or through DHCP.

NOTE 3: To configure the device, a computer located in the same network is
required.

NOTE 4: Prior to commissioning the system, a compatibility check should be
performed for all devices and services to be integrated (refer to the Notification
System Description document for compatibility information).

Mounting

The Perle device has two brackets on the side of the mounting holes. The
recommended procedure is to fasten the device to a flat surface by placing screws
through the mounting holes.

Power
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1. For the Perle device, use a power adaptor capable of 9-30VDC output and
400mA. If there is a barrel connector, cut the connector off and plug the leads
into the terminal block marked 9-30VDC on the device.

2. Before supplying power, check the polarity of the adaptor leads. The grounded
lead should connect to the pin marked "-".

3. The hot lead should be connected to the pin marked "+".

= On each power-up or reboot, the device takes at least 90 seconds before
becoming operational. When the device is completely booted up, the
Power/Ready display should be solid green.

Ethernet

1. Plug one end of the Ethernet cable to the RJ45 jack on the device.

2. Connect the other end of the Ethernet cable to your network jack.

= After a few seconds, the Link/10/100 should be solid amber or green.

NOTE: Amber refers to a 100Mb connection. Green refers to a 10Mb
connection.

NOTE:

The device does not have DHCP turned on as factory default. Configure the
device to use DHCP or assign a static IP with a computer that is attached to
the same subnet.

Serial Connector

Plug one end of the serial cable to the DB9 connector on the device. Connect the
other end of the serial cable to the device that will communicate serially.

Some devices do not have different connectors for serial communication or custom
pinout. As a result, use the DB9 pinout for the following Perle device as a reference
on how to properly wire the serial cable.

NOTE:
Keep the Console/Serial switches on the device in OFF position.

The following table provides pinout information:

Pinout EIA-422/485 EIA-485
9-pin ElIA-232 Full Duplex Half Duplex
1 (in) DCD

2 (in) RxD RxD+

3 (out) TxD TxD+ TxD+/RxD+

4 (out) DTR

5 GND GND GND

6 (in) DSR RxD-

7 RTS

8 (in) CTS

9 TxD- TxD-/RxD-

Fig. 19: SDS1 Pinout
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The following table provides pinout information:

Pinout ElIA-422/485 EIA-485
9-pin ElIA-232 Full Duplex Half Duplex
1(in) DCD

2 (in) RxD RxD+

3 (out) TxD TxD- TxD-/RxD-

4 (out) DTR

5 GND GND GND

6 (in) DSR RxD-

7 RTS TxD+ TxD+/RxD+
8 (in) CTS

9

Fig. 20: TD2R2 Pinout

NOTE:
RS232 pinout on both models are the same. However, RS485 pinout differs on
both.

ESPA Paging System Device

This section provides reference and background information for integrating the
European Selective Paging Manufacturer's Association (ESPA) 4.4.4 compliant
device. For procedures or workflows, see the step-by-step section.

Notification provides the capability to integrate with existing paging systems in the
ESPA 4.4.4 protocol, this allows Notification to send messages to paging
recipients. The following figure is a conceptual overview of a simplified set up.

System Server

Notification ﬁ

Application g
Paging ﬁ

ESPA 444 Messag es|
Interface > &
Driver

Paging Group

Note 1: The paging messages launched by Notification cannot be canceled.
Notification only supports Launch operations for paging messages.

Note 2: The ESPA 4.4.4 protocol supports up to 128 characters. However, the
ASCOM device currently tested with Notification supports 120 characters.

Note 3: The ESPA 4.4.4 protocol only supports the International Alphabet No. 5
(IA5) character set.

Below is an overview over a system using the RS-232 configuration:
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Motification
Server

ESPA Driver

e el Frequenty
Software SDVStF-‘mf : ﬁ
Serice EWICE |
| semee | ! &
% Pager 1
i ]
Legerd . y ESPA Capale
P 1 s Paging Station
oy, B
Vol Phore Ethemet
e Ethemet:

volP Phune thernet:

Paging Station
Recipients

ESPA Paging System ration:

Notification
Server

Perle SDS1

ESPA Driver

EE Systems 0\’ Pager 1
Service Device &

Pager n

“0olP Fhone Ethernet
themet

vaolP Phnne Etherne

Paging Staticn
ESPA Paging System —Configuration Properties

Radio Freguency

R3-232

ESPA Capahble
P aging Station

Legend

Recipients

¥ Configuration Properties

Name:
Serial Port Number
Device Mode
Deviceld[2:30]
Baud Rate
Parity
Stop Bits
Data Bits [5: 8]
Mo Of Transmissions [1:10]
Default Mo Of Transmission [1:10]
DefaultCallType [1:3 ]
Default Priority
ESPA 444 Priority Values
Defaurt Beep Coding

Beep Coding Values

Value
COM1
Operational
2
9600
Even

2

3

Mormal

Low: Mormal, ...
2

Life Alert: 3, ..

e Serial Port Number: Enter the COM port address of the device. The user
should enter a valid COM port address string of the device. This string should
always have the format as COM followed by an unassigned integer number, for

example, COM1.

e Device Mode: Select one of the following modes from the drop-down list:
Disabled: In this mode, the driver does not process the messaging command
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and/or the device configuration change command, but will perform status
checks for the device. The device remains in a Disconnected state.
Operational: In this mode, the driver processes the messaging command, the
device configuration change command, and performs status checks for the
device. The device will be in a Disconnected / Connected state based on the
connection state.

Administrative: In this mode, the driver processes the device configuration
change command and performs status checks for the device. The device will
be in a Disconnected / Connected state based on the connection state.

e Device ID: Enter the ID assigned to the device.

e Baud Rate: Select the Baud Rate the device is using serially from the drop-
down list.

e Parity: Select the Parity, the device is using from the drop-down list.

e Stop Bits: Select the number of Stop Bits, the device serial protocol is using
from the drop-down list.

e Data Bits: Select the number of Data Bits, the device is using to communicate
serially.
NOTE: The value range is 5 to 8 bits.

e No. of Transmissions: Enter the number of attempts, a message should be
sent by the ESPA managed device to the corresponding recipients. For
example, if the No. of Transmissions is set to 3, the ESPA managed device
sends the message 3 times to the recipients. If the delivery of the message to
the recipients is successful in these 3 attempts, the ESPA managed device
sends the acknowledgement to the Notification system. If the delivery is not
successful, the ESPA managed device sends the negative acknowledgement
to the Notification system.

e Default No. of Transmissions: Enter the default value of the number of
transmissions of the ESPA managed device.
NOTE: Refer to the configuration manual provided by the ESPA managed
device manufacturer for the default values. Change the default value but the
value defined in the ESPA managed device should be equal to the value
defined in Default No. of Transmissions field of the Notification system.

e Default Call Type: Contains the default values of call types for the ESPA
managed device. The details of each call type are mentioned below:
1 - Reset (cancel) call
2- Speech call
3 - Standard call
NOTE: Refer to the configuration manual provided by the ESPA managed
device manufacturer for the default values.

e Default Priority: Contains the default value of priority for the ESPA managed
device.
NOTE: Refer to the configuration manual provided by the ESPA managed
device manufacturer for the default values.

e ESPA 4.4 .4 Priority Values: Map the message priority with the ESPA 4.4.4
priority values.

e Default Beep Coding: Contains the default value of beep coding records for
the ESPA managed device.
NOTE: Refer to the configuration manual provided by the ESPA managed
device manufacturer for the default values.

e Beep Coding Values: Maps the message type with the beep coding values.

ESPA Paging System - Routing Configuration

The Routing Configuration expander displays the fields required for the
configuration of routing priority and routing expressions for the device. It is possible
to add more than one operator in the Routing Expression expander. The logical
function followed here is OR. For example, if the user selects Contains as one
operator and Starts with as another operator, Notification will search for either the
value specified under Starts with or Contains operators.
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¥ Routing Configuration

Routing Priority [ 1: 1000 ] 50

Routing Expression Accept al

Address filter

Operator Value

Contains

Routing Priority: Select the routing priority for the ESPA managed device. If
more than one managed devices of the same type are configured, then based
on this priority setting, the managed device is selected sequentially. For
verifying whether this device can be used for sending message to a recipient or
not, the routing expression of the managed device must match the address
format of the recipient. Select any number from 1 to 1000.

NOTE: A Routing Priority of 1 will have the highest priority.

Routing Expression: Enter an operator. This operator is evaluated against the
recipient user device addresses. If a recipient address matches the operator
set in the Routing Expression, the message for that recipient user device
address gets routed through an intermediate device.

Accept all: Select to allow all routing expressions.

Address filter: Select to allow a specific operator listed under Operator drop-
down list.

ESPA 4.4.4 Interface - Operator: Select a filter criterion.
Value: Enter the value for the selected filter criterion.
Add: Allows the user to add an operator.

Remove: Allows the user to remove an operator.

ESPA Paging System - Operator

Operator Description

Contains Checks whether the recipient user address string contains the assigned

value or not. If it does, the corresponding message is routed through the
device.

Does Not Contain Checks whether the recipient user address string contains the assigned

value or not. If it does not, the corresponding message is routed through the
device.

Starts with Checks whether the recipient user address string starts with the assigned

value or not. If it does not, the corresponding message is routed through the
device.

Does Not Start With Checks whether the recipient user address string starts with the assigned

value or not. If it does not, the corresponding message is routed through the
device.

Ends With Checks whether the recipient user address string ends with the assigned

value or not. If it does, the corresponding message is routed through the
device.

Does Not End With Checks whether the recipient user address string ends with the assigned

value or not. If it does not, the corresponding message is routed through the
device.

Equals Checks whether the recipient user address string is equal to the assigned

value or not. If it does, the corresponding message is routed through the
device. This operator performs character by character match between the
recipient user device address and the assigned value. If the recipient user
device address is 91-123 and the assigned value is 91123, the
corresponding message is not routed through the device.

Not equals Checks whether the recipient user address string is equal to the assigned
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value or not. If it does not, the corresponding message is routed through the
device. This operator performs character by character match between the
recipient user device address and the assigned value. If the recipient user
device address is 91-123 and the assigned value is 91123, the
corresponding message is routed through the device.

Less Than

This operator is evaluated only with numeric values (whole numbers or non-
negative integers) of the recipient user device address and the assigned
value. Enter numeric values from 0 to 9,223,372,036,854,775,807 (maximum
64 bits long). If the recipient user device address string contains a character
other than digits or + or - sign, the corresponding message is not routed
through the device. This operator performs mathematical Less Than or Equal
To (<=) operation.

Less Than Or Equal To

This operator is evaluated only with numeric values (whole numbers or non-
negative integers) of the recipient user device address and the assigned
value. Enter numeric values from 0 to 9,223,372,036,854,775,807 (maximum
64 bits long). If recipient user device address string contains a character
other than digits or + or - sign, the corresponding message is not routed
through the device. This operator performs mathematical Less Than or Equal
To (<=) operation.

Greater Than

This operator is evaluated only with numeric values (whole numbers or non-
negative integers) of the recipient user device address and the assigned
value. Enter numeric values from 0 to 9,223,372,036,854,775,807 (maximum
64 bits long). If the recipient user device address string contains a character
other than digits or + or - sign, the corresponding message is not routed
through the device. This operator performs mathematical Less Than or Equal
To (<=) operation.

Greater Than Or Equal
To

This operator is evaluated only with numeric values (whole numbers or non-
negative integers) of the recipient user device address and the assigned
value. Enter numeric values from 0 to 9,223,372,036,854,775,807 (maximum
64 bits long). If the recipient user device address string contains a character
other than digits or + or - sign, the corresponding message is not routed
through the device. This operator performs mathematical Less Than or Equal
To (<=) operation.

Regular expression

This operator is used to evaluate the recipient device address with Regular
expression given in the assigned value string.

ESPA Paging System - Device Capability Mapping to Message Priorities

The ESPA Paging System Managed device allows the mapping of the ESPA 4.4.4
priority values to the message priorities of outgoing messages. For every message
priority select ESPA 4.4.4 priority values. For example, a notification priority High
can be associated with ESPA 4.4.4 priority value Alarm (Emergency). Refer to the
following image for more information.

¥ (Configuration Properties

ESPA 444 Priority Values
Default Beep Coding

Beep Coding Values

Name: | value |
Serial Port Number COmM1

Device Mode Operational

Deviceld [ 2:30] 2

Baud Rate EL]

No Cf Transmissions [1:10] 3

Default No Of Transmission [ 1:10] 2

DefaultCallType [1:3] 3

Default Priority MNormal

Message Priority | ESPA 444 Priority Values |

Low
BelowMonma
Mormal
AboveNorma
High

Alarm{Emergency)

ESPA Paging System - Device Capability Mapping to Message Types
The ESPA 4.4.4 Managed device allows mapping of each message type to a
corresponding beep coding value. Select a beep coding value for each message
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type. The beep coding values are available in the drop-down list. Refer to the
following image for details.

¥ Configuration Properties

Name: | value |
Serial Port Mumber COM1
Device Mode Operational
Deviceld [ 2:30] 2
Baud Rate 2600
Mo OFf Transmissions [1: 10 ] 3
Default No Of Transmission [ 1:10] 2
DefaultCallType [1:3] 3
Default Priority MNormal
ESPA 444 Priority Values Low: | ...
Default Beep Coding 2
Beep Coding Values Message Type | Beep Coding Values |
Life Safety Alert
Life Safety Ewacuation [Empty]
Life Safety Clear 1
Fault Warning 2
Information 3
Advertisement g
&
7
8
9

Examples of Regular Expressions

Regular Expressions | Description

Md+ String starts with one or more digits only.

A[+](91) String should start with +91.

A+Nd$ String ending with digits only.

A[0-9]{10}(52|56|57)$
79881231231%

String is 12 digits long (numbers only) and ends with 52, 56, or 57.

Matching exact mobile number.

Export DME File

Export DME File

The .dme is a binary file that consists of all the configuration settings for a
particular Perle device. After completing the configuration, user can save the
configuration values as a backup by creating a .dme file for a particular device. The
.dme file can be used to restore the configuration of the perle device. The .dme file
can also be used to configure similar Perle devices with minimal modifications in
the configuration settings.

Complete the following steps to save a backup (.dme file) of the Perle device
configuration file:

1. Open the DeviceManager.
= A list of all the devices available in the network displays.

2. Select the device whose configuration setting is to be saved as a dme file.
In the Establish Connection to dialog box, click OK.

4. In the Login window, enter the device password. The factory default password
is superuser.

A6V12131888_en_a_51

Restricted 145 | 460



MNS Supported Physical Device Configurations
Export DME File

Syskem Info

+se Configuration
- B-{EE Network
- Serial

..... D Users

[+ Security

----- [E Clustering

[+-{Z3 System

Statistics

i, Metwork

- yl, Setial Ports
User

1, HTTP Tunnel

-y, System

== I0OLAN-06C3ED (172.17.10.51) - Connected

— Sypstem Info Summary

Mame: 10LAMN-0EC3ED
tadel: 10LAN 5051
Firrnware: 4B6.G1
U ptirme: 2 Dapsz 19:56:34
~Interface(z] Details
Interface Mame: Ethermet 1
MAC Address: 00-80-04-06-C3-ED
Interface Active: res
P4 Details
IPwd Address: 172171051
DHCP Enabled: res
Subnet Mask: 255,255, 265.0
Default Gateway: 17217101
 IPvE Details
IPwE Autoconfiguration: Enabled
DHCPYE Enabled: Ha
Default Gateway:
IPvE &ddress(es]:

[ E3

Download All Changes

Fig. 21: System Info dialog box

5. From the menu, select File, and click Save As.

6. In the Save As dialog box, specify a name and format for the file.
NOTE: Save the file as .dme file.

5ave As

Save in:l ; CA Cert

j.@? ‘.".‘mv

Mame = |v| Drake modified

I'I Type

Mo ikerms match wvour search,

1 |

2+

File name: ||

Save az type: IBinar_l,l Configuration [*.dme]

Save I
j Cancel |

v

Fig. 22: Save As dialog box

7. Click Save.

= The Perle device configuration setting is successfully exported to the .dme file.
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Facebook Device

Facebook Device

This section provides reference and background information for integrating the
Facebook device. For procedures and workflows, see the step-by-step section.

Notification has the capability to send messages to Facebook. The users can use
an existing app or create a new app on Facebook for receiving the messages sent
by Notification. This occurs when incidents are initiated within Notification targeting
the Facebook device configured into the system. This will appear as a Status
Update in the Facebook account configured with the device.

Notification Server

Subsystem

Facebook
Driver

Other Facebook users following the app created on Facebook, for example, the
Notification app will then be able to receive these status updates on their Facebook
accounts. In the case of message delivery failure due to network interruption, the
Notification system makes three attempts to successfully deliver a message to a
Facebook account. If Notification cannot successfully deliver a message to
Facebook after three attempts, the message will be marked as failed in the user
interface.

Facebook Device
This section provides additional procedures for integrating the Facebook device.
For workflows see the step-by-step section.

Facebook Account Creation and Registration

For Notification to be able to post comments on Facebook, an account needs to be
created. This should be followed by registering the Notification system with the
newly created account. It is then possible for the Notification system to post
comments using the registered account.

Notification Application Registration

Follow the steps below to register Notification with the Facebook account just
created. The Facebook procedure requires validating the identity of the account
and it may take up to two months before a Facebook app can be created with the
account. This activity needs to be completed before proceeding further. Follow the
steps detailed in the following section to complete this activity.

Register New App

1. If an app is not already available in the account, the account needs to be
registered as a developer.

2. Select the URL htitps://developers.facebook.com/apps and enter the credentials
to log on to the account.

3. Inthe Become a Facebook Developer dialog box, click Register Now.
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facebook for developers Products Docs  Tools BSupport  Mews  Case Studies an m
Become a Facebook Developer
. ===

4. If you agree to the terms and conditions, click Yes to accept the Facebook
Platform Policy and Facebook Privacy Policy.

Register as a Facebook Developer

Mns Mns
Do you accept the Facebook Platform Policy

and the Facebook Privacy Policy? No

Cancel

Click Register.

6. Follow the steps to verify the account.
NOTE 1: Depending on the location, the user may be required to enter different
means for confirmation, such as a mobile phone number or an email. Follow
the steps presented by the Facebook site.

= On successful registration, click Create App to create new application.

General Guidelines

Due to the dynamic nature of the Facebook User Interface, detailing every required
step is beyond the scope of this document. This document is tested on Facebook
API version v2.8.

In case, the instructions given in the guide and the Facebook User Interface do not
match, the user can create and configure the Facebook app for pages, by referring
to the link https://developers.facebook.com/docs/apps/reqgister. The user can also
search for the below mentioned fields and set the required values.

The following table lists the field names along with the values:

Field Location (may vary depending on | Value
the Facebook version)

Require App Secret Settings>Advanced>Security NO

Allow API Access to App Settings Settings>Advanced>Security NO

Client OAuth Login Add Product YES

Web OAuth Login Add Product NO

Embedded Browser OAuth Login Add Product YES

Create New App
> This document is tested with Facebook API Version v2.8.

AP Version App ID
v2.8 1615788632048586
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Select the URL https://developers.facebook.com/.

Log on to the Facebook Account using a valid user name and password.
Select My Apps, select Add a New App.
= The Create a New App ID dialog box displays.

Create a New App ID

Display Name

MMass Motification

Contact Email

Category

Choose a Category «

Facebook Platform Policies Cancel [EsCEICE.A01]

© N o o &

Enter a name for the App, for example, Mass Notification.

Enter contact email ID.

Select Apps for Pages from the Category drop-down list.

Click Create App ID.

Complete the Security Check.

= The App is now created.

Click Settings. The page displaying the basic settings of the app should be

visible.

NOTE: Write down the values in the App ID and App Secret fields. The value
in the App Secret field is displayed after clicking Show. The values specified in
the App ID and App Secret fields are needed for configuring the device in
Notification.
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@ Mass Notification ~ APP ID: 542226589319702 ~* \iew Analytics #% Tools & Support  Docs
Dashboard
Settings
App ID App Secret
542226589319702 ssssssee Show
Display Name Namespace

Mass Notification

App Review App Domains Contact Email

Privacy Policy URL Terms of Service URL

+ Add Product

App lcon Category
Apps for Pages +

10. Click Save Changes.

Using an already existing app

If an app has already been created and is available for use, follow the steps below
to select the application settings page. This is necessary before proceeding to the
configuration step.

1. Select the URL https://developers.facebook.com/apps and enter the credentials
to log on to the account.

= The available apps display.

facebook for developers Products Docs Tool B Support  Mews  Case Studees Search My apps ¥
Search apps by tithe GLCSEER e

Mass Notification
@ ADp 1D 394406807570383

2. If more than one app is created, choose the app to be used with Notification.
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Configuring Application Settings

1.

o DN

Click Settings to edit the configuration settings for the configured app.

APP ID: 542226589319702

#B Mass Notification ~

Dashboard
Settings
App ID
Basic 542226589319702
Advanced
Display Name

Roles
Mass Notification
Alerts

App Review App Domains

FramiasiarT Privacy Policy URL

Privacy policy fol

+ Add Product

App Icon

~ View Analytics

Login dialog and App Details

# Tools & Support  Docs

App Secret

-------- Show
Namespace
Contact Email

Used for important communication about your app
Terms of Service URL

Terms of Service for Login dialog and App Details

Category
Apps for Pages =

Discard Save Changes

= The values for the basic settings display.

Click Save Changes.

Select Advanced.

Edit the Display Name and Contact Email fields.

In the Client Token expander, do the following:
a. Select NO for the Require App Secret field.

b. Select NO for the Allow API Access to App Settings field.
c. Leave the other fields as default.
d. Leave the Migrations setting as default.

Client Token

272af79c14b4b61bbd60DTIT 1e366bad

Require App Secret

| Require app secret for server APl calls

Allow APl Access to App Settings

| Setto No to preventchanges to app settings

through APl calls

Reset |

Require 2-Factor Reauthorization
Require 2-fac to change application settings

6

. Click Save Changes.

7. Click Add Product from the left pane.
= The Product Setup option displays.
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@ Mass Notification ~ APP ID: 542226589319702 A2 View Analytics & Tools & Support

Dashboard
Setlings
Roles
Alerts

App Review

Facebook Login

+ Add Product

facebook for

Product Setup

Docs

Facebook Login

The world's number one social login product

Get Started

Audience Network

Monetize your mobile app or website with native ads from 3 million Facebook advertisers

Analytics for Apps

ps helps you understand how people are using your desktop and mobile websites

Account Kit

Seamless account creation. No more passwords.

Get Started

Get Started

Get Started

8. Click Get Started next to Facebook Login.
= The Client OAuth Settings option displays.

9. In the Client OAuth Settings expander, do the following:
a. Select YES for the Client OAuth Login field.
b. Select NO for the Web OAuth Login field.
c. Select YES for the Embedded Browser OAuth Login field.
d. Leave the other fields as default.

Client OAuth Settings

Client OAuth Login

Enables browser control redirect uri for
OAuth client login. [7]

Walid OAuth redirect URIs

“alid OAuth redirect URIs.

Login from Devices

Enables the QAuth client login flow for
devices like a smart TV [7]

Es Enables the standard OAuth client token flow. Secure your application and prevent abuse by locking down
which token redirect URIs are allowed with the options below. Disable globally if not used. [?]

o Web OAuth Login Force Web OAuth Reauthentication
Enables web based OAuth client login for ‘When on, prompts people to enter their
building custom login flows. [7) Facebook password in order to log in on the

web. [7]
— Embedded Browser OAuth Login

10. Click Save Changes.

= The application settings have now been configured for the Facebook app.

EN - Facebook Account Creation

1. Select the Facebook homepage at https://www.facebook.com/.

> 0N

Fill in the details in the Sign up section or Create an account section.
Click Sign up or Create my account.

Proceed to the next steps once the account is successfully created and post
one or more status updates throughout the Facebook website interface.
NOTE 1:

The above workflow is only needed when a customer/organization does not
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have a Facebook account that they want to use.

NOTE 2:

If all Internet traffic is to be routed through an authenticating proxy, then the
Facebook driver needs to be deployed only on the main Server and not on the
Front End Processor (FEP). If deployed on FEP, there can be authentication
problems when the Facebook driver attempts to access the Internet. Refer to
Desigo CC's Installation section for more information on Server and FEP.
NOTE 3:

Go through Facebook’s Terms of Use and follow the rules set forth by
Facebook. The rules are still valid even when making posts to the Facebook
account through Notification.

NOTE 4:

The aim of this document is to familiarize the user with what to expect on the
Facebook site.

Select the Facebook homepage at https://www.facebook.com/.

Fill in the details in the Sign up section or Create an account section.

Click Sign up or Create my account.

A e bd =

Proceed to the next steps once the account is successfully created and post
one or more status updates throughout the Facebook website interface

NOTE 1:

The above workflow is only needed when a customer/organization does not have
a Facebook account that they want to use.

NOTE 2:

If all Internet traffic is to be routed through an authenticating proxy, then the
Facebook driver needs to be deployed only on the main Server and not on the
Front End Processor (FEP). If deployed on FEP, there can be authentication
problems when the Facebook driver attempts to access the Internet. Refer to
Desigo CC's Installation section for more information on Server and FEP.

NOTE 3:

Go through Facebook’s Terms of Use and follow the rules set forth by Facebook.
The rules are still valid even when making posts to the Facebook account through
Notification.

NOTE 4:

The aim of this document is to familiarize the user with what to expect on the
Facebook site.

Flat Panel Display Device

Flat Panel Display Device

The flat panel display is capable of receiving and displaying multimedia
downloaded by the BrightSign devices. The flat panel display is connected to the
media controller through a HDMI cable, for delivering multimedia, and a RS-232
cable. The RS-232 cable is used by the BrightSign device to control certain
parameters of the flat panel display such as ON/OFF, volume adjustment, and
video input selection.
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Notification

Server NG

—Ethernet:

Cat5e

Software System/
Service Device

Cat5e
Cable

Legend

Hardware
Port

Ethernet:
Cable
Ethernet| BrightSign

Serial Cable
RS232 H(DBQ to DBQ)H RS232 Flat

N Panel
Port Device HDMI | HDMI 1.3 or higher% HDMI Di:;zy
out Cable IN

All content delivered by the BrightSign device is downloaded from the Notification

server.

The BrightSign device can very easily support any type of flat panel display as long
as the corresponding flat panel display meets the following criteria:

e 1920x1080 resolution
e HDMI video input
e External control through RS-232C

Flat Panel Display Device
This section provides additional procedures for integrating the Flat Panel Display

device.

For workflows see the step-by-step section.

Installing Flat Panel Display Device

This section provides the user information on mounting the hardware and wiring /
connection details for the device.

Prerequisites

e BrightSign XD1033 media controller, firmware version 6.2.94 or greater.

e RS232 communication cable (DB9 female controller end). Check the LCD
model to determine whether the cable is straight through or null modem type,
and whether the serial port requires a female or male end. Maximum cable
length between the media controller and flat panel display should be 50 feet.
NOTE: Check the LCD model to determine whether the cable is straight
through or null modem type, and whether the serial port requires a female or

male end.
Display Model Connector on Monitor | Serial Cable for Connector on Media Controller
Commanding
Sharp PNE421 DB9-M (Input Port) | Feeemeemmmmme- F
(Straight Through)
Sharp LC42D69U DB9-M =S F
(Null Modem)
Samsung DB9-M (Input Port) | Femeeeeemmeemm F
LC-400FP3 (Null Modem)
Samsung Stereo 3.5 mm Jack | M---me-memmmm- F
ED46D (TRS Connector)

The following serial cable part numbers can be ordered from Siemens SAP:
52038 - Female to Female Null Modem Cable
52035 - Female to Female Straight Through Cable
52030 - Female to Male Straight Through Cable
52184 - Female to Male Null Modem Cable
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e Line cord for AC power (included with flat panel display).

e HDMI Cable compatible with HDMI 1.3a or higher devices (included with the
media controller).

NOTE: The Samsung models ED32D, ED40D, ED55D, ED65D and ED75D are

also compatible with Notification. Select Samsung ED46D in the LCD Display

Commanding field to use the above models. Refer to the Device Configuration

Properties section of the Media Controller Integration Guide for more information.

Disclaimer:

Prior to commissioning of system, a compatibility check should be performed for
all devices and services to be integrated (refer to Notification System Description
document for compatibility information).

jmie

Mechanical Installation

To mount the flat panel display, follow the manufacturer’s instructions for proper
mounting and installation.

Electrical Installation

e Connect the HDMI cable to the HDMI port on both the flat panel display and the
media controller. Refer to the TV manufacturer’'s operation manual to locate the
HDMI port on the flat panel display.

NOTE: Most flat panel displays contain multiple HDMI ports. Be sure to note
which HDMI port will be used on the flat panel display, as this is required for
remote control by Notification and the media controller.

e Connect the RS-232 serial cable to the RS-232C port on the media controller.
Refer to the flat panel display manufacturer’s operation manual to locate the
RS232C port on the flat panel display.

NOTE: Check the LCD model to determine whether the cable is straight
through or null modem type, and whether the serial port requires a female or
male end. The media controller end of the RS-232 cable requires a female DB9
connector. The following table lists the serial cables required for some device

models:
Display Model Connector on Monitor | Serial Cable for Connector on Media Controller
Commanding
Sharp PNE421 DB9-M (Input Port) | Feeemeemmmmme- F
(Straight Through)
Sharp LC42D69U DB9-M =S F
(Null Modem)
Samsung DB9-M (Input Port) | Femeeeeemmeemm F
LC-400FP3 (Null Modem)
Samsung Stereo 3.5 mm Jack | M---me-memmmm- F
ED46D (TRS Connector)

e Connect the line cord to the power connector on the media controller. Refer to
the flat panel display manufacturer's operation manual to locate the power
connector on the flat panel display.

Installation Verification

Use the remote control included with the flat panel display to turn on the display.
The flat panel display should display a no signal message.
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1.12

Configuring and verifying Flat Panel Display Device

Follow the manufacturer’s user manual on instructions for adjusting and configuring
the flat panel display. Parameters that can be configured to the user’s liking include
the following:

e Brightness
Tint

Contrast
Sharpness
Color Intensity
White Balance

GSM Modem Device
GSM Gateway

This section provides reference and background information for integrating the
Global System for Mobile Communications (GSM) Gateway with the system. For
procedures or workflows, see the step-by-step section.

Notification allows configuration of the GSM Terminal device to deliver SMS
messages to intended recipients and to receive reply SMS messages from the
recipient users. The system sends messages to the SMS receiver devices using a
GSM Gateway with Attention (AT) command.

The GSM Terminal device can be configured using Perle configuration or using
Serial Cable configuration using the Recommended Standard 232 interface (RS
232).

Use the two examples with images below for further information:

Below is an overview over the system using the Perle configuration:

Notification catse SSoftW_are Systery
Server ervice S
NICI——Fthernet Device
Cable
— Port

Legend

CatSe
Ethernet:

Cable
Perle
SDS1 -
RiA5 or DB9 | Rs232 | Serial GSM/GPRS
Serial (DB to DB9) Port

Perle Modem
TD2R2 (For example, Cinterion MC55it)

NOTE 1:

The GSM Terminal device accepts a SIM card that has SMS services enabled.
Without enabling these services on a SIM card, you cannot send SMS through the
device.

NOTE 2:

In order to use message reply and the escalation functionality, the mobile number
configured in the recipient user device must have the following number format:
+[country code][number]. For example, +17327572923.

NOTE 3:

Notification through GSM modem supports Universal Coded Character Set 2-byte
(UCS-2) character encoding. For example; it is possible to send Cyrillic and
Chinese SMS.

Below is an overview over the system using Serial Cable configuration:
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Notfication | D89 RS-232 Serial
Server ::; Serial Cable Port GSMIGPRS

Modem

(For example, Cinterion MC55it)

NOTE:

The Configuring GSM Gateway section details the configuration settings required
while using Perle. If using the Serial Cable configuration, skip the Perle Device
Installation and Engineering sections.

Routing Configuration Expander

This expander displays the fields required for the configuration of the routing
priority and routing expressions for the device. More than one operator can be
added under the Routing Expression expander. The logical function followed
here is OR. For example, if you select Contains as one operator and Starts with
as another operator, Notification will search for either the value specified under
Starts with or Contains.

¥ Routing Configuration

Routing Priority [ 1: 1000 ] 50
Routing Expression Accept al
Address filter
Operator Value

Contains

e Routing Priority: Select the routing priority for the GSM Terminal device. The
routing priority determines, in which order the routing expressions of the
devices configured under the same field network are evaluated. Select a
number between 1 and 1000 as the Routing Priority.

NOTE 1: A Routing Priority of 1 will have the highest priority.

NOTE 2: It is acceptable that two GSM Terminal devices have the same
routing priority as long as it is guaranteed that their routing expressions cannot
match against the same recipient user device address. The routing expressions
have to be mutually exclusive otherwise, the system's routing behavior is non-
deterministic.

e Routing Expression: Enter one or more Operator/Value expressions. These
expressions are evaluated against each Recipient User Device address that a
message is sent to. If an address matches at least one of the Operator/Value
expressions of a GMS Terminal device, the message to that Recipient User
Device will be routed through the intermediate GMS Terminal device.

e Accept all: Specify if this managed device can be used for messaging to a
recipient that is in any address format.

e Address filter: Select to accept only those routing expressions which meet the
conditions set under Operator and Value.

e Operator: Select the condition for the routing expression from the drop-down
list.

e Value: Enter a suitable value for the selected Operator condition.
Add: Add Operator and Value.
Remove: Remove Operator and Value.

Operator Conditions for the Routing Expressions
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Operator

Description

Contains

Checks whether the recipient user address string contains the assigned
value. If yes, the corresponding message is routed through the device.

Does Not Contain

Checks whether recipient user address string contains the assigned value. If
not, the corresponding message is routed through the device.

Starts with

Checks whether recipient user address string starts with the assigned value.
If yes, the corresponding message is routed through the device.

Does Not Start With

Checks whether recipient user address string starts with the assigned value.
If not, the corresponding message is routed through the device.

Ends With

Checks whether recipient user address string ends with the assigned value.
If yes, the corresponding message is routed through the device.

Does Not End With

Checks whether recipient user address string ends with the assigned value.
If not, the corresponding message is routed through the device.

Equals

Checks whether recipient user address string is equal to the assigned value.
If yes, the corresponding message is routed through the device. This
operator performs a character by character match between the recipient user
device address and the assigned value. If the recipient user device address
is 91-123 and the assigned value is 91123, the corresponding message is
not routed through the device.

Not equals

Checks whether recipient user address string is equal to the assigned value.
If not, the corresponding message is routed through the device. This operator
performs a character by character match between the recipient user device
address and the assigned value. If the recipient user device address is 91-
123 and the assigned value is 91123, the corresponding message is not
routed through the device.

Less Than

This operator is evaluated only with numeric values (whole numbers or non-
negative integers) of the recipient user device address and the assigned
value. You can enter numeric values from 0 to 9,223,372,036,854,775,807
(maximum 64 bits long). If the recipient user device address string contains a
character other than digits or a + or - sign, the corresponding message is not
routed through the device. This operator performs the mathematical Less
Than or Equal To (<=) operation.

Less Than Or Equal To

This operator is evaluated only with numeric values (whole numbers or non-
negative integers) of the recipient user device address and the assigned
value. You can enter numeric values from 0 to 9,223,372,036,854,775,807
(maximum 64 bits long). If the recipient user device address string contains a
character other than digits or + or - sign, the corresponding message is not
routed through the device. This operator performs the mathematical Less
Than or Equal To (<=) operation.

Greater Than

This operator is evaluated only with numeric values (whole numbers or non-
negative integers) of the recipient user device address and the assigned
value. You can enter numeric values from 0 to 9,223,372,036,854,775,807
(maximum 64 bits long). If the recipient user device address string contains a
character other than digits or a + or - sign, the corresponding message is not
routed through the device. This operator performs the mathematical Less
Than or Equal To (<=) operation.

Greater Than Or Equal
To

This operator is evaluated only with numeric values (whole numbers or non-
negative integers) of the recipient user device address and the assigned
value. You can enter numeric values from 0 to 9,223,372,036,854,775,807
(maximum 64 bits long). If the recipient user device address string contains a
character other than digits or + or - sign, the corresponding message is not
routed through the device. This operator performs the mathematical Less
Than or Equal To (<=) operation.

Regular expression

This operator is used to evaluate recipient device address with regular
expression given in the assigned value string.

Examples of Regular Expressions
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Regular Expressions | Description

Md+ String starts with one or more digits only.
A[+](91) String should start with +91.
A+Nd$ String ending with digits only.

Al0-9]{10}(52|56|57)% String is 12 digits long (numbers only) and ends with 52, 56, or 57.

79881231231% Matching exact mobile number.

GSM Modem

This section provides additional procedures for integrating the Global System for
Mobile Communications (GSM) Gateway with the system.

Installing GSM Modem Device

This section provides information for mounting the hardware and gives details
about the wiring / connection of the device.

Perle Device Installation

Prerequisites

Before proceeding, ensure that the following items are available:
e Perle IOLAN SDS1 TD2R2

e 9-30VDC (400mA min) Power Supply, if not included with Perle IOLAN SDS1
TD2R2

e Category 5 Ethernet cable
e Computer or Server to communicate with the device

The device Installation CD or a computer with network access.

NOTE 1:

The driver (TruePort) that is used to communicate with the device must be installed
on the same server/machine that runs Notification.

NOTE 2:

Make sure to have an RJ45 jack available that is connected to a properly
configured IP network. The network must allow for IP addresses to be assigned
statically or through Dynamic Host Configuration Protocol (DHCP).

NOTE 3:

To configure the device, a computer located in the same network is necessary.
NOTE 4:

The maximum cable length for a serial cable is 50 feet.

Mounting

The Perle SDS1 has two brackets on the side of the mounting holes. It is
recommended to install the device on a flat surface by placing screws through the
mounting holes.
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Power

1. For the Perle SDS1, use a power adapter capable of 9-30VDC output and
400mA. If your Perle unit has terminal blocks for power, cut off the barrel
connector of the power supply and plug the leads into the terminal block
marked 9-30VDC on the device.

2. Before supplying power, check the polarity of the adapter leads. The grounded
lead should connect to the pin marked —.

3. The hot lead should be connected to the pin marked +.

= On each power-up or reboot, the device takes at least 90 seconds before
becoming operational. When the device is completely booted up, the
Power/Ready LED will be solid green.

Ethernet
1. Plug one end of the Ethernet cable into the RJ45 jack on the device.
2. Connect the other end of the Ethernet cable to your network jack.

= After a few seconds, the Link/10/100 should be a solid orange or green color.
NOTE: Orange color refers to a 100Mb connection. Green color refers to a
10Mb connection.

NOTE:

The device does not have DHCP turned on as a factory default setting. The
device will need to be configured to use DHCP or assign a static IP with a
computer that is attached to the same subnet.

Serial Connector

Plug one end of the serial cable into the DB9 connector on the device. Connect the
other end of the serial cable to the GSM Terminal device with which serial
communication is required.

NOTE: Keep the Console/Serial switches on the device in OFF position.

Terminal Device Installation

Prerequisites

The prerequisites for installing the GSM Terminal device are as follows:
e GSM Terminal device

e Standard serial cable
NOTE :
A USB-to-Serial converter is required if there are no serial ports available on
the server.

Configuring and verifying GSM Modem

This section provides the steps linked with the configuration and verification of the
device.

Certificate Creation From System Management Console
To establish a secure communication, certificates need to be configured.
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Creating a Root Certificate (.pem)

1.

2,

In the Console tree, select the Certificate node.

= The Certificates tab displays.
Click Create Certificate © |4 and then select Create Root Certificate (.pem)

LT

= The Root Certificate Information expander displays.

¥ Root Certificate Information

Certificate file name: RoctPEMCertificate Key file password: .

Key file name: RootPEMCertificatekey Confirm passwerd: -

Path: Ch\Certificates

Expiration: ; o |&

B 10/27/2025 E3  ses0 ) Days

Subject name: GMS Root Certificate City / district: Pune
Department: BT State / province: Maharashtra
Organization: Siemens Country code: IN
3. In the Root Certificate Information expander, provide the details as follows:

P

a. Enter the Certificate file name.

b. Enter the Key file name.

c. Enter the Key file password and confirm it.

d. Browse for the location to store the root certificate and the root key file on
the disk. By default, the path of the last created root certificate is selected.
e. Set the Expiration (validity period) duration in days. By default, the
certificate expires after 3650 days.

f. Enter the following information about the Subject:

—Subject name

— (Optional) Department

— (Optional) Organization

— (Optional) City / district

— (Optional) State / province

— (Optional) Country code (maximum two characters)

Click Save H .

If confirmed, the data entered during the root certificate creation is validated,
and on successful root certificate creation,

- the new root certificate (.pem file) and the root key file are created at the
specified location on the disk.

Working with (.pem) Root Certificates

The Certificate file name and the Key file name
— Must not contain blanks or special characters (/,\,?,<, >,*,|,").
— The Certificate file name and the Key file name cannot be the same.

When the user creates a root certificate for the first time, all the fields appear
blank. For all subsequent root certificate creation (.pfx or .pem based), some
fields, such as Path, Organization, and so on, are pre-populated with the
information from the last-created root certificate.

Software Configuration

The software configuration needed to communicate to the device requires the
following two main steps:
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1. First, configure the internal settings of the device. To do this, install
DeviceManager on a computer connected to the same network as the device to
be configured.

2. The second step is to configure the driver on the computer that will be
communicating with the device over the network. There are several methods
used to communicate with the device, one of which is a TruePort driver.

NOTE:

TruePort is a COM port re-director driver utility that is installed on the

server. This utility creates a virtual serial port or virtual COM port. All COM port
directed data sent by the application is re-directed by TruePort across the
IP/Ethernet network to the remote device. Data and serial port signaling is
transparently communicated between the application and remote device.

Device Configuration

> Ensure that the DeviceManager is installed on a computer located under the
same network as the device to configure.

> Ensure that the following certificates are created using the System
Management Console (SMC) or obtained from the site's IT department in
Privacy Enhanced Mail (PEM) format:
a) Root Certificate (.pem)
b) Root Certificate Key
Refer to the Certificate Creation From System Management Console section
for more information on creating certificates using SMC.

[> Combine the Root Certificate Key file and Root Certificate into one file (using
cat command in command prompt, for example, cat RootCertificateKey.pem
RootCertificate.pem > RootCombineCert.pem.

D> If preconfigured .dme file is available then refer GSM Gateway - Import DME
File.

1. Start the DeviceManager.

Establish Connection to.. [ 7]
MAC Address | IP Address | IModel | Server Name | Firrnware | Discovered | ;¢ |
- 00-80-D4-06-20-F4 192,165.1.123 IOLAM SDS1 D2R2 MEL_Relay... 4.4 Auka Cancel
E----DD-BD-D‘?-DG-Sl-?E‘ 192,165.1.122 IOLAM SDS1 DZRZ . xls_perle 4.4 Auko
v D0-B0-D4-06-31-77 192,165.1.125 IOLAM SDS1 DZR2 mns_panic_... 4.4 Auto

B 10-20-04-06-31-78 Mok Configured IOLAM SD51 D2RZ [OLAN-063...

é----DD-BD-D‘I--DE'-AE-lD 136,157,322, 104 IOLAM DS1 IOLAN-OBA... 4.4 Auko
00-80-04-06-BB-F& 192.168.1.111 IOLAM 5051 AdaptivelEDL 4.4 Auto
é----DD—SD—D‘t—DE&—CS-EE 19z.168.1.110 IOLAM 5051 PraLiteLEDZ 4.4 Auto
g----DD—SD—D4—DE~—C4-02 192, 168.1.109 IOLAM 5051 PraLiteLEC1 4.4 Auto
- 00-B0-D4-06-C4-09 1921681112 IOLAM 5051 AdaptivelEDZ 4.4 Auka

Add sssigntp | pie | Refiesh |

= All similar devices under that network should be visible.

2. Select the device to configure and click Assign IP.
NOTE 1: If the device in the window is not visible, verify that the device has
power and is connected to the network. Check the LEDs on the device; the
power LED should be solid green and the link LED should be solid
amber/green.
NOTE 2: If issues persist, unplug the Ethernet cable and power. Wait 5
seconds and then plug in the Ethernet cable followed by the power supply.
Wait at least 90 seconds while the device reboots.
NOTE 3: If there are still remaining issues, manually reset the device by

162 | 460 Restricted A6V12131888_en_a_51



MNS Supported Physical Device Configurations

GSM Modem Device

holding down the small Reset button located on the device for 10 seconds or
until the Power LED is solid amber and then release. Wait 90 seconds for the
device to reboot and initialize. If still unsuccessful, replace the unit or check the

network.

3. Manually enter an IP address or select the Have the IOLAN automatically get
a temporary IP Address check box below to have the DHCP assign one

automatically. Then click Assign IP.

Assign IP ﬂ E

—Azzign [P

The I0LAN's current [P Address:

INDt Confiqured

Enter the IP &ddress of the [OLAMN:

r Have the [OLAM automatically get a
temporary [P Address.

Azzign [P I Cancel |

= The Establish Connection to window appears with an IP address.

Establish Connection to...

IOLAM SD51 D

- 00-80-D4-08-31-77 192.168,1.128 IOLAM SD51 DERZ mns_panic_...

- 00-80-D4-06-AE-1D 136.157.32. 164 IOLAM D51 IOLAN-06A. ..

- 00-80-D4-08-BB-F& 192.168.1.111 IOLAM 3051 Adaptivel ED'L

- 00-50-D4-06-C3-EE 192.168.1.110 IOLAM 5051 ProLitelEDZ

- 00-80-D4-06-C4-02 192.168.1.109 IOLAM SDS1 ProLitel EC

- 00-80-D4-06-C4-09 192.168.1.112 IOLAM 3051 AdaptivelEDZ 4.4

MAC Address | IP Address | Maodel | Server Name | Firrniare | Discovered | oK. |
- 00-80-0d-06-20-FA 192,168,1.123 IOLAM SDS1 D2RZ MEL_Relay... Auko Cancel |
- 00-80-D4-06-31-76 192.165.1.122 IOLAM SDS1 D2R2 wls_perle Auka

Auko

Auko
Auto
Auko
Auko
Auto
Auko

add. | assionie | Ping.. | Refresh | |

4. Select the device again, and click OK to log into the device for configuring.

Enter the device password. The factory default password is: superuser.

Login ﬂ E

»

L
Authentication required. Please enter
thie pazzward for the admin uger.

Pazzward: I |

.4 I Cancel

Fig. 23: Login window
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Network Setup

To further configure the network settings of the device, log into the device using
DeviceManager. Do the following:

1. In the Device Manager window, select Network > IP Settings.
NOTE: In this area, configure additional parameters for the network settings,
such as configuring a static IP address or DHCP.

== DeviceManager - [GSM_Terminal (192.168.1.124) - Connected]

< Fle Edb Took View Window Help =2 x|
O dde dach K 7
1) Syskem Info .
|Ped Setl
= .,_‘: Canfigurakion ngs | 1P+ Selings | Advanced |
—]-255 Metwork
- TT;rSaltn;s System Settings
| Advanced System Mame: Domair W
=1y Serial
o Users _
a1 iy Security IPv4 Configurations:
| Chustering Ethernet Interface Settingz
-5 System
=l Statstics % Obtsin IP addiess sulomatically using DHCP/BOOTR
4]-,|, Network
ik, SeralPots € Use the following IP address:
Sar
W, HTTP Tunel e ’7
4] yj, Sysbem
Dlbtain Automaticall
= ]
e
=
Download All Changes |
For Help, press F1 ,—W— y

2. Select the System Name field, give the device a name that helps in
distinguishing the corresponding device from other similar devices.
NOTE 1: The System Name will also be used by the device to create a fully
qualified domain name.
NOTE 2: By default, the device is always IOLAN followed by the last three
bytes of the device MAC address.

3. Select the Domain field, enter the domain name used on the client’s network.
In this example, the fully qualified domain name is GSM_Terminal.mns.net.
NOTE: If DHCP is configured, the device automatically receives domain
information.

4. Select the Network > IP Settings > Advanced tab, select the check box
Register Address in DNS.

5. Click the Advanced tab on the left-hand side of the screen.

164 | 460 Restricted A6V12131888_en_a_51



MNS Supported Physical Device Configurations
GSM Modem Device

*DeviceManager - [GSM_Terminal (192.168.1.124) - Connected]

File Edit Tools Wiew Window

-4 L) Syskem Info
+ Configuration
= E5y Network
o [E 1P Settings
-[E Advanced

Syl Statistics

1, Metwork
Setial Ports
User

HTTP Tunnel
i, System

O H s K2 2

b f 110 StatusfControl

Host Table | Routs List | DNSAWING | RIP | Dynamic DNG | IPYE Tunnels

| Host Address
192.168.1.1

Host Mame
mhsH TP

Add.. Edit... Delete

r~IP Filtering
& Al 2l traffic

" Allow only defined braffic
I | Bllovs kraffic only to/from hosts defined with [P addresses

| ol braffic: boyfrom addiess range:

Start |F Address: L e End |F&ddress: o. o . 0.0

Download &l Changes

,a_’_i\_\ Download iz Required

6. Select the Host Table tab, click Add to add an NTP host.

N

Enter a descriptive name for the NTP server. For example, mnsNTP.

8. Enter the IP address or the fully qualified domain name of an available NTP

server.

NOTE: An available NTP server is required to enable SSL on the device.

9. Click OK.

Serial Settings

1.
2,

In the Device Manager window, select Serial.

Select Serial Ports.

= Begin configuring the number of serial ports and the profile the device will
use. Only one serial port per device is required for serial communication.

Select the default serial port and click Edit.
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== DeviceManager - [GSM_Terminal (192.168.1.124) - Connected]

% Fip Edibt Tooks View ‘Window Help =18 x|
D& ds 7
1) System Info
- .'l: Configuration Senal Pors:
=12 Netwiork
1P Settings Enabls Mamea Profila Diatal:
Advanced TrusPort
=15 Serlal
Serlal Port
| Port Buffering
| Advanced
|8 Users
41 Seourky
|5] Clustering
21-{J) System
=gl Statistics
+ Network
4]y, Serial Parts
Lisat
o|, HTTP Tunnel
#1-4f, System

| 2
Diownload All Changes 1 Diownlosd is Required

[For Help, peess F1 R

4. In the Serial Port settings window, click Change Profile.

5. Select the TruePort profile and click OK.

Serial Port 1 Settings EHE

Frofile:  TruePort

Change Profile... |

Narne: I Perles erial

General |.t'-\d\-'anced Hardwalel Email Alert I Packet Folwaldingl SSLATLS

r TruePort Settings

" Connect to remote system [Server-nitiated Connection):
Host namme: INone 'I TER Part: |1 Q000

™| Connect toMultiple Hosts [TruePart Lite Mode] Defire Additioral Hosts,..

™ SendMame On Connect

' Listen far connection [Client-niiated Connection):

TCF Part: I1 0o

[ &llaws Multiple Hosts ko Connect [TruePort Lite Mode]

(1] I Cancel |

= The Serial Port Settings window will change to reflect the new profile.
6. Select the General tab.

7. Select Listen for connection (Client-Initiated Connection).
= In this mode, the device will wait for the server to establish a connection.
8. Enter the TCP port needed to communicate to the device. By default, the TCP
port is 10001.

NOTE: Always check to make sure the port selected is not already in use by
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another application/service on the server. To check, open a command prompt,
type netstat, and press Enter. A list of all current TCP connections and ports
will be listed.

9. Ensure that the Allow Multiple Hosts to Connect [TruePort Lite Mode]

check box is unselected so that other servers cannot connect simultaneously to
the same device. Click OK.

10. Select the Hardware tab.

serial Port 1 Settings

Prafile:  TruePort

Change Profile...

I arne; I

. Generall fudvanced Hardware | Email Alert | Facket Fonwarding | S5LATLS

Senal Interface: I Ela-232 - I
Speed: I 9E00 - I

Data Bits: IE "I Diuples: I Ful = I
Parity: IN:::ne vI T Driven Cantral: I.-’-‘-.utu:u TI

Stop Bitz: I‘I I
Flaw Cantral: I Mone - I

¥ | Enable Inbound Flow Cottrol
¥ Enable Dutbound Flaw Contral

[ Manitar DSF

™ Mariter DCD

[T Discard Characters Received ‘With Emars
" | Enable Echo Suppression

k. Cancel

11. Select the Hardware tab, set the following parameters:

— Select EIA-232 (RS-232) from the Serial Interface drop-down list.

— Select 9600 from the Speed drop-down list.

— Select 8 from the Data Bits drop-down list.

— Select None from the Parity drop-down list.

— Select 1 from the Stop Bits drop-down list.

— Set Flow Control to None.

— Keep the Monitor DSR, Monitor DCD, and Discard Characters Received
With Errors check boxes unselected.

12. Click the SSL/TLS tab and do the following:
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— Select the following check boxes:

Enable SSL/TLS

Use Global settings (Security > SSL/TLS).
— Click OK.

13. Select Configuration > System > Management > Time.

DEd HSH T

o+ 1) System Info

[+, Configuration

=-£5) Metwork. ~MNTP/SHTP Settings
[ 1P sattings

=25 Serial .
[ serial Port Wersion: |2 vl

[8 Port Buffering
[ Advanced ™ Enable Authentication:
] Users
F-{I5 Securd
g % /0 In;‘;Faces Primary Host: ImnsNTF' ﬂ Key ID ’—
Settings
B Chmngels Secondary Host: INone ﬂ Ky ID ’—
] Clustering
E-&5 Svstem
-G Alerts
| I'~_'1€nagement
3 SHMP
: Time
Custom AppfPlugin
w2 Advanced

Hetwork Time | Time Zone/Summer Time (D aviight 5 aving Time) |

Download Al Changes | A Dowrisaxis Rlequied

For Help, press Fi | NUM |

14. Select the Network Time tab, set the following parameters.

— Mode: Unicast

— Version: 2

— Leave the Enable Authentication check box unselected.

— Primary Host: Select the NTP server name created earlier.

— Secondary Host: Select alternative NTP server name, otherwise set name
as primary host.

NOTE: Network time works best when the version matches that of the NTP
server. Windows time servers generally default to Version 2. External NTP
servers generally work with Version 3. Verify with the client’s network
administrator.

15. Select the Time Zone/Summer Time (Daylight Saving Time) tab.

16. Configure the parameters as per the details mentioned in the Time
Zone/Summer Time (Daylight Saving Time) parameters.
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= DeviceManager - [GSM_Terminal {192, 168.1,124) - Connecbed]
“e Fle Edi Tooks biew Window Help
DEd s 72

1) System Irfa
= £ Canfiguration
=i Netwark
1P Settings
[ advanced
= g Serial
|2l Sarial Port
[ Port Bufferng
[ Advenced
& users
+ () Securky
|5 Chustering
= _uSys'.em
= gy Alerts
=3 M_ma-uemcn.—
B awer
2| Time
1] Custoem AppyPhugin
| Advanced
Stalistics
= Matwanrk
Serial Ports
Lker
HTTP Tunrel
System

Metwork Tine  Time ZoeeSummes Time [Diaplight S aving Time) |

T Zoinie:

Tieme Zone: Hame: Time Zore Difset

EST

Summei Time [Dadight Saving Time]
Summes Time Name EDT
[ Mode

" More

' Fixed

Led Ll

=
e = 'F

& [Fecumng

AE-00

UTC/GMT

Summer Time Ofset: B minubes

Start D ate:

[haarch =

Morith Wiaek Day
[2

=] # [sundsy

Time
= 2w

End Diate: d ! |

|No‘ccrrhc:

d ! IE-Lnl:q,-

=] Jrzm

Download A1 Changes

For Help, press F1

/¥, Download is Alequred

17. Select Configuration > Security > SSL/TLS.

<

O dsjizy B2

DeviceManager - GSM_With_Perle2 (172.17.10.81) - Connected

File Edit Tools View Window Help

< GSM_With_Perle2 (172.17.10.81) - Connected [= o]
i) System Info SELTIE
= 4% Configuration
T é :Jgtwﬂt,k SSL/TLS settings that apply to all SSLATLS connections
i a Serial (defauilt]).
i [2] Serial Port
w-[E) Port Buffering SSLATLS Version: Any hd
B e SSLATLS Type:
B EEDTLS [1¥alidate Peer Certificate
412 VPN
-[El HTTP Tunnel S5L Certificate
o[ Services
=g /O Interfaces Passphrase:
[8] Clustering
-0 System
=} 4# Control
i L. 4% /0 Status/Control
=gy Statistics
By, Network
g1, Serial Ports
‘i, User
(i, HTTP Tunnel
gl System
18. Set the SSL/TLS Version field to Any.
19. Set the SSL/TLS Type field to Server.
20. Select SSL Certificate section, enter the password of the Root
certificate(.pem) in the Passphrase field.
21. Select Tools > Advanced > Keys and Certificates. The Keys and
Certificates dialog box displays.
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== DeviceManager - [#ls_perle {192.168.1.122)

% File Edit | Tools Wiew Window Help o =
O | = ' | Upload Configuration fram IOLAR
———=————  Impaort Configuration from a File

i A Syster

Ié!---'.,,.,- Config. Download Configuration to IOLARN

Download Configuration bo Mulkiple IOLAMNS that apply to &l SSL/TLS connections

Advanced Download Firmware ko TOLAM
Reset 3 Set IOLAN Date/Time

Bl Kews and Certificates. ..
[P Custom Files. ..
SEL/TLS Type: St Fackory Defaulk Configuration ko IOLAN
i [2) SaLTLS :

22. In the Key/Certificate drop-down list, select Download SSL/TLS Private Key.

23. Click the browse button and upload the private key for the root certificate
(pem).

24. Click OK.
Keys and Certificates EHE
K.ep / Certificate;
File: M ame: I
K.ep Tupe: I RS54 j
[Hzer Hame: I j
Hmzt Hame: I j
|Pzec Tunnel/Hame: I j

] I Cancel |

25. Select Tools > Advanced > Keys and Certificates.

26. In the Key/Certificate drop-down list, select Download SSL/TLS Certificate.

27. Click the browse button and upload the combined root certificate
(RootCombineCert.pem file). Refer to the Device Configuration section for
more information on combining the root certificate.

28. Click OK.
29. Select Tools > Advanced > Keys and Certificates.
30. In the Key/Certificate drop-down list, select Download SSL/TLS CA.

31. Click the browse button and upload the root certificate (RootCertificate.pem
file).

32. Click OK.

33. Click Download All Changes to make the changes to the device. Click
Reboot IOLAN to complete.
NOTE: Any time device reboot of the device is needed, or power is
reconnected, it will take 90 seconds for the device to reboot and initialize.
When ready, the Power LED will be a solid green color and the Link LED will
be a solid orange or green.

= The device is now configured.
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TruePort Driver Configuration

The TruePort driver is the second part of the process to link the device to the
server. TruePort is only used when the device is configured to use the TruePort
profile. The TruePort driver is designed to manage all similar devices
communicating with the server. Since TruePort creates a virtual COM port, it is
recommended that each device has a unique COM port for each service.
NOTE: Serial communication and I/O access are each considered a separate
service and therefore require separate COM ports.

1. Install TruePort on the server.
2. Start the TruePort Management Tool.

3. Inthe TruePort Management Tool window, click Add.

#=dl TruePort Management Tool

© perie

Thiz tool permits wou to add, remowve and configure TruePort adapters.,

|nztalled TruePort adapters:

GSM_Teminal [132.168.1.7)

Bemove | Properties |
Cloze |

4. Enter a name for the TruePort Adapter.
NOTE: This Adapter will serve a particular device and therefore map to a
specific COM port. Try to make the name descriptive so that the Adapter can
easily be tracked back to a particular device.

5. Enter the IP address or the hostname the device is using, and then click Next.
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Add TruePort Adapter VWizard x

Configure TruePort Adapter
Configure the adapter's name and associate it with a device server on the
network.

— TruePart Adapter Properties

Adapter Mame:  |GSM_Teminal

— Device Server Metwark Location

= |P Address |192.1EE.‘I.?1

i~ Hostname: I

et > I Cancel

6. Leave the number of ports set to 1 (if using 1/0 access, set ports to 2, or add
another later). Select the COM port to assign to that particular device. By
convention, start at COM100 and increment for each device and service
configured. This will help to avoid any conflicts with existing COM ports or other
devices. TruePort allows creation up to 4,096 COM ports.

7. Click Next.
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Add TruePort Adapter Wizard

Add Serial Ports
Azzociate COM portg with pour new T ruePort adapter

'ou may add up to 43 zerial parts o pour
new TruePort adapter: The following ports will be added:

— Select COM Port Bange COMI0

Mumber af Paorts: I1 _Ij

Starting COM FPort,  |COMIO =

f et > I Cancel

= The TruePort Adapter in the TruePort Management Tool is visible.

8. To edit the TruePort settings, select the adapter to edit and click Properties.

@) TruePort Management Tool

© perle

Thiz tool permits you to add, remowe and configure TruePort adapters.

|nztalled TruePort adapters:

GSM_Teminal [132.168.1.7)

Bemove | Properties |

Cloze

Fig. 24:
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Serial Settings

1. Select the Properties window of the device port to be configured, click the
Configuration tab and then click Settings.

GSM_Terminal {(192.168.1.7) Properties

"General Configuration | Drriver I Detailsl

w GSM_Terminal [192.168.1.7]

Thiz TruePort adapter iz aszociated with the fallawing
device server.

— Device Server Infarmatian

MHurber of Portz: 1
IP &ddress: 192.168.1.7

Active Connections; Mone

To configure this Device Server at this e uze the Perle
Devicetdanager or one of the following configuration methods.

Wieh Config Telnet Config

Settingz

] | Cancel |

2. Click the COM port.
= This will display the TruePort and COM port settings for this adapter.
Select the Connection tab.

4. Select Initiate connection to device server.

174 | 460 Restricted A6V12131888_en_a_51



MNS Supported Physical Device Configurations

GSM Modem Device

Mumber of ports: 1

=) GSM_Terminal [192.168.1.7]
b B ICOMT (Connect 10007)

&

Add Ports

GSM_Terminal {192.168.1.7) Settings E3

Connection I.t’-'«dvanc:edl SSLATLS I Packet Fu:urwardingl

 Connection Settingz [COMT]

—{% Access Device Server Serial Port

Connection Mode:; I,-i\utnmatic: "l

{~ Accept connection from device server

Ligter an TCE Fart: |1 Qooo ::

" |nitiate connection to device server

Connect to TCP Part: I'I oo ::

Client-Initiated Connection

Bl

1

—" fccess Device Server /0 channels

Connect bo TER Part; |33315 _Ij

|0 Application Type: II."EI Aocess "I
Client-Initiated Connection Settings... |

i~ Connection Profile
Current Profile:  Minimize Latency

Change Profile. . |

| x Bemove Ports |

' [Eapy Seftings TD...|

Restore Defaults

ok

| Cancel | Spply |

assigned to the device using the device manager.

5. Click the Settings button next to Client-Initiated Connection.

Client-Initiated Connection Settings
Connection Management Options

[] Connect at system startup

Connection Oplions
Connection Retries
() Retry forever
® Number of reties: |2

Time betwaen connaction retries

Restore Defaults

[]Close TCP connection when COM partis closed

4

30 = seconds

Cancel

— Select Connect to TCP Port, enter the port number that was previously

6. In the Client-Initiated Connection Settings window, select the Connect at
system startup check box.

7. For Connection Retries, select Retry forever.

8. Select the Advanced tab.
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GSM_Terminal {192.168.1.7) Settings E3

Murnber of ports: 1 "Cornection  Advanced | SSLATLS I Packet Forwardingl
= G5M_Teminal [192.168.1.7)
o ry COMF [Connect: 10001  Advanced Settings [COMBES)

—Application Dptiohs
[ Simulate COM port trarsmit delays

Additional Transmit Delay: |D _:| I

Additional Heceive Delay: ID :‘: s

On COM port open:

@

I

 Always retum successhul

¢ Retun when connection is fully established

[ d
I amirnuinn b ait Time: |3Ij _,3 o :_Zmn :

[ Enumerate attached devices [i.e. modems)

[v Dirain output before setting config

V¥ Send keep alive packets

K.eep Alve Interval |3|:I E zeconds

[~ Enable TCP Magle algarithm

[™ Usze legacy UDP protocol [Full Mode only]

@ AddPors I ¥ Femove Paits | W Copy Settings To...l Restare Defaults:

ak I Cancel | Apply |

9. Set Maximum Wait Time to 30 seconds.
10. Select the SSL/TLS tab.
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GSM_Terminal {192.168.1.7) Settings E3
Mumber of ports: 1 | Eu:unneu:tiu:unl advanced SSL/TLS | Packet Forwardingl
?;lll Gi5h_Terminal [132.168.1.7) ;
. (#f COM7 [l:DnI"IECt: -IE“:ID-I] —55L/TLS SE"IHQS [EDM?]

¥ Enable SSLATLS Encryption

SS5LATLS Version: | Any h

SS5LATLS Type: IEIient "l

 Authentication

[ “erify Peer Cetificate
Certificate Authority Filenanme:

I Brawse |

alidation Crtenia...

— 55L Certificate
v Supply Certificate
Certificate Filename:

C:AUzershddministratorsDesktophSSLC Browse |

Certificate Pazsphraze; | sesssss sssus

E',-}:J Add Ports | x Remove Ports | ' Lopy Settings Tn...l Restare Defaults
0k, I Cancel | Apply |

11. Select the Enable SSL/TLS Encryption check box.
12. Set the SSL/TLS Version field to Any.

13. Set the SSL/TLS Type field to Client.

14. Select the Supply Certificate check box.

15. Click the browse button and select the combined root certificate. Refer to the
Device Configuration section for more information on combining a root
certificate.

16. Enter the password in the Certificate Passphrase field.
17. Click Apply and then OK.

18. Restart the Perle TruePort service.

Device Verification

Serial Port

Test the settings of the TruePort application and Perle SDS1 device by connecting
the device to the GSM Terminal and sending a message directly using a serial
terminal, such as PuTTY.

PuTTY can be downloaded from the following link:
http://the.earth.li/~sgtatham/putty/latest/x86/putty.exe

To test the serial port, open up a HyperTerminal or PUTTY session from the server
on the serial COM port. If the COM port opens, then the TruePort driver is working
properly.

The steps for testing GSM Terminal communication are as follows:
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1. Open PUuTTY and select Connection > Serial.

2. For a Serial line to connect to, enter the TruePort COM port number created in
TruePort Driver Configuration.

3. Enter the parameters for baud rate, data bits, stop bits, parity, and flow control
for the external device that will be transmitting Serial data.

— Speed (baud): 9600
— Data Bits: 8
— Stop Bits: 1
— Parity: None
— Flow Control: None

Categany:

[=]- Seszion Optians contraling lacal zenal ines |
Lagging
[=I- Terminal

- Kepboard Serial ling bo connect to IEEIM'I 0
- Bell

- Features
[=]- Wfindow Speed [baud] IEIEEIEI
- Appearance
- Behawviour
- Tranzlation Stop bit |‘|
ey —

= Connection Flow control I More j
- Data

— Select a zenal line

— Configure the zerial line

Data bits IE

- Prowy
- Telnet

About | Open I Cancel

4. Select Session > Serial.

5. Click Open to establish a serial session.

Enter the command AT and send the command through the terminal
application.

= If the result of the command is OK, the device is connected properly. If the
result is ERROR, the device is not connected properly.

GSM Modem Troubleshooting

Problem: Once the device is created in the Device Editor section, the
corresponding device gets in Connected state based on the Check Status Rate
configured in the Configuration Properties of the driver. However, at times the
device does not get connected after the Check Status Rate duration.

Solution: Perform the following steps in sequence until the device gets connected
after a particular step. After each step, wait for the Check Status Rate duration
and monitor the device connection status.
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1.13

1. Restart the TruePort service.

2. Reimport the certificates on device manager and reboot the Perle IOLAN
device.

Reboot the Server.

4. Disconnect the power cable of the Perle IOLAN device, wait for a few seconds
and then reconnect the power cable.

5. Power off and on the devices connected to the Perle IOLAN device.

IP Modem Device

IP Modem

This section provides reference and background information for integrating the
Global System for Mobile Communications (GSM) Gateway with the system. For
procedures or workflows, see the step-by-step section.

Notification allows configuration of the IP Modem to deliver SMS messages to the
intended recipients and receive replies from the recipient users. The system sends
messages to the SMS receiver devices using the IP Modem with Attention (AT)
command. The IP Modem can be configured using TCP/IP Protocol.

Below is an overview of the system using the TCP/IP over LAN configuration:

Notification
Server
Cat5e
Notification —Ethernet
Cable
CatSe
Ethernet
Cable
[ Software System/ | | =
||_Service Device || EX
| &0
: | P L
I Biririiasiiiiiiiiiziaes : Modem
: siimsaresasisiensiniiienes 1
L d |
L |

NOTE 1:

The GSM Terminal device accepts a SIM card that has the SMS services enabled.
Without enabling these services on a SIM card, you cannot send SMS through the
device.

NOTE 2:

In order to use message reply and the escalation functionality, the mobile number
configured in the recipient user device must have the following number format: +
[country code][number]. For example, +17327572923.

NOTE 3:

More tested modems are listed in the Desigo CC System Description guide.

Routing Configuration Expander

This expander displays the fields required for the configuration of the routing
priority and routing expressions for the device. More than one operator can be
added under the Routing Expression expander. The logical function followed
here is OR. For example, if you select Contains as one operator and Starts with
as another operator, Notification will search for either the value specified under
Starts with or Contains.
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Routing Priority [ 1: 1000 ] 50
Routing Expression Accept al
Address filter
Operator Value
Contains

e Routing Priority: Select the routing priority for the GSM Terminal device. The
routing priority determines, in which order the routing expressions of the
devices configured under the same field network are evaluated. Select a
number between 1 and 1000 as the Routing Priority.

NOTE 1: A Routing Priority of 1 will have the highest priority.

NOTE 2: It is acceptable that two GSM Terminal devices have the same
routing priority as long as it is guaranteed that their routing expressions cannot
match against the same recipient user device address. The routing expressions
have to be mutually exclusive otherwise, the system's routing behavior is non-
deterministic.

e Routing Expression: Enter one or more Operator/Value expressions. These
expressions are evaluated against each Recipient User Device address that a
message is sent to. If an address matches at least one of the Operator/Value
expressions of a GMS Terminal device, the message to that Recipient User
Device will be routed through the intermediate GMS Terminal device.

e Accept all: Specify if this managed device can be used for messaging to a
recipient that is in any address format.

e Address filter: Select to accept only those routing expressions which meet the
conditions set under Operator and Value.

e Operator: Select the condition for the routing expression from the drop-down
list.

e Value: Enter a suitable value for the selected Operator condition.
Add: Add Operator and Value.
Remove: Remove Operator and Value.

Operator Conditions for the Routing Expressions

Operator Description

Contains Checks whether the recipient user address string contains the assigned
value. If yes, the corresponding message is routed through the device.

Does Not Contain Checks whether recipient user address string contains the assigned value. If
not, the corresponding message is routed through the device.

Starts with Checks whether recipient user address string starts with the assigned value.
If yes, the corresponding message is routed through the device.

Does Not Start With Checks whether recipient user address string starts with the assigned value.
If not, the corresponding message is routed through the device.

Ends With Checks whether recipient user address string ends with the assigned value.
If yes, the corresponding message is routed through the device.

Does Not End With Checks whether recipient user address string ends with the assigned value.
If not, the corresponding message is routed through the device.

Equals Checks whether recipient user address string is equal to the assigned value.
If yes, the corresponding message is routed through the device. This
operator performs a character by character match between the recipient user
device address and the assigned value. If the recipient user device address
is 91-123 and the assigned value is 91123, the corresponding message is
not routed through the device.
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Not equals

Checks whether recipient user address string is equal to the assigned value.
If not, the corresponding message is routed through the device. This operator
performs a character by character match between the recipient user device
address and the assigned value. If the recipient user device address is 91-
123 and the assigned value is 91123, the corresponding message is not
routed through the device.

Less Than

This operator is evaluated only with numeric values (whole numbers or non-
negative integers) of the recipient user device address and the assigned
value. You can enter numeric values from 0 to 9,223,372,036,854,775,807
(maximum 64 bits long). If the recipient user device address string contains a
character other than digits or a + or - sign, the corresponding message is not
routed through the device. This operator performs the mathematical Less
Than or Equal To (<=) operation.

Less Than Or Equal To

This operator is evaluated only with numeric values (whole numbers or non-
negative integers) of the recipient user device address and the assigned
value. You can enter numeric values from 0 to 9,223,372,036,854,775,807
(maximum 64 bits long). If the recipient user device address string contains a
character other than digits or + or - sign, the corresponding message is not
routed through the device. This operator performs the mathematical Less
Than or Equal To (<=) operation.

Greater Than

This operator is evaluated only with numeric values (whole numbers or non-
negative integers) of the recipient user device address and the assigned
value. You can enter numeric values from 0 to 9,223,372,036,854,775,807
(maximum 64 bits long). If the recipient user device address string contains a
character other than digits or a + or - sign, the corresponding message is not
routed through the device. This operator performs the mathematical Less
Than or Equal To (<=) operation.

Greater Than Or Equal
To

This operator is evaluated only with numeric values (whole numbers or non-
negative integers) of the recipient user device address and the assigned
value. You can enter numeric values from 0 to 9,223,372,036,854,775,807
(maximum 64 bits long). If the recipient user device address string contains a
character other than digits or + or - sign, the corresponding message is not
routed through the device. This operator performs the mathematical Less
Than or Equal To (<=) operation.

Regular expression

This operator is used to evaluate recipient device address with regular
expression given in the assigned value string.

Examples of Regular Expressions

Regular Expressions

Description

Md+ String starts with one or more digits only.
A[+](91) String should start with +91.
A+Nd$ String ending with digits only.

A[0-9]{10}(52|56|57)$

String is 12 digits long (numbers only) and ends with 52, 56, or 57.

79881231231%

Matching exact mobile number.

IP Modem

This section provides additional procedures for integrating the IP Modem Gateway

with the system.

Installing IP Modem Device

This section provides information to the user for mounting the hardware and wiring
or connection details for the device.

Prerequisites

The prerequisites required for the device installation include the following:

1. IP Modem
2. Antenna
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SIM Card

Catbe Ethernet Cable
External DC Power Supply
. Power Cable

Note 1: Before applying power to the router, connect the components that you
required for your applications. You cannot operate the router without connected
antenna, inserted SIM card, nor connected power supply.

Note 2: The router can be damaged if you have not connected the main antenna
during the router operation.

e LTE antennas:

— Terminal antenna Taoglas TG.30.8113, order code: BB-TG30

— Magnetic mount antenna Taoglas GA.110.101111, order code: BB-GA110
e Power Supply 12V / 12W, order code: BB-RPS-v3-MO4-M

— Multi country (EU, UK, AUS, US)

— Level Efficiency VI

o ok~ w

Antenna

Use a SMA connector to connect the antennas to the router. The main antenna is
connected to the router by screwing on the ANT connector (see the figure below).
A second diversity antenna can be connected to the DIV connector to improve
performance.

Main Antenna
< Connector ANT

o

SmartStart

Diversity Antenna
Connector DIV |

Fig. 25

SIM Card

The SIM card readers, for 3 V and 1.8 V SIM cards, are located on the rear panel
of the router. If you intend to use this device to communicate over a cellular
network, place an activated data-provisioned SIM card into the SIM card reader.
Push your SIM card into the SIM1 or SIM2 slot until it clicks in place.

Note: Disconnect the router from the power supply, before handling the SIM card.

SIM Card
Readers

SIM1 SIM2
*t 1

=€
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Power

The router requires an external DC power supply. The DC voltage required is
between +9 to +36 V DC. The router has built-in protection against reverse polarity
without signaling. Connect the power supply cable to the PWR connector on the
front panel of the router (see figure below).

Power Supply
Connector

DIV ANT

O 06 0 B

SmartStart

RS232

Ethernet
Connector

Positive pole of DC supply VCC(+) GND(-) Negative pole of DC supply

(+9 to +36 V DC)

(][]

Binary input INO OUTO  Binary output
Ethernet
Provision is available for connecting an Ethernet to the ETH connector on the front
panel.

Note: Connect your laptop or PC to this port to get a local web-server for device
configuration and diagnostics.

Configuring and verifying IP Modem

This section provides the steps linked with the configuration and verification of the
device.

Prerequisites

The following are the prerequisites required for the device configuration:

1. Computer is connected to the same subnet as the IP Modem.

2. Web browser required for accessing the IP Modem's internal web server.

IP Modem Configuration

Configuration by Web Browser

Note: If router is already configured ignore steps 1 to 4

> Before putting the router into operation, it is necessary to connect all the
g(l)“n/?p;z?gnts that are required to run your applications. Do not forget to insert a

Note: The router cannot operate without a connected antenna, SIM card and
power supply. The router may get damaged if the antenna is not connected.
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1. Connect your laptop or PC to this port to get a local web server for device
configuration and diagnostics.

N \i/ \i/

Lightning Lightning Lightning
arrester arrester arrester
(optional) (optional) (optional)

SIM RS232 ETH PWR /10
Usage For circuitry For circuitry For circuitry
description in see Chapter see Chapter see Chapter
Chap. 5.8.4 586 58.5 582
230V
50 Hz
9-36V

= The router will start when a power supply is connected to the router. By
default, the router will automatically start to log on to the default APN.
These router behaviors can be changed via the web interface.
Note: If no SIM card is inserted in the router, it is not possible for the router
to operate. Any inserted SIM card must have active data transmission.

2. Enter the IP address of the router into the web browser. The default IP address
of the router is 192.168.1.1. It is necessary to use HTTPS protocol for secure
communication over a network.

@ Router x +

“— C A Mot secure it 19216811

O\« Bl SmartStart SL305 LTE Router

General
Mobile WAN
Natwark

3. Enter the default username “root” and default password available on the back
of the device for configuration.

SIM Card : 1st

Username

Password
Login
— Set the Primary LAN Configuration, if you are configuring the IP modem for

the first time. If you have already configured the IP modem, then in this
step you can update the Primary LAN Configuration.
Note: An IP address is required for the IP Modem before the device
configuration process. After an initial IP address is obtained, the IP Modem
can be reconfigured with a static IP address.
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SmartStart SL305 LTE Router
Primary LAN Configuration

General o) 1PvE
» DHCP Client disavied || dsabled
Ly 1P Addrass 727,025

Subnet Mask / Prefix 255 255 255.0

Defoult Gateway

DNS Server
Bridged na ~
Madia Typa auto-negatiation v

Enable dynamic DHCP leases

1Ped 1#vs
1P Pooi Start 192.168.1.2
Firgwall 1P Posl End 192.188.1.254
v Lease Time 600 800 see
OpanvPN
Enable static DHCP leases
MAC Address 1P Address 19V Address
Adlniatration Enable IPv6 prefix celegation
bnet 10 *

4. Set TCP port under Expansion Port Configuration.

SmartStart SL305 LTE Router

T Expansion port Configuration

General Enable expansion port access over TCP/UDP
Mobile WAN Port Type RS-232
Network

-
Blich Baudrate 9600
TPaet Data Bits 8 ot
DynDNS Parity none v
System Log Stop Bits 1 v
Configuration Flow Control none ot
T Split Timeout 20 msec
VRRP Protocol TCP h
Mobile WAN Mode server .
PPPOE Server Ad

Backup Routes i
TCP Port 12345

Static Routes

Firewall Inactivity Timeout * sec
NAT

OpenVPN Reject new connections

1Psec

GRE Check TCP connection

LaTe Keepalive Time 3600 sec
PPTP Keepalive Interval 10 sec
Services

Expansion Port Keepalive Probes 5

Scripts

e it ] Use CD as indicator of TCP connection
it ] Use DTR as control of TCP connection

* can be blank
User Modules Apply

5. Enable At-SMS protocol over TCP under SMS Configuration.

m SmartStart SL305 LTE Router
SMS Configuration

General DSend SMS on power up
Mobile WAN Send SMS on connect to mobile network
Network Send SMS on disconnect from mobile network
:D:(P ) Send SMS when datalimit is exceeded
= se;N Send SMS when binary input on 1/0 port (BINO) s active
ynDNS
Add timestamy M:

System Log dd timestamp to SMS

Phone Number 1

Phone Number 2
LAN Ph Number 3
e one Number
Mobile WAN Unit 1D *
PPPOE BINO - SMS *
Backup Routes
Static Routes Enable remote control via SMS
G Phone Number 1
NAT
OpenVPN Phone Number 2
IPsec Phone Number 3
GRE
L2Te Enable AT-SMS protocol on expansion port
PPTP Baudrate 9600 v
Services
* DynDNS Enable AT-SMS protocol over TCP
+ FTP TCP Port 12345
* HTTP S be blank
S INTP can be blan)
* PAM

Appl
* SNMP el
* SMTP
* SM

6. Reboot the modem.

— If you are configuring the IP modem for the first time, then you need to
disconnect the laptop or PC from IP modem ETH port and connect the
device in network subnet.

Ignore this step if you are not configuring for the first time.

For detailed information
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https://icr.advantech.cz/support/router-models/download/551/smartstart-sI305-
user-s-manual-20200724.pdf

http://advdownload.advantech.com/productfile/Downloadfile1/1-
118983B/Start Guide SmartStart SmartFlex SmartMotion EN 20170125.pdf

1.14 Import DME File

Import DME File
Scenario: You want to import the .dme file.

> System Browser is in Engineering mode.
D> In System Browser, select Management View.

1. Open the DeviceManager.

Establish Connection to.. E

MaAC Address | IP Address | Model | Server Mame | Firrnware | Discovered | (] |

- 00-50-D4-06-20-F4 192,165.1.123 IDLAN SDS1 DZRZE MHL_Relaw... 4.4 Auko Cancel |
- 00-80-D4-06-31-76 192,168.1.122 IDLAN SD51 DZRZ xls_perle 4.4 Auka
- 00-80-D4-06-31-77 192,1658.1.128 IoLAaM SDS1 D2RZ mns_panic_... 4.4 Auka
& 00-50-D-06-31-75 Mot Configured IoLAaM SDS1 D2ZRZ2  IOLAM-063... Aukto
- 00-50-D4-06-4E-1D 136,157,532, 164 IoLAaM D51 IoLAM-064&... 4.4 Auko
- 00-30-D4-06-BB-Fb 192,1658.1.111 IoLAM SDS1 AdaptivelED1 4.4 Auka
- 00-30-04-06-C3-EE 192,1658.1.110 IoLAM SDS1 ProLitelED2 4.4 Auka
- 00-80-04-06-C4-02 192,165.1.109 IoLAM SDS1 ProLiteLED1 4.4 Auko
- 00-80-04-06-C4-09 192,165.1.112 IoLAM SDS1 AdaptivelEDZ 4.4 Auko

bdd PR Pirg... Refresh | |

Fig. 26: Device Manager dialog box

= All the perle devices in the network are displayed.
2. Select the device to configure and click Assign IP.

3. Manually enter an IP address or select the Have the IOLAN automatically get
a temporary IP Address check box below to have the DHCP assign one
automatically. Then click Assign IP.

= The IP address is assigned to the device now.
4. Select the device.

5. In the Establish Connection to dialog box, click OK, automatically login
screen opens.

6. Enter the device password in the Login window. The factory default password
is superuser.
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Login n
*
i
Authentication required. Pleaze enter
the paszward for the admin uzer.
Fazzword: I |
| k. I Cancel
Fig. 27: Login dialog box
7. Select Tools > Import Configuration from a File.
= DeviceManager - [Perle (192.168.1.117) - Connected] -IDI.ZI
% Fie Edit | Tools View Window Help =121 %
0O | =] li"_'!| Upload Configuration from IOLAN
| lmportC onfiguration from a File
L g _i‘m’ ﬁgl! Download Configuration to IOLAN ey
i |1.__JN‘E Download Configuration to Multiple IOLAMs Pete
®{3 5 advanced » IDLAN SDS1 D2R2
SV Reset ’ 4463
Tas 00:07:21
(g I/c  Optons.., 01
[& Custering Al etails
: [E-{ig Svstem Interface Mame: Ethemet 1
=4 Control MAL Address: 00-80-04-06-31-DB
F7 1/0 Status/Contral Interface Active: Yes
-y Statistics ~IPv4 Details
&y, Metwork
By, Serial Ports IPv4 Address: 192168.1.117
-4l User DHCP Enabled: Mo
. HTTP Tunnel Subnet b azk: 255.265.255.0
By, System Default Gateway: 192168.1.1
~IPvE Dietails
IPvE Autocondfiguistior: Dizabled
DHCPvE Enabled: Ho
Dafault Gateway:
IPvE Addresslesk el 200 odftrelb31dh
Daownload All Changes /1, Download iz Requred

Fig. 28: Device Manager screen

8. Select the location of the preconfigured .dme file.

9. Click Open.

= A confirmation message displays.
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F I\E Configuration successfully imported.

x|

Fig. 29: Confirmation message dialog box

10. Click OK.

NOTE: After importing the .dme file, verify the Perle device configuration with
configuration settings as mentioned in the Network Setup and Serial Settings
sections of Device Configuration.

11. In the DeviceManager dialog box, click Download All Changes.

DeviceManager - [Perde (192.168.1.117) - Connected] - |I:I|1|
% Fl= Edt Tools View ‘Window Help =18 %]
D dbdecy | W22

:EJ System Info
=45 Configuration ~ Systemn Info Summary
G- Network Marme: Peile
'*"IE‘I Serial Model IOLAN 5DS1 D2R2
I*i. . ::Liw Firmware: 4463
-G 110 Interfoces Uptime: 0007:43
o] Clustering ~ Interface(s] Detail:
(G5 System Interface Mame: Ethemat 1
=l g Control MAL Address: 00-80-04-06-31-DE
## 1/0 StatusControl Interface Active: Yes
E-gils Statistics ~
-4, Nebwork IPvd Dietals
By, Serial Ports IPvd Address: 192.168.1.117
L, User DHCF Eniabled Na
o\, HTTP Tunnel Subnet Mask: 255.255.255.0
B ,|, System Defauk Gateway: 192.168.1.1
|PvE Detals
PG Awtoconfiguation: Disabled
DHCPvE Enabled: Mo
Drefauk Gateway:
IPvE Addresses]: B0 280 ddif:f=06: 31 db
Download Al Changes " /U Dowrdoad iz Required
For Help, press F1 | Y

Fig. 30: Device Manager screen

12. Click Yes.
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DeviceManager

—

./ g 2 \.

R 4

Are you sure you want to download the configuration to IOLAN?

]

Yes Mo

Fig. 31: Confirmation message dialog box

13. In the DeviceManager dialog box, click on Reboot IOLAN.

DeviceManager - [Perle (192.168.1.117) - Connected] - EII!I
W File Edit Tooks Miew Window Help _.lJ.ﬂ.lEl
DEds dacy K2 ?

System Info
[=l-+ap¢ Configuration  System Info Summarny
" m‘?““'“"k Hame; Perle
B Seral Modsl IOLAN SDS1 D2A2
2 Users .
-G Security Firwsate: 44063
- 1/O Interfaces Uptirne: 00:07:43
[ Clustering Iritesface]s) Details
By System Irtesface Mame: Etfemet 1
=+ 4™ Control MAL Address: 00-80-D 4-06-31-DB
— ¥ 1/0 Status/Control Interface Active: es
Sl Statistics — |Pyé Detals
By, Metwork
[, Serial Ports IPv4 Address: 1921681117
§, User DHCP Enabled: Mo
i, HTTP Turnel Subnet Mask: 205.255.255.0
By, System Default Gateway: 152168.1.1
r~ IPvE Datailz
IPvE Autoconfiguration: Disabled
DHCPE Enatiled; No
Dafault Gateway:
1P+ Address{est |fu93::292l:d4|’f:leﬂﬁ:31cb
|  Downboad Al Changes | I Fleboct IDLAN ||
For Help, press F1 &
Fig. 32: Device Manager screen
14. A confirmation message displays.
DeviceManager il
i lé IOLAN is being rebooted. The session will now dose,
Fig. 33: Information messge dialog box
15. Click OK.
= The configuration is complete.
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NOTE:
The procedure must be repeated for each device that has to be configured.

Interface to Website Device

Interface to Website Device

This section provides reference and background information for integrating the
Interface to Website Device. For procedures and workflows, see the step-by-step
section.

Notification has the capability to produce the following:
e Rich Site Summary (RSS) and Atom feeds as web feed documents

e CAP and XML message documents as web feed entries in RSS and Atom feed
documents

Notification Server

Notification
Subsystem

RSS/
Notification Alom
Web feed
publisher
driver

Feed Subscribers
Browsers, Web sites, etc.

Notification Server

i i

i i

i i

Notification ; m'::l:lgm I
Subsystem i er Web s '
N t'fy ti poid : hDGI:;B 3
otification Atom i g ;
Web feed < Notification |
publisher ; Feeds !
driver i — i

i i

i —] |

Feed subscribers
Browsers, Web sites, etc.

The feeds produced can be published to a website from which RSS / Atom readers
and other applications or websites interested in Notification feeds can subscribe to
the feeds and access them.

Notification generates both RSS and Atom feed XML files for all configured user
languages. The user can decide which feed to use. The type of feed and the
language is indicated in the file name of the feed. Some examples are listed below:

e 1 MNSFeeds_atom_en_US.xml is a feed file in Atom format in English
e 1 MNSFeeds rss_es ES.xml is a feed file in RSS format in Spanish

NOTE 1:

The RSS and Atom feeds are used to publish frequently updated content like blog
entries and videos. Users can choose from a wide variety of applications (Web
based applications, desktop applications, or mobile device applications) to access
the RSS or Atom feeds. In either of the above cases, it should be noted that the
Notification services are running under an account that has write access to the
share folder so that it can publish content. Websites can be configured to pick up
content from a location on the same machine or from a network shared folder as
depicted in the above images.
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NOTE 2:
Abide by the terms of use mentioned on the hosting website.

Configuration Properties - Web Feed Device
Name: | value |
Web Feed Server Link

Device Mode Operational
Id[1:10000] 1

Feed Folder Path

Style Sheet File Path

File Mame Prefix

e Web Feed URL: Enter the URL of the website where the feeds are to be
published. This is needed to generate the correct hyperlinks to be associated
with the RSS and Atom feeds generated.

e Device Mode: Select one of the following modes from the drop-down list:
Disabled: In this mode, the driver does not process the messaging command,
the device configuration change command, and perform status checks for the
device. The device remains in a disconnected state.

Operational: In this mode, the driver processes the messaging command, the
device configuration change command, and performs status checks for the
device. The device will be in a disconnected / connected state based on the
connection status.

Administrative: In this mode, the driver processes the device configuration
change command and performs status checks for the device. The device will
be in a disconnected / connected state based on the connection status.

e ID: Enter a numeric ID for the feed. This is a numerical identifier for the feed file
and the feed generated contains the ID as a part of the file name. For example,
if the ID value entered is 555, then the generated feed file has the name
555 _MNSFeed_atom_en_US.xml. The value of the ID field should be unique
across all configured Web Feed Publisher Devices.

e Feed Folder Path: Enter the full path of the folder where the feeds must be
published.
NOTE: This can also be a network share path. If this is the case, make sure
that the system has write permissions to that folder. For example:
\\MNSServer\MNSFeedsFolder. The account used to run the Notification
services should have write access to the network share folder.

e Style Sheet File Path: Enter the full path of the style sheet file that must be
used to view the feeds. For example, for emergency feeds, [Installation
Drive]:\\GMSProjects\GMSMainProject\bin\MNSEmergencyFeedStylesheet
.xsl can be used. For informative feeds, [Installation
Drive]:\GMSProjects\GMSMainProject\bin\MNSInformationFeedStylesheet
.xsl can be used.

NOTE: The value for this field is optional and can be left blank.

o File Name Prefix: Enter the prefix that needs to be used for the files that are
generated. For example, If the value is set to MNSFeed, then the feed file is
generated with a value in the field name such as
555 MNSFeed_atom_en_US.xml.

Configuration Properties - CAP Feed Device
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¥ Configuration Properties

Name: Value

'Web Feed URL

Device Mode Operationa
1D[1:10000] 5
Feed Folder Path WMNSServer\MNSFeedsFolder

Style Sheet Path

File Name Prefix MMNSCAPFeed
Sender Name

Sender Email

Foliow Up Contact

Cancel Message Expiration Time [0:10000] (min) 5

Cancel Message Title Prefix All languages: Cancel, ...
Category Life Safety Alert: Safety, ..
Sewverity Life Safety Alert: Extreme, ..
Certainty Life Safety Alert: Likely, ...
Urgency Low; Future, ...

Web Feed URL.: Enter the URL of the website from which the feed files will be
accessible to subscribing clients. This URL specifies a folder, for example:
http://www.myalertfeed.com/publicfeeds/regioncentral. This information is
needed to form the correct hyperlinks associated with the generated CAP
message files.

Device Mode: Select one of the following modes from the drop-down list:
Disabled: In this mode, the driver does not process the messaging command,
the device configuration change command, and perform status checks for the
device. The device remains in a disconnected state.

Operational: In this mode, the driver processes the messaging command, the
device configuration change command, and performs status checks for the
device. The device will be in a disconnected / connected state based on the
connection status.

Administrative: In this mode, the driver processes the device configuration
change command and performs status checks for the device. The device will
be in a disconnected / connected state based on the connection status.

ID: Enter a numeric ID for the feed. This is a numerical identifier for the feed file
and the feed generated contains the ID as a part of the file name. For example,
if the ID value entered is 555, then the generated feed file has the name
555_MNSFeed_atom_en_US.xml. The value of the ID field should be unique
across all configured CAP Feed devices.

Feed Folder Path: Enter the full path of the folder where the feeds must be
published.

NOTE: This can also be a network share path. If this is the case, make sure
that the system has write permissions to that folder. For example:
\\MNSServer\MNSFeedsFolder. The account used to run the Notification
services should have write access to the network share folder.

Style Sheet File Path: Enter the full path of the style sheet file that must be
used to view the feeds. The default style sheet is located at [Installation
Drive\GMSProjects\GMSMainProject\bin\MNSEmergencyFeedStylesheet_
CAP.xsl.

NOTE: The value for this field is optional and may be left blank.

File Name Prefix: Enter the prefix that needs to be used for the files that are
generated. For example, If the value is set to MNSFeed, then the feed file is
generated with a value in the field name such as

555 MNSFeed_atom_en_US.xml.

Sender Name: Enter the name of the sender.
Sender Email: Enter the email address of the sender.
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Follow Up Contact: Enter the name of the contact person in case of any
queries.

Cancel Message Expiration Time: Enter the time period after which the
canceled or suspended CAP messages must be removed from the generated
feed.

NOTE: When CAP messages are canceled or suspended before the original
expiration time, the system generates CAP Cancel messages. These
messages are present in the generated feed for the configured time period.

Cancel Message Title Prefix: This prefix allows for the title of the message to
be canceled or suspended in different languages.

Category: Represents Feed item category as per the CAP protocol. Select a
CAP Feed category for every message type. The selected category value is
displayed in the CAP Feed's category element. For example, a message type
Life Safety Alert can be mapped with the CAP Feed Category Safety.

Severity: Represents Feed item severity as per the CAP protocol. Select a
CAP Feed Severity for every message type. The selected severity value is
displayed in the CAP Feed's severity element. For example, a Life Safety Alert
message type can be mapped with the CAP Feed Severity Extreme.

Certainty: Represents Feed item certainty as per the CAP protocol. Select a
CAP Feed Certainty for every message type. The selected severity value is
displayed in the CAP Feed's certainty element. For example, a Life Safety Alert
message type can be mapped with a CAP Feed Certainty Likely.

Urgency: Represents Feed item urgency as per the CAP protocol. Select a
CAP Feed Urgency for every message priority. The selected urgency value is
displayed in the CAP Feed's urgency element. For example, the message
priority Low can be mapped with the CAP Feed Urgency Future.

IP Phone Avaya (9620L)
IP Phone Avaya (9620L)

This section provides reference and background information for integrating the 1P
Phone Avaya 9620L. For procedures or workflows, see the step-by-step section.

The Avaya 9620L phone is a VolP telephone used by Notification to make live
announcements, listen to pre-recorded messages, record audio messages, or
initiate incidents through an Interactive Voice Response (IVR) system. The phone
communicates with Notification's VolP Switch system. For more information on
Avaya 9600 Series IP Phones, refer to
https://support.avaya.com/products/P0553/9600-series-ip-deskphones/

Notification
Server

CatSe
FreeswiTCH |- BHE H-Ethernet
Cable

CatSe
Ethernet
Cable

Sottware System/ |

Service Device Avaya 96201 P
Phone

Hanware Port

~J

The following subsections provide the user with a brief description of Notification
and how the Internet Protocol (IP) phone is integrated.
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The Notification system can integrate with the following Voice over Internet
Protocol (VolP) phones:

e Avaya 9620L

e Polycom SoundPoint 331

e Cisco CP-6921

e Stentofon IP Desktop Intercom Station

e Stentofon IP Dual Display Intercom Station
NOTE:

This guide provides detailed step-by-step instructions for configuring the Avaya
9620L IP phone. For information on configuring the other supported VolP phones,
refer to the respective VolP phone integration guide.

IP Phone Avaya (9620L)

This section provides additional procedures related to IP Phone Avaya (9620L).

Installing IP Phone Avaya (9620L)

This section provides information on mounting the hardware and wiring /
connection details for the device.

Prerequisites
e Avaya 9620L IP Phone with bundled accessories

e Software Version - SIP96xx_2 6_12_1.bin (Application); hb96xxua3_00.bin
(Boot file)

Mechanical Installation

For mechanical installation and setup, follow the instructions mentioned in the
installation manual provided by Avaya.

Electrical Installation

For electrical installation and setup, including power and Ethernet connections,
follow the instructions mentioned in the installation manual provided by Avaya.

Configuring IP address

After mounting and wiring the IP phone, configure the phone to communicate with
the software PBX included with Notification.

Prerequisites

1. Download the HTTP File Server hfs.exe application to the Host Machine.
NOTE: The HTTP File Server may be running on the same machine where
Notification and FreeSwitch are installed or on a separate machine.

(Optional) Disable port 80 on the server.
Run the hfs.exe program.

Under Menu, select IP Address.

o DN

Select the corresponding IP address.
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= HFS ~ HTTP File Server L2

=] Menu .f Pot: 80 | €4 ‘You are in Easy mods
+ self Test 81152/
Show bandwadth graph Log
Other options L
Upload r
Start/Exit L
Limits b
Tray icons 4
IP address s IF address is used 0
Updates A EE
o BT
xﬂsﬁdﬁﬁmﬂc £ o
Constantly search for better address Speed | Time it | |

/ Load file system... Cti+0
b Save fie system...  Ctl+s
X Clear fle system

Save options k|

6. Copy the 46xxsettings.txt file to the server machine. This file can be
downloaded from the following link:
https://support.avaya.com/downloads/download-
details.action?contentld=C2009071016160372125345&productid=P0553

— In the #HHHEHH# SERVER SETTINGS (SIP) ###HHHHHE section of the
46xxsettings.txt file, do the following:
a. Enter the IP address for the server running the FreeSwitch in the SET
SIPDOMAIN field.
b. Enter 5060 in the SET SIPPORT field.
c. Enter the IP address for the server running the FreeSwitch in the SET
SIP_CONTROLLER_LIST field.
d. Enter the IP address for the server running the HTTP File Server in the
SET CONFIG_SERVER field.

(=] domettings b £3|

ER SETTINGS B

IP signaling

Normal text file length : 283394 lines : 6764 n:48 Col:35 sel:15]0 Jurax JUTF-8 wjo BOM ns 2
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7. Enter 0 in the SET SIPSIGNAL field.
8. Add the 46xxsettings.txt file to the hfs tool.

5 M o HTTP Fibe Sevwer 220
o Mo | ) Pot B0 1 You e in Eaty mode
B Do in bocssan [ 7 rr—
Vitas Fig Spem e
f st 12.07 38 PM Chack update: failed
5 P " Filename I Suhe
Out 00 s | i 0.0F8A

Fig. 34: Adding Text File

IP Phone Cisco (CP-6921)
IP Phone Cisco (CP-6921)

This section provides reference and background information for integrating the 1P
Cisco CP-6921 device. For procedures and workflows, see the step-by-step
section.

The Cisco CP-6921 phone is a VolIP telephone used by Notification to make live
announcements, listen to pre-recorded messages, record audio messages, or
initiate incidents through an Interactive Voice Response (IVR) system. The phone
communicates with Notification VolP Switch system.

Notification
Server

CatSe
FreeSwWiTCH |- BHCE H-Ethernet:
Cable

CatSe
Ethernet
Cable

Eer System/ |
Service Device Cisco CP-6921 P
Phone
Hardware Port
@

The following subsections provide the user with a brief description of Notification
and how the Internet Protocol (IP) phone is integrated.

The Notification system can integrate with the following Voice over Internet
Protocol (VolP) phones:

e Cisco CP-6921

Polycom SoundPoint 331

Avaya 9620L

Stentofon IP Desktop Intercom Station
Stentofon IP Dual Display Intercom Station
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NOTE:

This guide provides detailed step-by-step instructions on configuring the Cisco
CP-6921 IP phone. For information on configuring the other supported VolP
phones, refer to the respective VolP phone integration guide.

IP Phone Cisco (CP-6921)

This section provides additional procedures related to IP Phone Cisco (CP-6921).

Installing IP Phone Cisco (CP-6921)

This section provides information on mounting the hardware and wiring /
connection details for the device.

Prerequisites
e Cisco CP-6921 IP phone with bundled accessories
e Software Version - 9.4.1.3

Mechanical Installation

For mechanical installation and setup, follow the instructions mentioned in the
installation manual provided by Cisco.

Electrical Installation

For electrical installation and setup, including power and Ethernet connections,
follow the instructions mentioned in the installation manual provided by Cisco.

Configuring IP Phone Cisco (CP-6921)

After mounting and wiring the IP phone, configure the phone to communicate with
the software PBX included with Notification.

Prerequisites

1. Install the Trivial File Transfer Protocol (TFTP) Server on the host machine (the
same server where Notification is installed).

2. Set up a directory containing the files that will be used by the TFTP Server to
transfer configuration to the phone. The TFTP server should use this directory
in the setup. For example, C:\Program Files\Tftpd64. The required files are
dialplan.xml and SEPxxxxxxxxxxxx.cnf.xml (where xxxxxxxxxxxx is the
phone's MAC address).

Configuring the SEPxxxxxxxxxxxx.cnf.xml File
1. Open the SEPxxxxxxxxxxxx.cnf.xml file.

2. In the <callManager> section, do the following:
a. Enter the IP address for the Server running the FreeSwitch in the <name>
field.
b. Set the <sipPort> field to 5060.
c. Enter the IP address for the Server running the FreeSwitch in the
<processNodeName> field.

3. Select <sipProfile>, in the <sipProxies> section, do the following:
a. In the <backupProxy>, <emergencyProxy>, and <outboundProxy> fields,
enter the IP address for the Server running FreeSwitch.
b. Set the <backupProxyPort>, <emergencyProxyPort>, and
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<outboundProxyPort> fields to 5060.

[ SEPSCA4BASBEST2 crfami |
*xml version="1.6" encoding="UTF-5"
<device>

ullconfigrtrues/fullcenfig>

IP</ eProtocol>
</sshUserId
hPassword>

<tftpDefault>true</titplefault>
<member
<member priorit
<callMana
>
¢/descriptions>

</ethernetPhonePort>

</callManager>
fmember>
mbers>
ManagerGroup>
ool>

<emergencyProx

<emergencyP

<outboundPry

<outboundProxyPo

<registeriithProxy>truec/
<fsipPro

ANS] 25 UTF-8 S

Ln:36 Col:13 Sel:0 Dos\Windows

length : 7219 Ines 1 211

[2Xtensible Markup Language file

4. In the <phoneLabel> field, enter the FreeSwitch extension assigned to the
Cisco CP-6921 IP phone.

5. In the <sipLines> section, do the following:
a. Enter the FreeSwitch extension assigned to the Cisco CP-6921 IP phone in
the <featureLabel> field.
b. Enter the IP address for the server running the FreeSwitch in the <proxy>
field.
c. Enter the FreeSwitch extension assigned to the Cisco CP-6921 IP phone in
the <name>, <displayName>, <authName>, and <contact> fields.
d. Enter the password of the FreeSwitch extension assigned to the Cisco CP-
6921 IP phone in the <authPassword> field.
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[=) SEPSCA4BAIBEST2.crf xmi
<dtmfOutofBand>avt</dtmfOutofBand>
<alwaysUsePrimeLine>false</alwaysUsePrimelLine>
UsePrimeLineVoiceMail>false</alwaysUsePrimeLineVoiceMail>
'knm1 >

sgWaiting>

<offhookToFirstDigitTimer>15000</offhookToFirstDigitTimer>
<silentPeriodBetweenCallWaitingBursts>108</silentPeriodBetweenCallWaitingBursts>
<disablelLocalSpeedDialConfig>true< ableLocalSpeedDialConfig>

<startMediaPo t>

<stopMediaPort>3 opMediaPort>

<siplLines>
<line button="1">
<featureID>9</featyreID>
<featurela & tureLabel>

eesef/displayName>

rEnabled>2</autoAnswerEnabled>

< ageWaitinglampPolicy>
ageshumber>5555</messagesNumber>
SettingIdle>4</ringSettingId
<ringSettingActive /ringSettingActive>
<contact>108050</contact>
<forwardCallInfoDisplay>
<callerName>true</callerName>
<callerfum 1se</callerNumber>
<redirecte ber>false</redirectedNumber>
<dialedNumber>true</dialedNumber>
<fforwardCallInfoDisplay>
</line>

<line button=
<featurelD featureID>
<featureLabel>Speed Dial</featureLabel>
eedDialNumber>1234</speedDialNumber>

=Xtensible Markup Language file length : 7219  lines : 211 Ln:101 Col:1 Sel:0 INS 4

6. Save the SEPxxoxxxxxxxxx.cnf.xml file.

1.18 IP Phone Polycom (Soundpoint 331)

IP Phone Polycom (Soundpoint 331)

This section contains general reference information about Notification and how the
Polycom (Soundpoint 331) Internet Protocol (IP) phone is integrated. For
procedures and workflows, see step-by-step section.

The Polycom Soundpoint 331 phone is a VolP telephone used by Notification to
make live announcements, listen to pre-recorded messages and record audio
messages. The phone communicates with Notification's VolP Switch system.

The IP Phone and Notification allow the use of SSL through certificates. This is an
optional configuration, but is recommended to prevent unwanted access or attacks
from outside parties. The use of SSL certificates provide authentication, encryption,
and integrity checking between Notification and the IP Phone.
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The Notification system can integrate with the following Voice over Internet
Protocol (VolP) phones:

e Polycom SoundPoint 331

Cisco CP-6921

Avaya 9620L

Stentofon IP Desktop Intercom Station
Stentofon IP Dual Display Intercom Station
Provisioning Phone and Updating Software

Before configuring the IP phone, the recommendation for the user is to obtain the
phone build configuration information. This data can be accessed through web
interface after properly setting up the network configuration on the phone (once the
phone IP address is known). The default user name and password are Admin and
456 respectively.

NOTE: For phones running on older software versions, the default user name is
Polycom.

The following image provides the details of an IP phone running on an old software
version:

POLYCOM SoundPoint IP Configuratiol

Home General Network SIP Lines

Welcome to the SoundPoint IP Configuration Utility.

Select an area to configure from the menu above.

Phone Information

Phone Model | SoundPoint IP 331
Part Number | 2345-12365-001 Rev. 1
MAC Address | 00:04:F2:4A:D4:8F
IP Address | 192.168.1.194
SIP Software Version | 3.3.3.0069
BootROM Software Version | 4.3.1.0440

The following image provides the details of an IP phone running on a new software
version:
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&) Polycom | soundpoint IP 331

Home Simple Setup Preferences Settings Diagnostics Utilities

Home

FPhone Information

Phone Model SoundPoint IP 331

Part Number 2345-12365-001 Rev:B
MAC Address 00:04:F2:3E:57:9D

IP Address 192.168.1.101

UC Software Version 4.1.1.0260

BootROM Software Version 5.1.0.85063

VIEWS

To set up the IP phone, follow the Polycom’s Provisioning Guide located at
https://support.polycom.com/content/dam/polycom-
support/products/voice/soundpointip/user/en/provisioning-guide-phones-
ucs-4-0-1.pdf.

The Polycom SoundPoint IP 331phone may have an old version of the SIP
software. If the phone has a SIP software version prior to 4.0.1 (for example,
3.3.3.x), then there is a special procedure to update the software. This procedure
provides instructions to upgrade to 4.0.1. Refer to the document located at
https://support.polycom.com/content/dam/polycom-
support/products/Voice/polycom_uc/other-
documents/en/Upgrade_Downgrade_UCS_v4_0_0_EA64731.pdf.

To set up the Provisioning Server (FTP Server) to update the software to the
phone, refer to the Setting Up the Provisioning Server section of the document
located at the following link.

https://support.polycom.com/content/dam/polycom-
support/products/voice/soundstation-ip-series/user/en/uc-ag-4--0--5.pdf.

The provisioning server may be set up on the same machine where Notification is
installed but in this configuration the phone should be assigned to a fixed IP (not a
DHCP). If the phone is set up for DHCP, it is better to use the provisioning server

on the same machine as the DHCP server.

The TFTP Server (tftpd64) was used in the verification. Appropriate setting on the
phone should be selected to match the server type. Also, ensure that only TFTP
related services are enabled in the TFTP tool and other services. For example,
DHCP, Syslog are disabled unless they are needed.

The SIP Server address is the address of the machine where Notification is
installed. It is the same as the address of the provisioning boot server if the same
machine is used for both purposes.

The steps for setting up provisioning boot server information to the phone may be
done through the web interface or on the phone.

An XML editor may be replaced with a regular text editor assuming the user is
familiar with the XML file fields.

IP Phone Polycom (Soundpoint 331)

This section provides additional procedures related to Polycom (Soundpoint 331)
Internet Protocol (IP) phone.

For workflows, see the step-by-step section.
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Installing IP Phone Polycom (Soundpoint 331)

This section provides information on mounting hardware and wiring/connection
details for the device.

Prerequisites
e Polycom SoundPoint IP 331 with bundled accessories

e Polycom Unified Communications Software (UCS) v4.1.1, installed on the
Polycom 331

e OPTIONAL: CA Certificate in X.509 format with Privacy Enhanced Email (PEM)
extension. This is only required if configuring the IP phone with the Transport
Layer Security (TLS). Certificates are to be obtained from the site's IT
administrator. Siemens and Polycom will not supply security certificates.

Mechanical Installation

e For mechanical installation and setup, follow the instructions on the Polycom
SoundPoint IP 321/331/335 Quick Start Guide.

Electrical Installation

e For electrical installation and setup, including power and Ethernet connections,
follow the instructions on the Polycom SoundPoint IP 321/331/335 Quick Start
Guide.

Configuring TLS/SSL
> CA Certificate in X.509 format with Privacy Enhanced Email (PEM) extension.

> HTTP website to host the CA certificate. The CA certificate can only be
uploaded to the IP phone through a HTTP website.

From the home page, select Settings > Network > TLS.
Selectr the Certificate Configuration section.
Select CA Certificates.

Select the Platform CA 1, enter the HTTP address where the IP Phone will
download the CA certificate from and click Install.

NOTE: The HTTP address should contain the full path to the certificate
including the certificate name. For example,
http://website_ip_address/certificate_folder/myCA.pem.

A W h =

202 | 460 Restricted A6V12131888_en_a_51



MNS Supported Physical Device Configurations
IP Phone Polycom (Soundpoint 331)

| Certificate Configuration

@ CA Certificates 7} Device Certificates

Type Common Name(MD5 Fingerprint) -.
Platform CA 1 MMNSCA(73:50:68:69:30:05:CE:EE:D1:53:6B:93:.A47B:65:C2) Install ]
Platform CA 2 Install
Application CA 1 Install
Application CA 2 Install
Application CA 3 Install
Application CA 4 Install
Application CA 5 Install
Application CA 6 Install

Remove

e e =S

5. Select TLS Profiles, verify that Default is selected from the Type for all Profile
Names. Platform 1 or Platform CA 1 should be selected for the CA certificate.
The Platform Credential 1 should be selected for Device Credentials.
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| TLS Profiles

Profile Cipher Suite Certificate
Name Configuration CA Certificate | Device Credentials
Platform RT=ra . . : :
Profile 1 Default ~ |ALLIDHILOWIEXPIMDS@STH  Platform 1 - Platform Credential T -
E'rz;fl‘;"; Default ~ [ALLIDHILOWIEXPIMD5@STR  Platform 1 ~  Platform Credential 1 ~
Application Default ~ |ALLIDHILOW.IEXP.IMDS@STH DefaultCertlist  «| Platform Credential 1 ~
Profile 1 Platform CA 1
Platform CA 2 w7
Application Default ~ ALLIDHILOWIEXPIMDS:@STR DefaultCertlist | Platform Credential 1 ~
Profile 2 Platform CA 1
Platform CA 2 -
Application Default ~ |ALLIDHILOWIEXP:IMDE:@STH DefaultCertlist  «| Platform Credential 1 -
Profile 3 Platform CA 1
Platform CA 2 -
Application Default ~ |ALLIDHILOWIEXPIMD5:@STH |Default Certlist  »| Platfiorm Credential 1 -
Profile 4 Platform CA 1
Platform CA 2 w7
Application Default ~ |ALLIDHILOWIEXP:IMDE:@STH DefaultCertlist  «| Platform Credential 1 -
Profile 5 Platform CA 1
Platform CA 2 -
Application Default ~ |ALLIDHILOW.IEXP.IMDS@STH DefaultCertlist  «| Platform Credential 1 ~
Profile 6 Platform CA1
Platform CA 2 7
=3 ==
Click Save.
7. Change the transport type to TLS.
8. Select Utilities > Reboot Phone.
NOTE: When TLS is enabled, change all SIP port numbers on the IP Phone to
5061.
1.19 IP Phone Polycom (VVX 101)

IP Phone Polycom (VVX 101)

This section contains general reference information about Notification and how the
Polycom (VVX 101) Internet Protocol (IP) phone is integrated. For procedures and
workflows, see step-by-step section.

The Polycom VVX 101 phone is a VolP telephone used by Notification to make live
announcements, listen to pre-recorded messages and record audio messages.
The phone communicates with Notification's VolP Switch system.

The IP Phone and Notification allow the use of SSL through certificates. This is an
optional configuration, but is recommended to prevent unwanted access or attacks
from outside parties. The use of SSL certificates provide authentication, encryption,
and integrity checking between Notification and the IP Phone.
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The Notification system can integrate with the following Voice over Internet
Protocol (VolP) phones:

e Polycom VVX 101

Polycom SoundPoint 331

Cisco CP-6921

Avaya 9620L

Stentofon IP Desktop Intercom Station
Stentofon IP Dual Display Intercom Station
Provisioning Phone and Updating Software

Before configuring the IP phone, the recommendation for the user is to obtain the
phone build configuration information. This data can be accessed through web
interface after properly setting up the network configuration on the phone (once the
phone IP address is known). The default user name and password are Admin and
456 respectively.

The following image provides the details of an IP phone running on a new software
version:

7y Polycom | vvx 101

Home Simple Setup Preferences Settings Diagnostics Liilities

You are here:

Home

Phene Information

Phone Model VX 101

Part Mumber 3111-40250-001 Rev:A
MAC Address 64:16:7F:80:BC:52

IF Address 172.17.10.165

UC Software Version 5.4.0.5841

Updater Version 5.6.0.8213

To set up the IP Phone, refer the document located at following link. Also to set up
provisioning Server (FTP Server) to update the software to the phone, refer to the
Setting Up the Provisioning Server section of the document located at the following
link.

https://lwww.polycom.fr/content/dam/polycom-
support/products/Voice/business_media_phones/user/en/uc-admin-5-4-1.pdf
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The provisioning server may be set up on the same machine where Notification is
installed but in this configuration the phone should be assigned to a fixed IP (not a
DHCP). If the phone is set up for DHCP, it is better to use the provisioning server

on the same machine as the DHCP server.

The TFTP Server (tftpd64) was used in the verification. Appropriate setting on the
phone should be selected to match the server type. Also, ensure that only TFTP
related services are enabled in the TFTP tool and other services. For example,
DHCP, Syslog are disabled unless they are needed.

The SIP Server address is the address of the machine where Notification is
installed. It is the same as the address of the provisioning boot server if the same
machine is used for both purposes.

The steps for setting up provisioning boot server information to the phone may be
done through the web interface or on the phone.

An XML editor may be replaced with a regular text editor assuming the user is
familiar with the XML file fields.

IP Phone Polycom (VVX 101)

This section contains additional procedures related to Polycom (VVX 101) Internet
Protocol (IP) phone.

For workflows, see the step-by-step section.

Installing IP Phone Polycom (VVX 101)

This section provides information on mounting hardware and wiring/connection
details for the device.

Prerequisites
e Polycom VVX 101 with bundled accessories

e Polycom Unified Communications Software (UCS) v4.1.1, installed on the
Polycom VVX 101

e OPTIONAL: CA Certificate in X.509 format with Privacy Enhanced Email (PEM)
extension. This is only required if configuring the IP phone with the Transport
Layer Security (TLS). Certificates are to be obtained from the site's IT
administrator. Siemens and Polycom will not supply security certificates.

Mechanical Installation

For mechanical installation and setup, follow the instructions on the Polycom VVX
101 Quick Start Guide.

Electrical Installation

For electrical installation and setup, including power and Ethernet connections,
follow the instructions on the Polycom VVX 101 Quick Start Guide.

IP Phone Stentofon (IP Desktop Intercom
Station)

IP Phone Stentofon (IP Desktop Intercom Station)

This section provides reference and background information for integrating IP
Phone Stentofon (IP Desktop Intercom Station) phone. For procedures and
workflows, see step-by-step section.

The Stentofon IP Desktop Intercom Station is a VolP telephone used by
Notification to make live announcements, listen to pre-recorded messages, record
audio messages, or initiate incidents through an Interactive Voice Response (IVR)
system. The phone communicates with Notification VoIP Switch system.
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The Notification system can integrate with the following Voice over Internet
Protocol (VolP) phones:

e Stentofon IP Desktop Intercom Station
Cisco CP-6921

Polycom SoundPoint 331

Avaya 9620L

Stentofon IP Dual Display Intercom Station

IP Phone Stentofon (IP Desktop Intercom Station)

This section provides additional procedures for integrating IP Phone Stentofon (IP
Desktop Intercom Station) phone.

For workflows, see the step-by-step section.

Installing IP Phone Stentofon (IP Desktop Intercom Station)

This section provides information on mounting the hardware and wiring /
connection details for the device.

Prerequisites

e Stentofon IP Desktop Intercom Station (Manufacturer Item #1008000000.0102)
with bundled accessories

e Software Version - 02.03.3.3

Mechanical Installation

For mechanical installation and setup, follow the instructions mentioned in the
installation manual provided by Stentofon.

Electrical Installation

For electrical installation and setup, including power and Ethernet connections,
follow the instructions mentioned in the installation manual provided by Stentofon.

Configuring IP Address
For determining how the IP address is assigned to the phone, do the following:
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1. Press Menu > Setup > Sel on the phone.

2. Enter the password in the Enter password field. The default password is 1851.

- o B,

3. Press OK.

4. Select Station Info and press Sel.

= The IP address is displayed in the IP field.
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IP Phone Stentofon (IP Dual Display Intercom
Station)

IP Phone Stentofon (IP Dual Display Intercom Station)

This section provides reference and background information for integrating the IP
Phone Stentofon (IP Dual Display Intercom Station) phone. For procedures and
workflows, see step-by-step section.

The Stentofon IP Dual Display Intercom Station is a VolP telephone used by
Notification to make live announcements, listen to pre-recorded messages, record
audio messages, or initiate incidents through an Interactive Voice Response (IVR)
system. The phone communicates with Notification‘'s VolP Switch system.

Notification
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The Notification system can integrate with the following Voice over Internet
Protocol (VolP) phones:

e Stentofon IP Dual Display Intercom Station
Cisco CP-6921

Polycom SoundPoint 331

Avaya 9620L

Stentofon IP Desktop Intercom Station

IP Phone Stentofon (IP Dual Display Intercom Station)

This section provides additional procedures for integrating the IP Phone Stentofon
(IP Dual Display Intercom Station) phone.

For workflows, see the step-by-step section.
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Installing IP Phone Stentofon (IP Dual Display Intercom Station)

This section provides information on mounting the hardware and wiring /
connection details for the device.

Prerequisites

e Stentofon IP Dual Display Station (Manufacturer Item #1008007000.0200) with
bundled accessories

e Software Version - 02.03.3.3

Mechanical Installation

For mechanical installation and setup, follow the instructions mentioned in the
installation manual provided by Stentofon.

Electrical Installation

For electrical installation and setup, including power and Ethernet connections,
follow the instructions mentioned in the installation manual provided by Stentofon.

Configuring IP Address
For determining how the IP address is assigned to the phone, do the following:

1. Press Menu > Setup > Sel on the phone.

2. Enter the password in the Enter password field. The default password is 1851.
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3. Press OK.

4. Select Station Info and press Sel.

= The IP address is displayed in the IP field.

Fig. 35: IP Address of Stentofon IP Dual Display Station

Manually Importing Device Support Libraries

Manually Importing Device Support Libraries

Perform the following steps if the Device Support Libraries are not imported
automatically by the Notification system.

>
1.
2,

System Manager is in Engineering mode.

In System Browser, select Management View.
Select Project > System Settings > Libraries.
= The Library Configurator tab displays.
Click Import.

= The Import Libraries dialog box displays.

Select GMSMainProject > Libraries > Exports to import an already existing
library, or browse to the location where the library file is located.

= A list of libraries display.

A6V12131888_en_a_51

Restricted 211 | 460



MNS Supported Physical Device Configurations
Media Controller Device

5. Select the library file to add.
NOTE 1: Select all the device specific .gms files with naming format
MassNotification_[DeviceType]_HQ_1.gms.
NOTE 2: It is not recommended to import
MassNotification_Common_HQ_1.gms,
MassNotification_CommonTelephony_HQ_1.gms, and
(MassNotification_[DeviceType]_OM_HQ_1.gms) libraries as Notification
System automatically imports these libraries.

Click Open.

= The library is imported.
NOTE: Manually Importing Device Support Libraries is applicable for all the
devices.

o

1.23 Media Controller Device

Media Controller Device

This section provides additional procedures for integrating the Media Controller
device.

For workflows, see the step-by-step section.
Configuring Media Controller Device

Certificate Creation From System Management Console

To establish a secure communication between the Media Controller device and the
Web Server, certificates need to be configured.

The following is the recommended workflow for working with the Certificates in
System Management Console (SMC).

1. Create a root certificate Windows store based (.pfx and .cer).
2. Using that root certificate, create a host certificate Windows store based (.pfx).

Create a Root Certificate (.pfx)

1. Double-click Desigo CC SMC % or right-click Desigo CC SMC % and select
the Run as administrator option.
= The System Management Console window displays.

2. In the Console tree, select the Certificate node.

= The Certificates tab displays.
3. Click Create Certificate © |4 and then select Create ROOT Certificate (.pfx)

LT

= .The ROOT Certificate Information expander displays.
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¥ ROOT Certificate Information

Certificate file name (.pfi):  ppotPFXCertificatel Certificate password (pfx): o
Certificate file name {.cerl:  pootPFXCerFilel Confirm passwaord: .

Path: C\Certificates

Expiration: 7/4/2025 BJ | 3630|5 Days

Subject name: RootPFXCertificatedFeb City f district: Pune
Department: SET State / province: Maharashtra
‘Organization: Siemens Country code: N

4. In the ROOT Certificate Information section, provide the details as follows:

— (Mandatory field) Enter the Certificate file name (.pfx).

— (Mandatory field) Enter the Certificate file name (.cer).

— (Mandatory field) Enter the Certificate password (.pfx) and confirm the
corresponding password.

— (Mandatory field) Browse for the location to store the root certificate on the
disk. By default, the path of the last-created root certificate is selected.

— Set the Expiration (validity period) duration in days. By default, the
certificate expires after 3650 days.

— Enter the following information about the subject:
a) (Mandatory field) Subject name: (default) GMS Root Certificate
b) (Optional field) Department
c) (Optional field) Organization
d) (Optional field) City / district
e) (Optional field) State / province
f) (Optional field) Country code (only two characters)

Click Save H to initiate root certificate creation.

g

= If confirmed, the data entered during the root certificate creation is validated
and on successful root certificate creation, two new root certificate files, one
with .pfx extension and another with .cer extension, are created at the specified
location on the disk.
NOTE 1:
When a root certificate is created for the first time, all the fields are blank. For
all subsequent root certificate creation (.pfx or .pem based), by default, the last
created root certificate information for some fields, such as Path, Organization
displays.
NOTE 2:
The root certificate (.pfx file) is used to create a host certificate (.pfx file).
NOTE 3:
The Subject name should not be set as the full computer name because the
host certificate's Subject name is required to be set as the full computer name
and the host and root certificate's Subject name cannot be same, otherwise
the Client/Server communication does not work.
NOTE 4:
After the root certificate is imported, the Subject name appears in the Issued
To field of the Windows Certificate store. Provide a unique Subject name. If
multiple root certificates are created with the default Subject name (GMS Root
Certificate), identifying and selecting the correct root certificate from the
Windows Certificate store would be difficult.
NOTE 5:
Create multiple host certificates using one root certificate (.pfx file).

Create a Host Certificate (.pfx)

> The user must have the root certificate (.pfx file) and the password with which a
host (.pfx) certificate needs to be created.
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¥ Host Certificate Information

Double-click Desigo CC or right-click Desigo CC SMC and select the
Run as administrator option.
= The System Management Console window displays.

In the Console tree, select the Certificate node.

= The Certificates tab displays.
Click Create Certificate % |4 and then select Create Host Certificate (.pfx)

e

= The Host Certificate Information expander displays.

Root certificate: C:\Certificates\RootPFXCertificatel.pf Root certificate password:
Certificate file name (pfx):  HostPFXCertificatel Certificate password (pfx): o
Certificate file name (.Cerlt  HostPFXCerFilel Confirm password: .
Path: Ci\Certificates
Expiration: 7/5/2021 2180 % Days
Subject name: o, it # — . City / district: Pune
Depariment: SET State / province: Waharashira
Organization: Ciemens Country code: M
4. In the Host Certificate Information expander, do the following:

N

— Browse for the Root certificate (.pfx file) from the disk. By default, the last
created root certificate (.pfx file) is selected.

— (Mandatory field) Enter the Root certificate password.

— (Mandatory field) Enter the Certificate file name (.pfx) of the host
certificate.

— (Mandatory field) Enter the Certificate password (.pfx) for the host
certificate and confirm the corresponding password.

— (Mandatory field) Enter the Certificate file name (.cer) of the host
certificate.

— (Mandatory field) Browse for the location to store the certificate on the disk.
By default, the path of the last-created root certificate is selected.

— Set the Expiration (validity period) duration in days. By default, the
certificate expires after 2190 days.

— Enter the following information about the subject:

a) (Mandatory field) Subject name: (default) the Full computer name of the

host machine (including the domain name if the host machine is in a
domain), for example, ABCXY022PC.dom01.company.net. However,
change this according to where this host certificate will be imported or
used.
b) (Optional field) Department
c) (Optional field) Organization
d) (Optional field) City / district
e) (Optional field) State / province
f) (Optional field) Country code (only two characters)

Click Save 1 to initiate the file (.pfx) based host certificate creation.

= A message displays if the Subject name of the host certificate is same as
that of its root certificate.

Click OK.

Click Save [ to initiate the file (.pfx) based host certificate creation.

The data entered during certificate creation, is validated and on successful
certificate creation, the two new host certificate files, one with extension .pfx
and another with extension .cer, are created at the specified location on the
disk.

NOTE 1:
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By default, the subject's identifier information (except for the Subject name) is
pre-populated with the information of the last root certificate subject.

NOTE 2:

The Subject name of the host certificate must not be the same as the Subject
name of its root certificate.

Importing a Root Certificate in the Windows Store
The following procedure applies only to importing certificates using the SMC. For

the non-SMC workstations, import the root certificate (.cer file) using Microsoft
Management Console (MMC 3.0).

1. Double-click Desigo CC % or right-click Desigo CC SMC I+t and select the
Run as administrator option.
= The System Management Console window displays.

2. Inthe Console tree, select the Certificate node.
= The Certificates tab displays.

3. Click Import Certificate f
= The Import Certificate expander displays.

4. In the Import Certificate expander, do the following:

— In the Certificate type field, select the Root certificate option.

— In the Certificate field, click Browse and select the Certificate file. Import
the appropriate certificate for the selected Certificate type to be able to use
them. SMC displays a message if the selected certificate does not match
the selected Certificate type.

To import the root certificate , import the root certificate (.cer file) of the root
.pfx certificate.

— (Optional) Clear the Set as default check box, if the selected certificate is
not needed to be set as default. By default, the Set as default check box is
selected, if the selected Certificate type is not already set as default.

5. Click Save H

= The selected certificate is imported successfully in the certificate store.
The Certificate Type - Root Certificate is imported in the Store location,
Local machine Certificates and User Certificates > Trusted Root
Certificate Authorities.

Website Creation

The media works in conjunction with a HTTPS Web Server. The media controller
downloads all content from an accessible HTTPS server.

Media Controller - Device Engineering
This section provides the steps necessary to configure a device.

Before the BrightSign device can play media content on the flat panel display, the
device needs to be configured to connect to a HTTPS website. To connect
securely to a website, the media controller needs to be preloaded with the
Certificate Authority (CA) of that website. This allows the media controller to
establish a trusted connection with the website so that media can be downloaded.

Media Controller Device Set Up

This section describes the setup process for the Media Controller device on a
Notification server or a dedicated Web Server.
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Notification Server

1. Select (Installation Drive): > GMSProjects > GMSMainProject > bin >
MNSTools > MediaController folder.

2. Double-click the MediaControllerSetup.exe or right-click the
MediaControllerSetup.exe and select the option Run as administrator.

= The Media Controller Setup dialog box displays.

@ Media Controller Setup =L

Web Server Configuration | Device Configuration |

Import Host Certificate
Certificate file: Ch\Certificates\HostPFXCertificate L pfx | I

Pazsword: -

[ Import

Configuration Web Site

Select website:r | MNSMediaStore -
MName: | MMNSMediaStore |
Physical path: | DAMNSMediaStore | -]
Certificate: L [
IP address: i 22 LT -
HTTPS port: 443

Host name: | (LT qua st LT sk TR -

Configure Web Site ||  Test Web Site

3. Select the Device Configuration tab.
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@Media Controller Setup EI (=] @

Web Server Configuration | Device Configuration

Device Settings

Device narne: MediaContrallerDevice

Web site URL: https:/ 447

Content URL: %| https:// A47 AlIContent

Device URL: %| https:// 447/ DeviceContent/MediaControllerDevic
Tirne zone [EST: U5 Eastern Time - |
Tirne server: poclntp.org (Global) -
Root certificate file: CA\Certificates\RootPFXCertificate.cer C|

Metwork Settings
Use DHCP @ Use static IP address
Static [P address:
Subnet mask:
Gateway IP address
Preferred DNS sever:

Alternate DMS sever:

Cutput falder: Di\MediaControllerSetup [ .. ]

Generate

Please provide certificate

4,

In the Device Settings section, do the following:

— In the Device name field, enter the folder name for the device. This name
is used to access the device. For example, MediaControllerDevice.
NOTE: The Media Controller Setup utility automatically creates a folder
named DeviceContent in the website folder. For example if the name of
the website folder is MNSMediaStore and if the physical path of this folder
is D:\MNSMediaStore, then the Media Controller Setup utility will create
the DeviceContent folder inside the MNSMediaStore folder and the
physical path of the DeviceContent folder will be
D:\MNSMediaStore\DeviceContent. Create a folder of the same name as
specified in the Device name field in the DeviceContent folder manually.
For example, a folder named MediaControllerDevice at the location
D:\MNSMediaStore\DeviceContent\MediaControllerDevice. The media
controller will download the content in this folder.

— The Website URL field is automatically populated with the URL of the
website configured in the Web Server Configuration tab. For example,
https://[[IPAdress]:[PortName]

— The Content URL field is automatically populated with the URL of the
Content folder from which the media controller downloads the media
content. For example, https://[[IPAdress]:[PortName]/AllContent
NOTE: This Content URL must be specified in the Media Storage Web
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Folder URL field of the System Configuration (Field Network and Device)

section. Click [@| to copy the Content URL.

The Device URL field is automatically populated with the URL of the
Device folder from where the media controller downloads the content. The
name specified in the Device name field is used as the name of the Device
folder by the Media Controller Setup utility. For example,
https://[[IPAdress]:[PortName]/DeviceContent/MediaControllerDevice
NOTE 1: Ensure that the folder with the same name as specified in the
Device name field is present in the DeviceContent folder, otherwise the
media controller will not be able to download the content. For example,
MediaControllerDevice.

NOTE 2: This Device URL must be specified in the Web Server Link field

of the Device Configuration Properties section. Click [E| to copy the Device
URL.

Select the time zone from the Time zone drop-down list.

Select the time server from the Time server drop-down list.

NOTE: The above is a prerequisite for the device to have the right time set
so that the device can securely download content from the website.

In the Root certificate file field, click |_| and select the Root certificate
(.cer).

NOTE: The Media Controller Setup utility allows the import of Root
certificate (.crt) and Root certificate (.pem) also.

In the Network Settings section, do the following:

Select the Use DHCP option if the device needs to be set in DHCP mode.
If selected the other fields cannot be edited, but can be ignored.

= A message displays if the Use DHCP option is selected.
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(3] Media Controller Setup lil_léj

| Web Server Canfiguration | Device Configuration

Device Settings

Device name: MediaControllerDevice

Web site URL: https:// : 447

Content URL: %| https:// e .7 A47/AlContent

Device URL: %| A . 1 447/ DeviceContent/MediaControllerDevice
Tirne zone: [EST: US Eastern Time B |
Time server: pocl.ntp.org (Global) A
Root certificate file: CACertificates\RootPFXCerFilel.cer C|

Metwork Settings

@ Use DHCP I Use static IP address

(D The use of DHCP requires that the DHCP server is configured to assign

reserved [P addresses to each device so that IP addresses do not change
after initial cenfiguration.

Cutput folder: Di\MediaControllerSetup |

Generate

Select the Use static IP address option if the device needs to be
configured with a static IP address. Ensure that the remaining fields under
network settings are filled out if this option is selected.

For static IP address option, enter the following data in the respective
fields:

a) In the Static IP address field, enter the IP address to be used for the
device. Ensure that there are no IP address conflicts.

NOTE: For more details on Network Settings, see the --- MISSING LINK ---
section.

b) In the Subnet mask field, enter value for the subnet mask. The value for
the subnet mask can be obtained by executing the ipconfig command in
the command prompt.

NOTE: In the case of website being on a different machine other than the
Notification server, enter the subnet mask of the machine on which the
corresponding website is present.

c) In the Gateway IP address field, enter the value for the IP address of
the gateway. The value for the subnet mask can be obtained by executing
the ipconfig command in the command prompt.

NOTE: In the case of website being on a different machine other than the
Notification server, enter the Gateway IP Address of the machine on which
the corresponding website is present.

d) [Optional] In the Preferred DNS server field, enter the value for the
preferred DNS server. The value for the preferred DNS server can be
obtained by executing the ipconfig command in the command prompt.

e) [Optional] In the Alternate DNS server field, enter the value for alternate
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DNS server. The value for the alternate DNS server can be obtained by
executing the ipconfig command in the command prompt.

6. In the Output folder field, click C|

= The Browse For Folder dialog box displays.

7. Select the location where the setup files need to be copied. It is recommended
to select the SD card which will be loaded into the media controller.

8. Click Generate to create the setup files.

= Upon successful generation of the Device Setup files, a message
Configuration is generated displays at the bottom of the Media

Controller Setup dialog box.

@ Media Contraller Setup

| Web Server Configuration | Device Configuration

oo ==

Device Settings

Metwork Settings

Static [P address:
Subnet mask:
Gateway [P address:
Preferred DNS sever:

Alternate DMNS sever:

Cutput folder: Di\MediaCeontrollerSetup

Generate

Device name: MediaControllerDevice

Web site URL: https:/f 447

Content URL: %| https:/ A47/8lCantent

Device URL: %| https:/f 447 DeviceContent/MediaControllerDevic
Time zone: [EST: LS Eastern Time B |
Time server: poolntp.org (Global) -

Root certificate file: CACertificates\RootPFXCertificate.cer

T Use DHCP @) Use static IP address

=

Configuraticn is generated

9. Once generation is complete, ensure that the files and folders listed in the

following image are available on the SD card.
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N 5D Card ~ O =
UO | . 5D Card - - [EJI Search 50 Card O]
Organize *  Includeinlibrary +  Sharewith +  Mew Folder R m @

i Favarites =1 Mame * | Date modified | Tvpe
Bl Desktop o _
i Donnloads .. brightsign-dumps 41512013 8:09 AM File Folder
i__-_, Recent Flaces | CErts 41512013 8:10 AM File Folder
L. pool 41512013 8:09 AM File Folder
il Libraries || autarun.brs 2i22{2013 §:23 &M BRS File
@ Documents 2] current-sync,xm 41512013 8:09 AM %ML Document
J’ Tsic =
[E5] Pictures
E Videos
1% Computer = 4] | >
, 5 items

10. Verify that the Root certificate is available under the certs folder. Connection
to the website is not possible without this certificate.

Web Server Installed on a Machine Other Than Notification
Server

Do the following if IIS is installed on a different server than the server on which
Notification is installed.

> Ensure that the Media Controller device and the Web Server are in the same
network (same IP range).

> The certificates for the Web Server configuration should be created through

SMC as per the steps mentioned in the Creating a Root Certificate (.pfx) and
the Creating a Host Certificate (.pfx) sections. The details of the Web Server,
for example, the full computer name including the domain name if the Web
Server is in a domain, must be entered in the corresponding fields of the
certificates.

Store the certificates in a .zip file and copy the corresponding .zip file to the
Web Server.

After copying the .zip file, import the root certificate (.cer file) using the
Microsoft Management Console (mmc.exe) by performing the following tasks:

Open the Windows Start Menu and enter mmc.exe in the Search
programs and files field.

Programs (1)
|ﬁ MMC.exe

p See more results

II"I"IFI"IC.EXE

x| | Shutdown | » |
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— Right-click the mmc.exe and select the option Run as administrator.
= The Console Root dialog box displays.

& Consolel - [Console Roof] (= [ O |
@ File Action View Favorites Window Help [=]=]x]
=@ =]
|2l Console Root | Mame Actions
FY
There are no ftems | [LeomeIeROSE s
to show in this view. More Actions 4
4 [t g
3. Select File > Add/Remove Snap-in.
& Consolel - [Console Root] (SRR
ﬁ File J Action View Favorites Window Help ”;“i“il
d MNew Ctrl+M
E Open... Ctrl+0 Act
o Save Ctrl+S "
E items |[LomselEROSE e
S view. More Actions 13
| Add/Remove Snap-in.. Ctrl+M
Options...
1 CA\Windows\...\services.msc
2 CAWindows\system32\WF.msc
3 SQLServerManagerl 2.msc
4 CA\Windows\...\compmgmt.msc
Exit
< i r

Changes the options for the user and/or the snap-in console.

= The Add or Remove Snap-ins dialog box displays.
4. Select Certificates and click Add.
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Add or Remove Snap-ins M

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:

Snap-in vendor - [= console Roat Edit Extensions...

=] ActiveX Control Microsoft Cor... E—
Authorization Manager Microsoft Cor...

Iﬁl Microsoft Cor...

s Component Services  Microsoft Cor... Move Up

E‘JCompuher Managem... Microsoft Cor...

24 Device Manager Microsoft Cor... HEE T

=¥ Disk Management Microsoft and...

g Event Viewer Microsoft Cor...

[CFolder Microsoft Cor...

'£f Group Policy Object ... Microsoft Cor...
f;"lnternet Informatio... Microsoft Cor...
g IP Security Monitor Microsoft Cor...

g IP Security Policy M...  Microsoft Cor...  _

Description:

The Certificates snap-n allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

[ ok ][ concel

= The Certificates snap-in dialog box displays.

5. Select Computer account option and click Next.

Certificates snap-in u

Thig snap-n will always manage certificates for:

() My user account

() Service account

(@ Computer accourt

| <Back || Ned> | [ Cancel |

= The Select Computer dialog box displays.

6. Select the Local computer: (the computer this console is running on)
option.
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Select Computer u

Select the computer you want this snap-in to manage.

This snap-n will always manage:

(@ Local computer: the computer this consale is unning on)

(7)) Ancther computer: Erowse...

[7] Mlow the selected computer to be changed when launching from the command line. This
only applies if you save the console.

<Back | Fnsh | [ Cancel

7. Click Finish.
8. Click OK in the Add or Remove Snap-ins dialog box.

Add or Remove Snap-ins u

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ns. Faor
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-n Vendor - [ console Root Edit Extensions...
=] ActiveX Control Microsoft Cor... @ Certificates (Local Computer) Remave
Auﬁ'lorization Manager Microsoft Cor...
@ Certificates Microsoft Cor... |2
8, Component Services  Microsoft Cor... Move Up
EﬂCcmputer Managem... Microsoft Cor...
s Device Manager Microsoft Cor... TS CEE BT
=¥ Disk Management Microsoft and...
Event Viewer Microsoft Cor...
"I Folder Microsoft Cor...
=] Group Policy Object ... Microsoft Cor...
&P internet Informatio...  Microsoft Cor...
.g IP Security Monitor Microsoft Car...
8, 1p Security Policy M...  Microsoft Cor... L

Description:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

==

= The Certificates snap-in is added to the list of Selected snap-ins.
9. Select Console Root >Certificates (Local Computer).

10. Right-click the Trusted Root Certification Authorities option in the Logical
Store Name section and select All Tasks > Import.
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i) Consolel - [Console Root\Certificates (Local Computer)] E=E

& File Action View Favorites Window Help (= ]=]=]

e 2@ o= 6

[ Console Root Logical Store Name Actions
[ Eﬁ] Certificates (Local Computer) [ Personal Certificates ... &
|
5] Trusted Bant -H-o-;\c'"'n o bl it More.. P
[ Enterp Find Certificates... l
Elinterm [ o) Tasks | Find Certificates...
[ Truste,
] Untrus Mew Window from Here
[ Third-
. Refresh

[ Truste, e
[ Other Help
[l RemoteDeskrop
[ Certificate Enroliment Requests
] Smart Card Trusted Roots
[Fsms
[ Trusted Devices
[ UA Applications
] m »

Contains actions that can be performed on the item.

= The Certificate Import Wizard dialog box displays.
11. Click Next.
Certificate Import Wizard u

Welcome to the Certificate Import
Wizard
This wizard helps you copy certificates, certificate trust

lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or to establish secure netwark
connections, A certificate store is the system area where
certificates are kept.

To continue, did Mext.

<gack || Next> | [ cancel

12. The File to Import window displays. Click Browse and select the location
where the certificates are stored.
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-
Certificate Import Wizard g

File to Import

Spedfy the file you want to import.

File name:

Browse...

Mote: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 (.FFX,.F13)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.F7B)

Microsoft Serialized Certificate Store (L55T)

Learn more about certificate file formats

| <Back | mext> || cancel

13. Select the root certificate (.cer file).
14. Click Open.

= The path of the certificate file displays in the File name field of the File to
Import window.

15. Click Next.
16. The Certificate Store window displays.

17. Select Place all certificates in the following store option.
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Certificate Import Wizard u

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

(7 Automatically select the certificate store based on the type of certificate
(@ Place all certificates in the following store

Certificate store:

Trusted Root Certification Authaorities Browse. ..

Learn more about certificate stores

<Back | MNext> | | cancel

18. Click Next.
19. The Completing the Certificate Import Wizard window displays.
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Certificate Import Wizard @

Completing the Certificate Import

Wizard
1
‘Z | The certificate will be imported after you dick Finish.
E.-:_fy You have spedfied the following settings:

Certificate Store Selected by User Trusted Root Certific
Content Certificate

File Mame C:\Certificates\RootP
i 1 P

< Back ][ Finish ] [ Cancel

20. Click Finish.
= Upon successful import of certificate, a message box displays.
21. Click OK.

= The certificate import process for the Trusted Root Certification
Authorities is complete.

22. Right-click the Intermediate Certification Authorities option in the Logical
Store Name section and select All Tasks > Import.

Consolel - [Console Roof\Certificates (Local Computer]] = | ] e G-
File Action View Favorites Window Help _ & e
e x@olc= BE
7 Console Root Logical Store Name Actions
’ ‘q]] Eeilifieates|Vocal Enmpiter | Personal Certificates (Local Computer) -
_ Trusted Root Certification Authorities More Actions »
_| Enterprise Trust
] i “ertificati ) ertification Authorities -
[ Intermediate Certificati| Find Certificates... L
| Trusted Publishers ne »

_| Untrusted Certificates All Tasks 3 Find Certificates...
"I Third-Party Root Certifi
o Mew Window from Here

| Trusted People

| Other People Refresh
| Rernote Desktop

_| Certificate Enrollment F Help
I Smart Card Trusted Roots

Isms

I Trusted Devices

| UA Applications

1| I 3

Contains actions that can be performed on the item.

= The Certificate Import Wizard dialog box displays.
23. Click Next.
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Certificate Import Wizard g

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or to establish secure netwark
connections, A certificate store is the system area where
certificates are kept.

To continue, did Mext.

| < Back |[ Mext = ][ Cancel

24. The File to Import window displays. Click Browse and select the location
where the certificates are stored.

-
Certificate Import Wizard g

File to Import

Spedfy the file you want to import.

File name:

Browse...

Mote: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 (.FFX,.P13)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.F7B)

Microsoft Serialized Certificate Store (L55T)

Learn more about certificate file formats

<Back | MNext> | [ cancel |
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25. Select the root certificate (.cer file).
26. Click Open.

= The path of the certificate file displays in the File name field of the File to
Import window.

27. Click Next.
28. The Certificate Store window displays.

29. Select Place all certificates in the following store option.

Certificate Import Wizard Iﬁ

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate,

~ Automatically select the certificate store based on the type of certificate
@) Place all certificates in the following store

Certificate store;

I Intermediate Certification Autharities

Learn more about certificate stores

< Back ][ Mext = ][ Cancel

30. Click Next.
31. The Completing the Certificate Import Wizard window displays.

230 | 460

Restricted A6V12131888_en_a_51



MNS Supported Physical Device Configuration
Media Controller Devic

S
e

Certificate Import Wizard Iﬁ
Completing the Certificate Import
Wizard
L II The certificate will be imported after you didk Finish,
a1
\f__..-.-.
':.-:_f:vﬂ You have spedfied the following settings:
Certificate Store Selected by User Intermediate Certific
Content Certificate
File Mame C:\Certificates'\RootP
[
] n b
< Badk ][ Finish ] [ Cancel
32. Click Finish.
= Upon successful import of certificate, a message box displays.
33. Click OK.
= The certificate import process for the Intermediate Certification
Authorities is complete.
34. Select (Installation Drive): > GMSProjects > GMSMainProject > bin >

MNSTools > MediaController.
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o
@Uv| . = Local Disk (Ct) » GMSProjects » GMSMainProject » bin » MMN5Tools » MediaController »

File Edit View Tools Help

Organize = Include in library = Share with = Burn MNew folder

MName

| de-DE
W en-US
. Logs
|| autorun-setup-https.brs
2] Configuxml
=] Hashlnfo.tet
|| LastSync.dat
|| libeay32.dll
-3 logdnet.config
|*| logdnet.dll
& logo.jpg
| @ MediaControllerConfigTool.zip
|3 MediaControllerHttpModulel ogdMet.config
|**] Microsoft.Web.Administration.dll
|| OpenSSL License.bxt

Iﬂ openssl.exe

|| ReadMe.txt

@ Siemens.Gms.Mns.ConfigurationTool.MediaControllerSetup. exe

|5 Siemens.Gms.Mns.ConfigurationTool.MediaControllerSetup.exe.config
|*| Siernens.Gms.Mns.Drivers.MediaControllerHttpModule.dll

|| ssleay32.dll

|*| Systern.Windows Interactivity.dll

£ | TestWeb5ite.html

;2 webwithoutmime.config

35. Select MediaControllerConfigTool.zip file.
36. Copy the .zip file to the dedicated Web Server.
37. Extract the content of the .zip file in a desired location.

38. Right-click the MediaControllerSetup.exe and select the option Run as
administrator.

39. For Web Server Configuration, select one of the following options:

— For creating a new website, follow the steps mentioned in Creating a New
Web Site section.

— For selecting an existing website, follow the steps mentioned in Selecting
an Existing Web Site section.

40. After the Web Server configuration, follow steps 3 to 9 of --- MISSING LINK ---
section for Device Configuration.

Device Verification of Media Controller
To verify the device IP address when configured for DHCP, do the following:

1. After loading the setup files onto the SD card using the Media Controller
Setup utility, insert the SD card into the BrightSign device and wait for five
minutes.

2. After five minutes, remove power from the BrightSign device by unplugging the
AC adapter from the device.

Remove the SD card from the device.

4. Insert the AC adapter back into the device.
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5. When the device has booted up (approximately one to two minutes), the device
model will display on the LCD along with the MAC address, IP address, and
firmware version.

6. After verifying the IP address on the LCD, re-insert the SD card and reboot the
device.

Additional Workflows

This section of the Media Controller Device explains the customization levels,
preloading of content onto Media Controllers, network setting scenarios and
automatic switching to emergency Notification.

Customization Levels

Basic system libraries (such as, Headquarter > Global > Base) are provided with
the installation. Additional libraries can be imported, created or edited. How experts
can work with libraries depends on the customization level that indicates what type
of libraries authorized experts can customize (Headquarter, Zone, Region, or
Project).

The customization level displays in the Extended Operation tab of the Contextual
pane when selecting System Settings in the Management View of System
Browser. The customization level is set to Project and cannot be changed.

Dperatio Extended Operation

System Settings

Lurnmary Status Marma

Customization Level Project

Eventschema

Fig. 36: Customization Level

NOTE:
If it is necessary to work with a customization level different from the Project,
contact the Customer Support center that is authorized to modify this setting.

pumie

For the allowed customization level, authorized experts can do the following:
e Edit libraries according to the following schema.

Experts Tasks

Headquarter experts Edit libraries belonging to any level (Headquarter, Zone, Region, or
Project)

Customer Support

Zone librarians Edit libraries belonging to the Zone, Region, or Project level only.

Region librarians Edit libraries belonging to the Region or Project level only.

Project engineers Edit libraries belonging to the Project level only.

e Customize libraries (create new libraries by cloning the structure of a library
from a higher to a lower library level) to better meet the customer’s needs,
according to the following schema.
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Customization Level Task

Project Customize Headquarter, Zone, or Region libraries under the Project
level.

Region Customize Headquarter or Zone libraries under the Region level.

Zone Customize only Headquarter libraries under the Zone level.

Headquarter N/A

Navigation Through Customized Libraries

By clicking any customized library-related item contained in the Extended items
tab area of the Contextual pane, the Secondary pane opens next to the Primary
pane where the Library Configurator displays the settings for the selected related
item. This workflow can be helpful for example to compare libraries data across
customizations. Customization of the library displayed in the Secondary pane is
also possible.

Preload

Notification allows preloading of content onto Media Controllers. This scheduled
activity copies large audio and multimedia content files onto the media controllers
to guarantee timely playing of audio and multimedia messages on those devices,
even when large files are involved.

Preloading Content onto Media Controllers

[> System Manager is in Engineering mode.

1. In System Browser, select Management View.

2. Select Project > System Settings > Libraries > L1-Headquarter >
Notification > Common > Media Library.
3. Select the Media Library tab.
System Manager =i == a8
= ﬁ + Management View + Project » System Settings » Libraries » L1-Headquarter » MassNotification » Common » Media Library
Library Configurator Media Library ‘Object Configurator | Engineering |
T Wi Loty .
C _E YA || A .
showDeserpton [ B Media Library Root Node
Manual navigatic
¥ Project - m
Field Networks m
b Mansgement sstem
T e sers
vt
¥ Libraries
¥ L1-Headquarter
P Global
W MassNotification
W Common
B Dynamic Link Provider
P External Nodes
P Functicns
lcons
B Managed Types
Media Livrary
MNS Alarm Table Fold
:nmen Model Name | Date modified | Type | size | ‘
P Software Options -
B Symbols . L
4. Seelct the Browse Management expander.
Click Browse and select the folder that contains the media content.
6. Drag and drop the media content from the Browse Management expander on

to the Media Library Root Node of the Media Library expander.
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“Library Configurator | Media Library Object Configurator Engineering
Media Library -
¥ Media Library Root Node Add Folder

Desigo.wmy

Rename Node

Delete Node

Cut

Copy

¥ Browse Management

Name | Date modified | Type | size Browse..
Desigo.wmyv 7/14/2008 Ay 26246
g | [

7. Select Applications > Notification > Recipients

8. Select the Media Controller tab.

9. Click Add new item to add preloaded content to a specific media
controller device.

System Manager B
'» Application View » Applications » Mass Notification » Recipients |
_ Recipients Editor | Media Controfier | Import | Export | Object Configurator
|Anmimmn View u Media Contraller

| QM YH

[ show Description v |

Files | Media Controlier ||| > Medis Library Roct Node

e
L]

T Manual navigation

¥ Applications
Address Book
Documents
P Graphics
Log Viewer
> Lu:i:s Y Search ] v |
¥ Mass Notification Type: | Mame I
P Incident Templates
P Notification Templates
Recipients

Remote Notifications
P Reports
P Schedules
p Trends

4o 0 bl Items Per Page: 10
System Browser

Ready

10. Drag and drop the media file on to the Files column.
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11. Drag and drop the media controller device on to the Media Controller column.

System Manager

» Application View » Applications + Mass Notification » Recipients

Media Controller

Application View Media Contralier

Files Media Controller ) Media Library Root Node
Show Description e Desigavmy

Manual navigation 0

Media Controller Device

¥ Applications

‘Address Book
Documents.

B Graphics
Log Viewer

» Logics

¥ Mass Notification Search
B Incident Templates Type: | Name
B Motification Templates
o
Remete Notifications

P Repors

P Schedules

B Trends

Media Controller Device

4L /1 Wlitems Per Page: | 10

Data saved successfully.

12. For preloading the media files using the Preload feature, do the following:
a. Select Applications > Notification.
b. Select the Extended Operation tab.
c. Click Preload.

Mass Motification

Summary Status Mormal

Server Status Reachable

Media Storage Rel... MMNS

Archive

Preload

Pu
Purge 2

= A message Preload successful displays if the content preload is
successful.

13. For preloading the media files using the Reaction feature, do the following:
a. Click the Operation button.
b. Select Applications > Logics > Reactions.
c. Drag and drop the Notification node on the Action expander under the
Output expander of the Reaction Editor tab.
d. Select Preload [Commands.Preload.Request.ExecutePreload] from the
Property drop-down list.
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14.

Reaction Editor Object Configurator Engineering
Create new Reaction

®

) » General settings
H

¥ Triggers
Time and Organization Mede conditions must be true. Events Walues and States conditions must be true.
» Time and Organization Mode
» Events

P Values and States

¥ Output*

¥ Action

Discipline
ScopeTarget Property Command

&
E]
H

Subdiscipline

Mass Notification (Mass P [ preload [Commands HRdl | Preload [Prelcad] M - Al E Al

Archive [Commands Archive Request ExecuteArchive]
Preload [Commands.Prelozd.Request. ExecutePreload]

Purge [Commands.Purge.Request. ExecutePurge]

= All = Al

» Else Action

|I
F

15. Open the Triggers expander. Do the following:
a. Change the Time condition to OR.
b. Open the Time and Organization Mode expander.
c. Click Add to add a new time row and leave all values as default or enter a

time or schedule that will periodically trigger the MnsPreloadExecute
command.

Reaction Editor Dbject Configurator

Engineering

Preload

> General settings

||

¥ Triggers

Time conditions must be true while events walues, State conditions must be true

¥ Time and Organization Mode

]
1)
E » At least one row must be true Add

From date | To date | Time | Effective days | Organization Mode |

| * * From 12:00 AM to 11:59 PM Occurs All days MNone |

» Events

> Values and States

»  Output

16. Click Save As F’ and name the reaction Preload. For more information on the
Reaction feature, refer to the Reaction section.

Network Settings Scenarios

When configuring a secure, encrypted connection between a media controller
device and the publishing web server it is critical that the Issued to field of the
server certificate exactly matches the host name of the web server. The following
scenarios describe three common types of network environments with regards to
availability of DHCP and DNS services. Each scenario then describes how to
configure media controller devices and the network to ensure proper
communication and functioning.

Scenario #1:

The web server and media controller device reside on a network where they can
make use of DHCP and DNS servers.
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1. Configure the DHCP server reserve an IP address for the media controller
device.

2. Configure the Field Network in Notification as per the System Configuration
(Field Network and Device) section.

3. Create the server certificate by using the web server’'s host name for the
Issued to field.

4. Configure the media controller to acquire its IP address through DHCP and use
the corresponding IP address to the web server’s hostname in web server
URLs.

Scenario #2:

The web server and media controller device reside on a private network or an
VLAN with no access to DHCP and DNS servers.

1. Configure a Windows Server machine with DHCP and DNS server roles for the
VLAN.

2. Configure the DHCP server reserve an IP address for the media controller
device.

3. Configure the Field Network in Notification as per the System Configuration
(Field Network and Device) section.

4. Create the server certificate by using the web server’s host name for the
Issued to field.

5. Configure the media controller to acquire its IP address through DHCP and use
the corresponding IP address to the web server’'s hostname in web server
URLs.

Scenario #3:

The web server and media controller device are not allowed to use a DHCP or
DNS server, and running a local DHCP and DNS server is prohibited.

1. Create the server certificate by using the web server’s IP address for the
“Issued to” field.

2. Configure the Field Network in Notification as per the System Configuration
(Field Network and Device) section, except, use the IP addresses in place of
the host names in device addresses and web server URLs.

3. Configure the media controller to acquire its IP address through DHCP and use
the corresponding IP address to the web server’'s hostname in web server
URLs.

Automatic Switching to Emergency Notification Content From
the Default Content Using the HDMI Switch

There is a need from customers and organizations to use one LCD monitor to
show default content in normal daily operations as well as MNS alert content in
case of emergency situation. For example, the LCD monitor is configured to
actively display current facility news updates, cafeteria menu, or presentations.
When an emergency event occurs, the default contents displaying on the LCD
monitor will be automatically interrupted and MNS alert content shall be displayed
to notify and update building occupants about the situation. The default content
restores when the emergency event has been cleared.

For this purpose, an HDMI switch with the ability to assign priority level to HDMI
ports can be used. The switch must support HDMI channel prioritization. This
means, for a 2-port HDMI switch, port 1 has the higher priority and port 2 has a
lower priority. The following diagram shows a sample setup.
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LCD TV

General Server {Default o
n
Content)
HORAT Out
Ethorret
Media Controller
HOMI Port 1 HOMI Part 2
[Higher Pricrity) |Lower
Ethernet Priority]
|

HORI st
MMS Server [Emergency — .
Content) HDMI Switch

( )

This set up has been tested with the following hardware:

e StartTech 2-port HDMI Auto Switch - 1080p VS221HDQ
e Media Controller - BrightSign 4K1042

e LCD TV - Samsung 400FP-3

Steps to configure Notification to utilize the HDMI switch for automatic content
switching:

1. To configure the StarTech 2-Port HDMI Switch VS221HDQ, do the following:
a. EDID port selection switch - 1 (off)
b. Mode selection switch - 3 (Priority Mode)

2. Connect the default content source output to HDMI Switch Port #2 (lower
priority).
Connect the Media Controller output to HDMI Switch Port #1 (higher priority).
4. Connect the HDMI switch output to the LCD TV HDMI 1 input port.

Select Notification System Manager, select the Generic HDMI Commanding
option from the LCD Display Commanding field.
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Use Case Example:

e Default content (for example, presentation) is playing on the LCD TV
connected to port 2 of the HDMI switch.

e An Emergency Incident occurs at the facility. Notification Incident is triggered
and sent to the Media Controller connected to port 1 of the HDMI switch.

The HDMI switches to port 1 after detecting the signal on it.
The Emergency content displays on the LCD TV through Media Controller.
The Emergency Incident is resolved, Notification Incident is cancelled.

The HDMI switch switches to port 2 after detecting the signal on port 1 is no
longer present. Default content returns to play on the LCD TV.

Installing Media Controller

This section provides the user with information on mounting the hardware and
connection details for the device.

Prerequisites
The following are the prerequisites for the Media Controller installation:

e BrightSign XD1033 with firmware version 6.2.94 or greater, or BrightSign
4K1042 with firmware version 5.0.22 or greater.

e RS232 communication cable (DB9 female controller end).
NOTE: Check the LCD model to determine whether the cable is straight
through or null modem type and whether the serial port requires a female or

male end.
Display Model Connector on Monitor | Serial Cable for Connector on Media Controller
Commanding
Sharp PNE421 DB9-M (Input Port) | Fe-eemeemeeeeevl F DB9-M
(Straight Through)
Sharp LC42D69U DB9-M =S F
(Null Modem)
Samsung DB9-M (Input Port) | Feemmemmmmmme- F
LC-400FP3 (Null Modem)
Samsung Stereo 3.5 mm Jack | M---me-memmmm- F
ED46D (TRS Connector)

The following serial cable part numbers can be ordered from Siemens SAP:
52038 - Female to Female Null Modem Cable

52035 - Female to Female Straight Through Cable

52030 - Female to Male Straight Through Cable
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52184 - Female to Male Null Modem Cable
e AC Power adapter (bundled with media controller)
e Catbe Ethernet Cable

e HDMI Cable compatible with HDMI 1.3a or higher devices (bundled with media
controller)

e SD/SDHC flash card, class 4 or higher, 4GB or higher, with only FAT32 (File
Allocation Table) file system

e HTTPS website to host content for the media controller devices. The website
should be configured to ignore client certificates. Only the Certificate Authority
(CA) certificate is used for security.

— The website can be an external Web Server hosted by the customer or
third party. In this scenario, a web folder from the website needs to be
accessible to the Notification server either as a mapped driver or a network
shared folder.

— The website can be hosted on the system server along with Notification.

— For instructions on how to create a HTTPS website using Media Controller

Setup utility and incorporating the CA certificate, refer to the --- MISSING
LINK --- section.

Disclaimer:

Prior to commissioning of system, a compatibility check should be performed for all

devices and services to be integrated (refer to the Notification System Description

document for compatibility information).

Mechanical Installation

For Wall Mounting, the housing of the BrightSign device has flanges on the side

with slot cutouts for mounting. Using screws fasten the BrightSign device to a wall

or flat surface using the flanges.

NOTE:

Users must supply their own screws to fasten the bracket to the wall. Use an
appropriate screw type for the wall type (concrete, wood, dry wall and so on).

For VESA Mounting, using the VESA mounting kit offered by the distributor Insight
Direct, mount the BrightSign device to the backside of the flat panel display using
the instructions included with the mounting kit.

Electrical Installation

Use the following images of the BrightSign device as a reference:
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e Connect the HDMI cable to the HDMI port on both the flat panel display and
BrightSign device. Refer to the TV manufacturer’s operation manual to locate
the HDMI port on the flat panel display.

e |[f the flat panel display supports control commands through a RS232 port,
connect the RS-232 serial cable to the RS-232 port on both the flat panel
display and BrightSign device. Refer to the TV manufacturer’'s operation
manual to locate the RS232 port on the flat panel display.

NOTE: Check with the flat panel display manufacturers to determine what type
of RS232 serial cable is required. The following table lists the serial cables
required for some device models:

Display Model Connector on Monitor | Serial Cable for Connector on Media Controller
Commanding
Sharp PNE421 DB9-M (Input Port) | Fe-eemeemeeeeevl F DB9-M
(Straight Through)
Sharp LC42D69U DB9-M =S F
(Null Modem)
Samsung DB9-M (Input Port) | Feemmemmmmmme- F
LC-400FP3 (Null Modem)
Samsung Stereo 3.5 mm Jack | M---me-memmmm- F
ED46D (TRS Connector)

e Insert the SD card, loaded with the configuration files and script, into the SD
card slot of the BrightSign device. See the --- MISSING LINK --- section for
details on loading the configuration file.

e Connect the power adapter to the power connector on the BrightSign device.
When supplied with power, the media immediately turns on and begins the
boot-up process. The boot-up process may take up to five minutes depending
on configuration.

Installation Verification
1. If installed properly, the Pwr LED should be lit on the BrightSign device.
2. Verify the input selection for the flat panel display is set for HDMI.

Media Controller Device Troubleshooting

This section provides solutions to some common problems, the user may
encounter during Media Controller device configuration.

Media Controller Web Site Displays Service Unavailable Error

Problem: While browsing the Web site created through Media Controller Setup
utility, if the Service Unavailable error is displayed.

Solution: Perform the following steps to rectify the corresponding error:
1. From the Windows Start menu, type inetmgr and press ENTER.

= The Internet Information Services (1IS) Manager window displays.
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2. Select Application Pools.

Q'ﬁ Internet Information Services (IIS) Manager

(= B ]
@ u’,/ [& v W0y Application Pools & < @ -
File View Help
Connections . . Actions
Qél Application Pools o
e £ & Add Application Pool...
e L Set Applic 5
“ — This page lets you view and manage the list of application pools on the server. Set App o
Application pools are associated with worker processes, contain one or more Application Pool Tasks
b8 Sites applications, and provide isolation among different applications. »
»-33] Server Farms .
Filter: - Go %Show All | Group by: = B Stop
Name B Status  NET Fram.. Manager || ©
L2} ASP.NET 4.0 Started w40 Integrate Edit Application Pool
2} ASP.NET v4.0 Classic Started w40 Classic D Basic Settings...
L=} BrightSignMediaWeb Started V20 Integrate Recycling...
2} Classic .NET AppPool Started V20 Classic Advanced Settings...
2} DefaultappPool Started w40 Integrate Rename
i)
L= GMS_Application_Pool Started w40 Integrate % Remove
L2} MediaControllerDemoWeb Started  v20 Integrate
L2} MNSMediaStore Started w40 Integrate U
'@' Help
Online Help
4 | I r
o Content View
Ready L]
3. Select the Web site from the Application Pools list.
W3 Internet Information Services (II5) Manager [E=REEEx)
@U, [& v WiTie » Application Pools

|k = @ -

File View Help

— @3 Application Pool -
2 Application Pools
b 3! PP & Add Application Pool...
e e T - Set Applic 5
4 j = ' e — This page lets you view and manage the list of application pools on the server. SetApplication oo Il
i-uciidephcalionBonls Application pools are associated with worker processes, contain one or more Application Pool Tasks
b8l Sites applications, and provide isolation among different applications. »
»-33 Server Farms §
Filter: - Go % Show All | Group by: = B Stop
Name = Status  NET Fram.. Manager || ©
2} ASP.NET v4.0 Started w40 Integrate Edit Application Pool
L2} ASP.NET w40 Classic Started w40 Classic D Basic Settings...
L=} BrightSignMediaWeb Started 20 Integrate Recycling...
L2} Classic NET AppPool Started  v20 Classic Advanced Settings...
2} DefaultAppPool Started w40 Integrate Rename
I
L= GMS_Application_Pool Started w40 Integrate % Remove
12} MediaControllerDemaWeb Started  v20 Integrate
- MNSMediaStore Started w40 Integrate Vie
'@' Help
Online Help
4 | 1 +

T [T — Content View

Ready

b

4. Right-click the created Web site and select the Advanced Settings option or
click Advanced Settings under Edit Application Pool section.
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H\i Internet Information Services (IS) Manager [ [
@ ) |J [ + Application Pools | & @ -
File View Help
Connections . . .
Qg' Application Pools
kil .
. T 1l
% . — . ' “ This page lets you view and manage the list of application pools on the server,
Application Pools Application pools are associated with worker processes, contain one or more
b (8] Sites applications, and provide isolation among different applications.
>33 Server Farms .
Filter: - Go - \zz) Show All | Group by: =
MName ’ Status NET Fram... Manage:
[E} ASP.NET w40 Started w40 Integrate
L2} ASP.NET 4.0 Classic Started w40 Classic
L=} BrightSignMediaWeb Started  v20 Integrate
¥ Classic NET AppPool Started  v20 Classic
2 DefaultappPoal Started w0 Integrate
2} GMS_Application_Pool Started w40 Integrate
L2¥ MediaControllerDemoWeb Started w20 Integrate
L2} MNSMediaStore Started w40 Integrate
] I b
4 rm s Features View Content View
Ready ﬁa

= The Advanced Settings dialog box displays.

Advanced Settings l D=
Managed Pipeline Mode Integrated -
Mame MMSMediaStore
Queue Length 1000
Start Automatically True

B CPU
Limit 0 =
Limit Action MNoAction
Limit Interval (minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4204967295
B Process Model
Identity ApplicationPoolldentity
Idle Time-out (minutes) 20
| Load User Profile False | [=]
Maximurm Worker Processes 1
Ping Enabled True
Ping Maximum Response Time (s 90
Ping Period (seconds) 30
Shutdown Time Limit (seconds) 90 -
Load User Profile
[loadUserProfile] This setting specifies whether IS loads the user profile for
an application pool identity. When this value is true, IIS loads the user
profile for the application pool identity, Set this value to false when you re..
l oK ] l Cancel ]

5. Select Process Model, verify that the value specified in the Load User Profile
field must be False. If not, select False from the drop-down list.

6. Click OK.

Right-click the Application Pools node and select the Refresh option.

Compatibility Issue With New Media Controller Firmware
Version 6.0.51

Problem: Notification Version 4.2 supports Bright Sign Media controller models
XD1033, and 4K1042. These devices are now shipped from the manufacturer with
firmware version 8.0.48. The following issues have been observed on media
controller models XD1033 with firmware version 8.0.48:
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e |t takes approximately 5 minutes to get the device into Connected state after
the initial configuration.

e |t takes approximately 4 minutes for the first launch of 80 MB non preloaded
multimedia file. Subsequent delivery times for the same multimedia content are
shorter (15-20 seconds).

e Sporadically, the device connection status becomes disconnected in
Notification window. However, message Launch / Suspend / Resume / Cancel /
Expire operations will succeed.

Solution: For resolving these issues, downgrade to the corresponding tested
firmware version. The listed tested firmware can be requested directly from Bright
Sign support site.

Apart from the listed models, the firmware version 6.0.51 is not tested on other
media controller models

Volume Issue on LCD Device in Standby Mode

Problem: When the following two conditions are met on sending a message to a
LCD device, the device volume does not follow the volume level configured in
Notification:

e Condition 1 - LCD device is in standby mode

e Condition 2 - Media controller device is configured with any device specific
commanding for LCD Display Commanding setting under device configuration
properties in Notification

Solution: If the Standby mode is required for a LCD device, ensure that the LCD
device’s volume is audible and verified.

Command Execution Status Issue For Media Controller Devices

In some tests, it is observed that the Command Execution Status seen on the
device configuration screen in the Operation tab shows failed whereas the actual
message delivery succeeds, and is shown as Delivered in the Browse screen.

Media Controller Device

This section contains general reference information about Notification and how the
Media Controller device is integrated. For procedures and workflows, see step-by-
step section.

Notification has the capability to publish multimedia content, part of the notification,
which will then be displayed on a flat panel display by the BrightSign device. The
BrightSign device is a media controller that handles the actual presentation and
content on the flat panel display.

System Server
Notification HTTPS Website
Applicati (can be hosted
bpication externally)
: 1) Publish
Media ( )Media Device Folder
Controller >
Driver Controller
Content
(3) Download Content—
(2) Send Refresh Commandlﬁ
. . 4) Adjust
BrightSign T(V)sett]ings Flat Panel
Device and display | Display
content
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Notification CatSe Software System/
Server NIC —Ethernet Service Device
Cable
Cat5e Port
t

Legend

Ethern
Cable
Serial Cable
RS232 '7(DBQ to DBQ)H RS232 Flat

Ethernet| BrightSign Panel

Port Device HDMI 1.3 or higher Displa:

The BrightSign Media Controller supports the following file formats.
e Audio Files

— AAC (LC - Low complexity profile) at a Constant Bit Rate, as part of a video
file (.mp4, .mov, or .ts) at 44.1 KHz, 48 KHz

— MP2 (MPEG-1 Layer 2) at a Constant Bit Rate, as part of a video file (.mpg
or .ts) at 44.1 KHz, 48 KHz

— MP3 at a Constant Bit Rate (44.1 KHz, 48 KHz, or 32 KHz at up to a bit
rate of 224 Kbps) as a standalone file (not encoded as an audio track in a
video file)

— AC3 5.1 passed through (un-decoded, RAW data) HDMI. Audio streams in
this format are supported by BrightSign players, but will require an AC3
decoder (HDMI AV receiver)

- WAV

e Video Files
— MPEG-2 - Can be saved as an .mpg, .ts, .m2ts or .vob container.
— MPEG-1 - Can be saved as an .mpg container.

— (4K models only) H.265 (HEVC) - Can be saved as a .ts, .mov, or .mkv
container

— H.264 (MPEG-4, Part 10) - Can be saved as a .mp4, .mov, or .ts container

— WMV - .wmv video only files (.wma audio files are not supported). Support
includes videos exported from PowerPoint

NOTE: The .mov files with compressed atoms (metadata) are not currently
supported.

e Image Files
- JPG
- BMP
- PNG
The maximum supported resolution is 1920x1080.
NOTE: BrightSign players do not support JPG image files with CMYK color
profiles.
The following figure provides an overview of how the content is displayed.
1. A notification message with content is sent to the media controller. The media
controller publishes that content onto a web folder on a HTTPS website.
2. The media controller driver instance sends a refresh command over Ethernet to
the media controller.

3. The media controller receives this refresh command and immediately goes to
the HTTPS folder and downloads all content. Additionally, the media controller
is configured to poll the website for new content.

4. Based on the content, the media controller will do any necessary serial control
on the flat panel display and display the content published by Notification.

There will be different delays after the message is sent and before the content
plays on the device for the following cases:

246 | 460

Restricted A6V12131888_en_a_51



MNS Supported Physical Device Configurations
Media Controller Device

e Freshly configured Secure Digital (SD) card
e Device has previously played a media file but no preload is used
e Preload feature is used

Notification also allows preloading of content onto Media Controllers. This
scheduled activity copies large audio and multimedia content files onto the media

controllers to guarantee timely playing of audio and multimedia messages on those

devices, even when large files are involved.

The following specific models of Media Controller devices are supported by
Notification:

e BrightSign® XD1030
e BrightSign® XD1032
e BrightSign® 4K1042
Configuration Properties for Media Controller Device

¥ Configuration Properties

Name: | walue

1P Address 192.168.1.5

Device Mode Operationa
Port[1:65535] 25000

LCD Display Commanding COMARK 515SBET24401
Screen Activation Period [0 : 10000 ] (ms) 0

Default Input Source INPUT SOURCE 3

Input Source Type HDMI 1

Resclution 1920x1080x60p

Volume (3) [0:100] (%) 30

Storage Capacity (in GB) [ 0: 10000 8

Web Server Link https://mymediasite.net:446/MediaControllerDevicel/
Web Folder Path D:\MMSMediaStore\Devicel

e [P Address: Enter the hostname or IP address of the device. This field is
editable.

e Device Mode: Select one of the following modes from the drop-down list:

Disabled: In this mode, the driver does not process the messaging command,
the device configuration change command, and perform status checks for the
device. The device remains in a disconnected state.

Operational: In this mode, the driver processes the messaging command, the
device configuration change command, and performs status checks for the
device. The device will be in Disconnected/Connected state based on the
connection state.

Administrative: In this mode, the driver processes the device configuration
change command and performs status checks for the device. The device will
be in Disconnected/Connected state based on the connection state.

Port: Enter the port number used to send UDP commands to the media
controller.

UDP commands are used by Notification to trigger immediate downloads by
the media controller.

LCD Display Commanding: Select the display type (brand and model)
connected to the media controller from the drop-down list.

No Commanding: The media controller does not send any commands to the
LCD display.

Generic HDMI Commanding: The media controller will turn off its HDMI signal
when no message is active. If an LCD display with automatic stand-by mode is
directly connected to the media controller, the display will switch into stand-by
mode. This option may also be used with a two-port HDMI switch device
between the controller and the display, in order to switch between an
alternative, non-emergency HDMI input and MNS content. This option cannot
control volume on the display.

All other display models: The media controller will switch between default
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input and media controller input as well as control the volume via the RS232
connection.

NOTE: The Samsung models ED32D, ED40D, ED55D, ED65D and ED75D are
also compatible with Notification. Select the Samsung ED46D drop-down
option in the LCD Display Commanding field to use the above models.

Window Activation Period: Specify a period that the media controller will
delay playing a new message when no message was active before. Use this
setting in combination with Generic HDMI Commanding in order to give the
display enough time to power up from power-save mode so that the beginning
of new messages, for example, a video does not get cut off.

Default Input Source: Select the default input source that is the standard input
of the device. For example, Camera.

Input Source Types: Select the input source on the display from the drop-down
menu. Notification supports connections through HDMI only. LCD displays
typically contain multiple HDMI ports and the port numbers are labeled
accordingly. When this is set, the system automatically changes the input
source on the display at the start of the presentation.

Resolution: Select the value for the flat panel display. Recommended value is
1920x1080x60 pixels.

Volume (%): Enter the percentage value between 1 and 100 for the volume to
be used when the presentation displays.

Storage Capacity: Enter the storage capacity in Gigabytes (GB) of the SD
card on the media controller.

Web Server Link: Enter the Device URL from the Device URL field of the
Media Controller Setup utility. Refer to the Mass Notification Server section
for more information.

Web Folder Path: Enter the folder path where presentations and media
content to be displayed by the media controller device are published. This
folder's name is mentioned in the Device URL field of the Media Controller
Setup utility. For example, in the Device URL,
https://mymediasite.net:447/DeviceContent/MediaControllerDevice, the
name of the folder is MediaControllerDevice. The folder path to be entered
can be the full path to a folder on the local machine or a network share folder.
For example: D:\MNSMediaStore\DeviceContent\MediaControllerDevice or
\\MNSMediaStore\DeviceContent\MediaControllerDevice.

NOTE 1: This can be the full path to a folder on the local machine or a network
share folder.

NOTE 2: A network share folder must be accessible to Notification. Each
device must have its own specific folder where Notification can publish device-
specific content. Unlike the common folder, Notification uses this location to
publish content such as RS232 commands and presentation format that are
device-specific.

Default Input Source

The following table lists the mapping of Default Input Sources and the available
drop-down options.

For example, if Samsung 400FP3 Multimedia Device Type is selected and the
user wants to select HDMI 1 as a Default Input Source. For this case, HDMI 1 must
be selected in the drop-down list. Similarly, if DVI needs to be selected as a Default
Input Source, select Input Source 1 in the drop-down list.

Multimedia Device Type Default Input Source Drop-down option for Default
Input Source
Samsung 400FP3 HDMI 1 HDMI 1
HDMI 2 HDMI 2
DVI Input Source 1
VGA Input Source 2
Samsung ED46D HDMI HDMI 1
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DVI Input Source 1

VGA Input Source 2

Component Input Source 3
LG 42LD450 HDMI 1 HDMI 1

HDMI 2 HDMI 2

HDMI 3 HDMI 3

HDMI 4 HDMI 4

Component Input Source 1

DTV (Antenna)

Input Source 2

Analog (Antenna

Input Source 3

Analog (Cable)

Input Source 4

AV 1 Input Source 5

AV 2 Input Source 6

RGB-PC Input Source 7
Sharp PNE421 AV HDMI HDMI 1

PC D-SUB Input Source 1

PC HDMI Input Source 2
Sharp LC42D69U HDMI 1 HDMI 1

HDMI 2 HDMI 2

HDMI 3 HDMI 3

HDMI 4 HDMI 4

Component 1

Input Source 1

Component 2

Input Source 2

AV Input Source 3
Sharp LC80LE632U HDMI 1 HDMI 1

HDMI 2 HDMI 2

HDMI 3 HDMI 3

HDMI 4 HDMI 4

TV Input Source 1

Component Input Source 2

Video 1 Input Source 3

Video 2 Input Source 4
Sharp LC70LE640U HDMI 1 HDMI 1

HDMI 2 HDMI 2

HDMI 3 HDMI 3

HDMI 4 HDMI 4

TV Input Source 1

Component Input Source 2

Video 1 Input Source 3

Video 2 Input Source 4

PC Input Source 5
Sharp LC46E77UN HDMI 1 HDMI 1

HDMI 2 HDMI 2
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HDMI 3 HDMI 3
HDMI 4 HDMI 4
HDMI 5 HDMI 5
Component 1 Input Source 1
Component 2 Input Source 2
AV Input Source 3
PC Input Source 4

For example, if Samsung 400FP3 is selected as a display device (having
maximum HDMI input source value of HDMI 2 and maximum input source value of
Input Source 2). In Input Source Type field, if the user selects HDMI 5 option, in
this case, the system by default selects HDMI 2 as the maximum value since HDMI
5 option is not available for Samsung 400FP3.

Depending on the value selected in the Default Source Type field, the system
selects the maximum value.

e |[f the user selects HDMI 5 option, in this case, the system by default selects
HDMI 2 as the maximum value since HDMI 5 option is not available for
Samsung 400FP3.

e If the user selects Input Source 4 option, but the maximum available option is
Input Source 2; the system by default selects Input Source 2 as the
maximum value since Input Source 4 option is not available for Samsung
400FP3.

e If no option is selected, the system by default selects HDMI 2 as the maximum
value.

Input Source Types

The following table lists the mapping of Input Source type and the available drop-
down options.

For example, if Comark 51SBT24401 Multimedia Device Type is selected and the
user wants to select HDMI as an Input Source Type. For this case HDMI 1 must be
selected in the drop-down list. Similarly, if Sharp PNE421 Multimedia Device Type
is selected and the user wants to select AV HDMI as a Default Input Source. For
this case, HDMI 1 must be selected in the drop-down list.

For example, if Samsung 400FP3 Multimedia Device Type is selected and the
user wants to select HDMI 1 as an Input Source Type. For this case HDMI 1 must
be selected in the drop-down list. Similarly, if Sharp PNE421 Multimedia Device
Type is selected and the user wants to select AV HDMI as a Default Input Source.
For this case, HDMI 1 must be selected in the drop-down list.

Multimedia Device Type Input Source Type Drop-down option for Input
Source Type

Samsung 400FP3 HDMI 1 HDMI 1
HDMI 2 HDMI 2

Samsung ED46D HDMI HDMI 1

LG 42LD450 HDMI 1 HDMI 1
HDMI 2 HDMI 2
HDMI 3 HDMI 3
HDMI 4 HDMI 4

Sharp PNE421 AV HDMI HDMI 1

Sharp LC42D69U HDMI 1 HDMI 1
HDMI 2 HDMI 2
HDMI 3 HDMI 3
HDMI 4 HDMI 4
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1.24

Sharp LC80LE632U HDMI 1 HDMI 1
HDMI 2 HDMI 2
HDMI 3 HDMI 3
HDMI 4 HDMI 4
Sharp LC70LE640U HDMI1 HDMI 1
HDMI 2 HDMI 2
HDMI 3 HDMI 3
HDMI 4 HDMI 4
Sharp LC46E77UN HDMI 1 HDMI 1
HDMI 2 HDMI 2
HDMI 3 HDMI 3
HDMI 4 HDMI 4
HDMI 5 HDMI 5

In the Input Source Type field, if the user selects any available option that is not
compatible with the display device; the system automatically selects the maximum
available value.

For example, if Samsung 400FP3 is selected as a display device (having
maximum input source value HDMI 2). In Input Source Type field, if the user
selects HDMI 5 option, in this case, the system by default selects HDMI 2 as the
maximum value since HDMI 5 option is not available for Samsung 400FP3.

Media Controller Device Set Up Flow Diagram

Media Controller Device Setup

Certificate Creation From lcrllxgér;?eaif&cg Web Site Creation (using Media Controller Device
System Management | Windows Store I tool) > Setup (using tool)
Console Section 5 Section 6 Section 7.2.1 0r 7.2.2
Section 4

'

Device Verification
Section 7.3

'

Configuring User
Interface
Section 8.1, 8.2 and 8.3

Multi Zone Audio Device

Multi Zone Audio Device

This section provides reference and background information for integrating the
Multi Zone Audio device. For procedures or workflows, see the step-by-step
section.

The multi zone audio interface allows the user to assign multiple relays to a
common audio source. Each relay can correspond to an individual audio zone. For
example, a practical deployment would be a site that has four audio zones. If the
user wishes to control four zones independently with the same audio source, then
multi zone would be require.
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The Multi Zone Driver utilizes the following devices to deliver audio and to activate
the audio circuits.

e Line Level Audio Device (LLA) (Barix Annuncicom 200 and CyberData SIP
Adapter)

The Line Level Audio device (LLA), integrates with Notification through an IP-PBX
service using the SIP protocol over TCP/IP. The LLA converts the SIP audio
session into a line-level audio signal. This signal can be used as an external input
source for any generic audio receiver that meets the requirements of the LLA.

For details on wiring and the LLA output specifications for Barix Annuncicom 200,
refer to the Audio Output section.

For details on wiring and the LLA output specifications for CyberData SIP Adapter,
refer to the Audio Output section.

e |P Relay (Perle IOLAN SDS1 TD2R2)
The Perle SDS1 TD2R2 provides relays for contact closing. Prior to sending audio,
the appropriate relay on the TD2R2 will be activated providing a closed relay

contact. External audio receivers are expected to recognize this change and
perform the steps required to allow audio to pass through and be amplified.

COM
pere [
Cat5e Ethenet Cable————— RJ45 SDs1
NC
0]

TD2R2 [ COM
N

LINE OUT ———

IP-PBX Cats5e Cat5e Barix
Service NIC —Ethernet Ethernet— RJ45 | Annuncicom
Cable Cable 200 SPKR 80+

Audio SPKR 80-
Relay
Driver*

Notification
Server

S —

| [Software | [ Syster/

| | senvice Device

i

| Hardware

i i Unbalanced

| Line-Level [¢———
| Legend Audo | U
,,,,,,,,,,,,,,,,,,,,,,,,,,,, Receiver

Audio Circuit
Activator

*
‘Audio Relay Driver can either be Single Zone
udio

com

NC
Perle NO

Cat5e Ethenet Cable——————— RJ45. SDs1
N

TD2R2 [ COM
ic
NO
CyberData SIP [ \NE OUT
Sl [uee

IP-PBX Catse Catse d
——Ethernet Ethemet— RJ45 —
Cable Cable Pin3
Audio Pin4

Relay
Driver*
-
i
i

o Balanced

i [ Software System/ Audio
Service Device X Input

| Paging

i
| Hardware System P
| Port Audio
i °

i Activator
{Legend

Unbalanced
Line-Level &——
Audio Input
Receiver

Audio Circuit
Activator

Notification
Server

<
o

Notification provides the following additional features when playing audio
messages through Single and Multi-Zone Audio drivers:

e Repetitions and intervals: Notification will repeatedly play the audio content
of messages on the targeted audio devices, up to the number of repetitions
configured in the audio content, and spaced out as specified through the
configured interval.

e Synchronized playing: When the audio content of a single message needs to
be played on multiple audio devices, Notification ensures that the played audio
content is synchronized across all devices. Listeners will then hear the resulting
output as if the sound was coming from a single speaker.
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NOTE 1:

The capability to play audio content in a highly synchronized fashion on multiple
SIP-based audio devices can only be guaranteed for devices from the same
manufacturer and possibly the same series or model. The audio content played on
devices from different manufacturers might result in a slight but noticeable lag in
the output heard by listeners. This can be due to the differences in device-internal
processing speed of the participating devices.

NOTE 2:

During a live announcement or audio messaging, if any SIP-based audio device
gets disconnected due to connectivity issues, Notification system makes three
attempts to rejoin the SIP-based audio device.

When multiple messages are active and share some or all of the targeted audio
devices, Notification will suppress playing audio content of messages with lower
priority based on the priority tolerance rules.

Multi Zone Audio Device

This section provides additional procedures for integrating the Multi Zone Audio
device.

For workflows, see the step-by-step section.

Installing Multi Zone Audio

Line Level Audio Device

Barix Annuncicom 200

Hardware Prerequisites

Before proceeding, ensure that the following items are available:
e Barix Annuncicom 200 Line Level Audio device

e 9-30 VDC or 12-24 VAC, 500mA minimum

e Category 5 Ethernet cable

Power

Power to the device can either be supplied by the barrel connector or the terminal
block labeled as PWR (refer image below), but not both. Both inputs are internally
connected, so one can be used as an output for other devices.

Pin 1 of the terminal connector is ground. Pin 2 is power.
NOTE: For Barix Annuncicom 200 LLA, Power over Ethernet (PoE) is also an
option for supplying power to the device.
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Ethernet
1. Plug one end of the Ethernet cable into the RJ45 jack on the LLA.

2. Connect the other end of the Ethernet cable to the network jack.
NOTE:
The LLA obtains an IP address using DHCP by default. To assign a static IP
address or if DHCP is not present, refer to the Obtaining an IP Address
Manually section and the Changing the IP Address section.

Audio Output

An audio receiver is a device that amplifies an external analog audio signal and
distributes that signal to one or more speakers. Examples are an audio/video
receiver, a voice-enabled fire panel system, a radio-base station, and an
intercom/public announcement system.

There are two methods to supply audio from the LLA:

Method 1: Use the LINE-OUT RCA socket.
NOTE 1: The tip of the RCA plug is a signal.
NOTE 2: The Line Out has 50Q output impedance with a range of 1-3 Vp-p

Cable requirements are as follows:
1. >=22 awg shielded, stranded cable wire
2. < 6ftlength

Method 2: Use the “SPKR +” and “SPKR —* terminals on the LLA.
NOTE: This interface can deliver 1 Watt into an 8Q load.

Cable requirements are as follows:
1. >=22 awg shielded, stranded cable wire

2. <6ftlength
3. Twisted wire pair
NOTE:

Refer to the Diagram 1 in the Device Overview section for an illustration regarding
how the various components are connected for Barix Annuncicom 200 with Perle
device. Refer to the Diagram 2 in the Device Overview section for an illustration
regarding how the various components are connected for Barix Annuncicom 200
without Perle device.
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Hardware Verification

After completing the mechanical and electrical installations, verify the status LED is
solid green color. If not, do the following outlined in the following sections:

e Obtaining an IP Address Manually
e Upgrading the LLA Firmware

e Changing the IP Address

e Configuring the SIP Endpoint

Obtaining an IP Address Manually

The Barix Annuncicom 200 device is configured for DHCP. If the device is unable
to obtain an IP address, do the following to assign a temporary IP address:

1. Either use a network cable to link the Barix Annuncicom 200 device and the
computer directly, or connect the Barix Annuncicom 200 device to the
computer through the network switch and power the device.

NOTE: Ensure that there is a valid static IP address configured. For example, a
computer having subnet mask as 192.168.0.0 can have a static IP as
192.168.0.2.

2. Open the Windows Command prompt (cmd.exe).

3. Use the Ping command to ensure the usage of a free IP address (one not
already used by another device in the network).
NOTE: For example, if the computer has the IP address 192.168.0.2, and there
is a need to check if 192.168.0.6 is free. Type Ping 192.168.0.6. If there is no
reply, then it means that 192.168.0.6 is available.

4. Look for the Barix Annuncicom 200’'s MAC address printed on a label on the
bottom of the device (12 hex digits, separated by a hyphen every 2 digits). For
example, if the MAC address is 00-08-E1-00-B1-77, type in the following in the
Windows command prompt: arp -s 192.168.0.6 00-08-E1-00-B1-77.

5. Enter the command window telnet 192.168.0.6 1 to make the Barix
Annuncicom 200 listen to the IP address 192.168.0.6.

NOTE: The Barix Annuncicom 200 will immediately refuse the connection on
port 1, but will be available for browser access as long as the device stays
powered on.

6. To check if the Barix Annuncicom 200 is responding, use the Ping command
again. Type Ping 192.168.0.6. If there is no reply, the IP address 192.168.0.6
can access the Barix Annuncicom 200 using a web browser. If the device is
unreachable through the Ping command, refer to the manufacturer's manual
for additional methods.

Upgrading LLA Firmware

The latest SIP firmware can be found on the Barix website:
http://www.barix.com/downloads/downloads-firmware/sip-client-application/
This document has been tested with firmware version 2.12.

Disclaimer:

Prior to the commissioning of a system, a compatibility check should be performed
for all devices and services to be integrated. Refer to the Notification System
Description document for compatibility information.

1. In a web browser, enter the IP address of the Barix Annuncicom 200 in the
URL.

2. Select the UPDATE tab.
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SIP CLIENT

UPDATE

Please read the instructions before applying the update.

Please click here to start the update

Currently Loaded Version
Firmware WB1.11 (04/26/2013)
Web Ul V02.05

Bootloader V39.26

Setup V1.1

Song W09.26 (Apr 26 2013)
Filesystem V09.26 (04/26/2013)

3. On the UPDATE window, click the Please click here to start the update link.
= The device resets and a countdown displays.

The device is restarting now. Please wait.

3

Please click here after the countdown if your browser doesn't support forwarding.

4. Once complete, the Update window displays, click Choose File to upload the
new firmware bin file.
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Update

Barix Bootloader VB0 .26 Apr 17 2013 HA18(13h) IPAM:2 HV:3 PIO12:1 Pages:31

Resource

Choose File

Mo file chosen

Reboot

Advanced Update

5. Select abcl_sip_vXXXXX > update_rescue and select compound.bin file.

6. Click Open.:

Crgerize =

{ Faworites
I Desktop
B Downkaads
£ Recent Places

A Lbranies
<] Documents
ot Musc
b Pichres
B e

8 Computer

€ Habwork

Mew folder

G\J [17 - abd s _v2.12_20130426 - update_rescue -

= I3 | Sesrch update_rescue =

f2]

= - [ @
Mame - Diste: macified Type | 5=
oy _ma 9102013 2: 14 PM File foider

| shelapp.cob 426/2013 1:20 PM COB File 128 KB

| sbclw.rom 426/2013 LXMW ROCM File 6468

| Bpphcations. cob 426/2013 1:20PM CCB Rl 203 KB
Barix.miy 426/2013 1:20 PM MIE File 7B
barix_abed_trap.mi 4[26/2013 1:20PM MIE File 9EB
babo.bir 1:20PM BINFie 32%B
bigerial.pin EIN Fie 4aE
config.bin 4252013 1:20PM  EINFie 268

| ousstom 1.cob 4252013 LAOPM COEFk 2208
2| cygranl.dl 4252013 1:20PM  Applcation extersion 2,587u8
| empity_bin 4262013 1:30 P BN Fie as@

| exfiilsph A6013 0P SPRF Sl

| el 4262017 1:20 PM EIN Fi= 12xm
5] pen.bat 426/2013 L2OPM  Windows Batch Fie 148

File names |compound.ben

= fanFies o |

7. Click Upload.
= The device may take up to a minute to upload and flash the new firmware.
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Update Barix Bootioader v09.26 Apr 17 2013 HN:19(13h) IPAM:2 HV:3 PI012:1 Pages:31

Resource | Choose File | compound.bin

Reboot |

Advanced Update

= A message displays as successfully loaded once the firmware upload is
complete.

compound.bin successfully loaded.

Click on update to continue, or reset the device.

8. Reboot Barix Annuncicom 200 by disconnecting and then reconnecting the DC
power supply.

Changing the IP Address

1. In a web browser, enter the IP Address of the Barix Annuncicom 200 in the
URL.

2. Select the CONFIGURATION tab.

HOME PROFILES CONFIGURATION STATUS DEFAULTS UPDATE REBOOT
SIP CLIENT
SIP Phone BASIC SETTINGS
SIP PROTOCOL SETTINGS
Advanced Settings
Peer to Peer ® No ) Yes
Apply SIP Server (PBX) \ |

SIP ID (username) ‘ |

SIP Password (secret) ‘ |

OUTBOUND CALL SETTINGS

Call en Device Inputs
Input 0 Call ID \

INBOUND CALLS

Phone pickup mode autohang up after timecut ¥
Pickihang up time seconds

3. Click Advanced Settings > Network.
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HOME

PROFILES CONFIGURATION STATUS DEFAULTS UPDATE REBOOT
SIP CLIENT
SIP Phone NETWORK SETTINGS
Use SoniclP® ® Yes ' No
[Advanced Setings —— [WI0ON (o o A
[ Network  [FU—- (O
| sPPoocd [ B b 1p .p
remay I Rddess ' ' '
Primary DNS [o .o .o .o |
BT v DN (O o -
Syslog Address |U Hl] Hl] HU ‘
EET
= DHCP Host Name ]

B

Web Server Port
Cancel

QoSIDSCP b ]

SNMP System Name L 1

SNMP System Location l:l

SNMP System Contact l:l

4. Enter the appropriate values for the IP Address and Netmask as per the IT
infrastructure.
NOTE 1: It is strongly recommended to specify a Gateway IP Address to
ensure proper routing of the SIP call.
NOTE 2: For DHCP, the required settings will automatically be populated by
the DHCP server. By default, entering an IP Address value of 0.0.0.0 defaults
to DHCP. Use the Help menu on the right-hand side of each configuration

window for details on all the parameter fields.

5. Click Apply.

6. Select the REBOOT tab.

HOME PROFILES

SIP CLIENT

CONFIGURATION

STATUS

DEFAULTS UPDATE REBOOT
—

SIP Phone

SIP Protocol
Outbound Calls
Inbound Calls

Control Interfaces
Streaming
Securty

[ Cancel |

basc Sotirgs |
Advanced Settings

>
=
=
=

NETWORK SETTINGS
Use SoniclP®

IP Address

Netmask

Gateway |P Address
Primary DNS
Alternative DNS
Syslog Address

DHCP Host Name
Web Server Port
QoS/DSCP

SNMP System Name
SNMP System Location
SNMP System Contact

®Yes ' No

b Jo | Jp |
b fo Jp b ]
b o Jp  Jo ]
b o Jp Jo ]
P fo Jp o |
(G R N R N
L 1

b ]

]
]
L

Fig. 37: Reboot Tab
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Configuring the SIP Endpoint
1. In a web browser, enter the IP Address of the Barix Annuncicom 200 in the
address bar.

[ dowe | eromss | Coweeanow | swus | oeawrs | ueowe ]| oo
SIP CLIENT

SIP Phone

APPLICATION STATUS

Application Mode SIP Mode
SIP PBX

SIPID

Time till next Registration 0 seconds
Call State Idle
Remote Party

AUDIO STATUS

Current Set Volume 0 %

Left Qutput Peak Level 0 dBFS

Right Qutput Peak Level 0 dBFS

Left Input Peak Level 0 dBFS

Right Input Peak Level 0 dBFS

DEVICE & X8 I/0O STATUS

/0 Contacts 7 6 5 4 3 2 1 []
nputs KK XMKXKXAO
Relays KEEXKMXMKRXO
X8 status: X8 not detected

2. Select the CONFIGURATION tab.
3. Click Basic Settings.

HOME PROFILES CONFIGURATION STATUS DEFAULTS UPDATE REBOOT
SIP CLIENT
SIP Phone

BASIC SETTINGS

Basic Settings
: SIP PROTOCOL SETTINGS
Advanced Settings

Peer to Peer * No Yes
Apply SIP Server (PBX) \ |

SIP ID (username) ‘ |

SIP Password (secret) ‘ |

OUTBOUND CALL SETTINGS

Call on Device Inputs

Input 0 Call ID \

INBOUND CALLS
Phone pickup mode | autohang up after timeout ¥ |

Pick/hang up time |20 ¥ seconds

4. Select No for Peer to Peer and enter the following values for the fields given
below:

— SIP Server (PBX) — IP Address of the Notification server running
FreeSwitch

— SIP ID (username) — The extension number for the device in the telephony
server using the Telephony Configuration Tool

— SIP Password (secret) — The Password used for SIP registration assigned
to the extension in the SIP ID (username) field
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HOME PROFILES CONFIGURATION STATUS DEFAULTS UPDATE REBOOT
SIP CLIENT
SIP Phone BASIC SETTINGS
SIP PROTOCOL SETTINGS
Peer to Peer ‘® No " Yes
SIP Server (PBX) [ W 1 \
SIP ID (username) [10010
SIP Password (secret) | ------ ‘
OUTBOUND CALL SETTINGS
Call on Device Inputs
Input 0 Call ID [
INBOUND CALLS
Phone pickup mode | autchang up after timeout *
Pick/hang up time |20 v seconds
5. Leave the other fields with default and click Apply.
6. Select Advanced settings > Inbound Calls.
7. Set the Phone Pickup Mode to autoanswer.
HOME PROFILES CONFIGURATION STATUS DEFAULTS UPDATE REBOOT
SIP CLIENT
SIP Phone INBOUND CALLS
Input Buffer Level 300 ms
| Phone Pickup Mode | autoanswer v ‘ |
Pick-up/Hang-up Timeout |20 v ‘seconds
Stream Timeout D minutes
Beep on Call Answer ® Off ) On
TR DOOR AND RELAY CONTROL
Open Door Relay for | 1 ‘seconds
e
Enable Relay | oncall answer ¥ |
Relay Number to Enable | disabled ¥ |
8. Select Advanced Settings > Audio.
9. Select the appropriate volume level.
HOME PROFILES CONFIGURATION STATUS DEFAULTS UPDATE REBOOT
SIP CLIENT
SIP Phone AUDIO SETTINGS
[ Netwok  |grewe. v % |
Microphone Gain (21 v|dB
e Gin 2
AID Amplifier Gain [0 v|dB
m Acoustic Echo Cancellation ® Off ' On
(e
10. Click Apply.
11. Select the REBOOT tab.
12. Click the Reboot the device link.
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HOME PROFILES CONFIGURATION STATUS DEFAULTS UPDATE REBOOT
SIP CLIENT
REBOOT

Reboot the devicel

This forces the device to restart.

ADVANCED OPTIONS
Reboot as :
SIP Client (sip) ¥ || Reboot

= SIP client reboots.
13. Select the HOME tab.

14. Check the field Time till next Registration. If the time is in Green color, then
the device is successfully registered with the server.
NOTE: Click on Help on the right hand side of the configuration window if the
registration time displays in a different color.

[Howe | PRORLES | CONFGURATION | STATUS | DEFADLTS | UPDATE | REBOOT | ‘Annancicom 100 MAC: 00S&:EVAZCEI9 P V1.1
SIP CLIENT BARIX
THE VOICE OF ERPUITY
SIP Phone Halp =
APPLICATION STATUS
Application Mode SIP Mads Home page
SIP PEX 135.157 .32 180 Gives an ovenaew of the most important settings of the unit
Ll SR APPLICATION STATUS
Time till next Reglstration o0 I
Y e Application Moda
Shows the cument mode of the application, and may take the
Remote Party following values
AUDIO STATUS - Device is shll bopthing
The Boot process has not finished yet
Currant Sat Volumea 50 % E 4
Laft Output Peak Lavel -59 dBFS - SIP mode
Right Dutput Peak Lavel 59 dBFS he device is in 3IP mode. The SIF server name, and the 5P ID
arg also shown in this case
Laft Input Peak Level -59 dBFS
Right Input Peak Level -99 dBFS - Peer tv peer mode

The desice is in P2P mode, and configured o eal ta only one
remale pesr, Incoming calls will be accepted anly fram this peer

DEVICE & X8 1/ STATUS

WO Contacts 7 ] 5 4 3 2 1 o X

Inputs E E E E E E D D ;:T\i:Ill:l:lee::::?llgﬂl‘llar:en'.ll:l the next regestration attempt. The

Relays @ @ E g E @ E D rf:l:‘!nl registration status is shown with differemt calours of the
Denvice not registenad

HB status: X8 not detected

NOTE:

When the network connection between a Barix Annuncicom 200 device and the
Notification server is interrupted, the device becomes disconnected from the
telephony subsystem. The disconnected device periodically attempts to reconnect,
and that frequency is determined by the time until the next registration configured
on the device. The time until the next registration determines how quickly a Barix
Annuncicom 200 device reconnects to the telephony subsystem once the network
connection has been reestablished.

Device Verification

After successful installation and configuration, the device announces the IP
Address while rebooting and the status LED remains green.

NOTE:
Verify that the device is registered using the Telephony Configuration utility. Refer
to the Telephony Configuration Guide, P/N for details.

CyberData SIP Adapter

Hardware Prerequisites
Before proceeding, ensure that the following items are available:
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e CyberData SIP Paging Adapter (P/N 011233)
e PoE 802.3af or 48VDC, 500mA (minimum) DC power supply
e Category 5 Ethernet cable

Power

Power to the device can either be supplied by the barrel connector or through
Ethernet using a Power over Ethernet (PoE) equipped switch or power injector.

Ethernet

Ethernet
1. Plug one end of the Ethernet cable into the RJ45 jack on the LLA.

2. Connect the other end of the Ethernet cable to the network jack.

Audio Output

An audio receiver is a device that amplifies an external analog audio signal and
distributes that signal to one or more speakers. Examples are an audio/video
receiver, a voice-enabled fire panel system, a radio-based station, and an
intercom/public announcement system.

There are two methods to supply audio from the LLA:

Method 1: Use the LINE-OUT Radio Corporation of America (RCA) socket.

NOTE 1: The tip of the RCA plug is a signal.

NOTE 2: Line Out has a 10kQ output impedance with Voltage Peak-to-Peak (VPP)
of 2V maximum.

Cable requirements are as follows:
1. >=22 awg shielded, stranded cable wire
2. <6ftlength

Method 2: Use pins 3 and 4 on the terminal block for a balanced 600Q output with
a 10V peak-to-peak.

Cable requirements are as follows:

1. >=22 awg shielded, stranded cable wire
2. <6ftlength

3. Twisted wire pair

Line | ine Ou Interface Ext. Power

] 4. 5%

NOTE:
Refer to the image in Device Overview section for an illustration regarding how the
various components are connected.
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Hardware Verification

After completing the mechanical and electrical installations, verify that the status
LED is a solid green color. If not, do the following outlined in the following sections:

e |P Address Assignment
e Configuring a SIP End Point
e Upgrading the LLA Firmware

IP Address Assignment
The CyberData SIP Adapter device can be configured either for DHCP or static IP.

To determine the IP address or change the IP address of the device, do the
following:

1. Connect a computer to the same switch as the CyberData SIP Adapter device.

2. Use the CyberData Discovery Utility program to locate the device on the
network.
NOTE: The Discovery Utility program can be downloaded from the following
website:
http://www.cyberdata.net/support/voip/discovery _utility.html

3. Run the utility and Scan for devices.
NOTE: Ensure that the computer is on the same subnet as the device to be
configured.

BB cyberData VoIP Produc x|
Product Type IP Address MALC Address Serial Number  Device Name

Statuz Idle | Scan || Wetails | Lavnch Bravwser |

4. Select the device from the utility and click Launch Browser.
NOTE 1: Alternatively, manually enter the IP address into a browser's URL.
NOTE 2: The IP address of the CyberData device can also be derived by
connecting an 8Q speaker directly to pins 3 and 4 on the terminal block and
pressing the Reset Test Function Management (RTFM) button on the device.
The device will announce the IP address.

2 cyberData VoIP Produc x|
Product Type IP Address WAL Address Serial Mumber  Device Mame

Unknown 'alP Product 1921681101 00:20F7020E:14 17 CoberD ata SPA

Statug: [dle Scan | Details | | Launch Broveser ||

5. When prompted, enter admin for both Username and Password.
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6. In CyberData SPA window, click Networking.

CyberData SPA

fuome 1 Network Configuration

] —Stored Network Settings

IP Addressing: * DHCP
IP Address:

Subnet Mask:

" static

- - Default Gateway:
(Hulﬁcast Config ‘] DNS Server 1: I 0.0.1
F ) DNS Server 2: I'i‘-' 0.1
TNigIllrlnger |
~ —DHCP Timeout
IrFault UEEECEoN 1 DHCP Timeout in seconds™®: IED

Subnet Mask: 255.255.255.0

Default Gateway: 192.168.1.1
DNS Server 1: 136.157.32.20
DNS Server 2: 136.157.43.49

!_A“d"" Config ] * A value of -1 will retry forever
IfE\ll'en't Config

- . [ Current Network Settings -
{“““"P"’“’-"'"“'“!l ' IP Address: 192.168.1.101

IIUpdate Flrmware]

* ¥ou need to reboot for changes to take effect

Save | Reboot |

7. Inthe IP Addressing section, select either Static or DHCP option based on
the device usage.
NOTE 1: For a Static IP, enter the appropriate values for IP Address and
Subnet Mask. Configure Default Gateway and DNS Servers as per the IT
infrastructure procedures. It is strongly recommended to specify a Default
Gateway to ensure proper routing of the SIP call.
NOTE 2: For DHCP, the required settings will automatically be populated by
the DHCP server.

8. Click Save.
9. Click Reboot.

Configuring the SIP End Point

This document has been tested with firmware version 7.0.0. If an earlier version is
present, before configuring the device for SIP, do the following mentioned in the
Upgrading LLA Firmware section of Installing Multi Zone Audio.

1. In a web browser, enter the IP Address of the CyberData SIP Adapter device in
the address bar.

2. Click SIP Config.
3. Enter the following values for the fields given below:

— SIP Server — IP Address of the Notification server running the telephony
server.

— Remote SIP Port - Enter 5060.

— Local SIP Port - Enter 5060.
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— SIP User ID - Extension number for the device in the telephony server
using the Telephony Configuration Tool.

— Authenticate ID - Extension number for the device in the telephony server
using the Telephony Configuration Tool.
Authenticate Password - The password used for the SIP registration
assigned to the extension above.
NOTE: For more information on the Telephony Configuration Tool, refer to
the Telephony Configuration Guide, P/N .

CyberData SPA

| Home 1 SIP Configuration
| Device Config R Enable SIP operation: ¥ (Registered with SIP Server)

—SIP Settings

SIP Server: | " I
Backup SIP Server 1: |
Backup SIP Server 2: |

Multicast Config

Use Cisco SRST: [
I Nightringer ‘

I Audio Config W Outbound Proxy: |
P . Qutbound Proxy Port: [n

| Event Config SIP User ID:  |10100
rm Authenticate 1D:  [10100
. . Authenticate Password:  [ssss
| Update Firmware 1

( R —— ] Remote SIP Port:  [5060
Local SIP Port:  [S060

Register with a SIP Server: W
Re-registration Interval (in seconds):  |360
Unregister on Reboot: [
Disable rport Discovery: [
Buffer SIP Calls: I
Call disconnection

Terminate call after delay (in seconds): |0
Note: A value of O will disable this function

—Misc Settings

RTP Port (even): [10500

* ¥You need to reboot for changes to take effect

Save | Reboot

4. Leave the other fields with default and click Save.
NOTE: When the network connection between a CyberData SIP Adapter and
the Notification server is interrupted, the device becomes disconnected from
the telephony subsystem. The disconnected device periodically attempts to
reconnect, and that frequency is determined by the re-registration interval
configured on the device. The re-registration interval determines how quickly a
CyberData SIP Adapter device reconnects to the telephony subsystem once
the network connection has been re-established.

5. Click Device Config.
6. Enable the Bypass DTMF Menus (Go straight to page).
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CyberData SPA

[-Home ] Device Configuration

[Device Config ] —Miscellaneous Settings

Beep on Initialization:

Networking Beep on page:

(SIP Config ] Enable line-in to line-out loopback:
Enable relay on local audio:
(Multicast Config ] DTMF duration {milliseconds):

] | Bypass DTMF Menus (Go straight to page):

(Nightringer Send pre-configured DTMF for Analog Zone:

Zone:
Manual DTMF Entry for Analog Zone:

1“1ag‘|‘|a‘|

(Fault Detection ]

(Audio Config ]

(Event Config ]

(Autoprovisioning ]

(Update Firmware]

* ¥You need to reboot for changes to take effect

Save Test Audio TestRelay Reboot

7. Click Save.
8. Click Reboot.

Upgrading LLA Firmware

The latest firmware can be obtained from the CyberData website.

Disclaimer:

Prior to the commissioning of a system, a compatibility check should be performed
for all devices and services to be integrated. Refer to the Notification System
Description document for compatibility information.

1. In a web browser, enter the IP Address of the CyberData SIP Adapter device in
the address bar.

2. Click Update Firmware.

3. Click Browse.
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CyberData SPA

Home Upgrade Firmware

I Device Config | —File Upload

W Firmware Version: v7.0.0

I SIP Config | Please specify a file:
n file selected.

l Multicast Config |

l Fault Detection |

l Audio Config |

Update Firmware

System will automatically reboot after upgrading firmware

Submit |

4. Select the folder containing the firmware upgrade file.
5. Select the firmware upgrade file.
6. Click Open.

;1

&.(_&)‘_ Sr ge-spa hd m I Search 700-ulmage-spa

Organize New folder = - [l @

¢ Favorites Name - Date modified |WDE ISize [

B Deskiop | | 0D20f701e7Be.config  9/11/2013 10:17AM  CONFIG File KB
& Downloads

. 700-ulmage-spa

/| RecentFl .
a Recent Haces [ release_notes. tet 9/11/2013 10:12 AM_ Text Document KB
4 Libraries

| Documents

@' Music

| Pictures

B videos
1S Computer
""H Metwork

File name: [700-uimage-spa x| [aurFites . =
Open I Cancel |

7. Click Submit.
NOTE: The device may take up to two minutes to upgrade.
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CyberData SPA

fHome ] Upgrade Firmware
rl)evice Config ] File Upload
[Netmrklng ] Firmware Version: v7.0.0
[S‘IP Config ] Please specify a file:

Browse. | 700-ulmage-spa

[Huitlca st Config ]

fnlghtrlnger ]

[Fnult Detection 1

[Audlo Config ]

[Event Config ]

System will automatically reboot after upgrading firmware

[Autoprovisioning ]

[llpdate Firmware

Submit

Device Verification

After successful installation and configuration, the status LED turns blue.

NOTE:
Verify that the device is registered using the Telephony Configuration utility. Refer
to the Telephony Configuration section.

Perle TD2R2 Device

The following subsections describe the steps necessary to wire, mount, and
configure the Perle TD2R2, the Ethernet I/O Relay device. There are two areas of
configuration. The first is to configure the TD2R2 device to allow remote access to
the relays. The second area of configuration is the TruePort driver which the
Notification server uses to communicate with the TD2R2 device.

Configuring the TD2R2 requires Perle's DeviceManager software. Install
DeviceManager on a computer that is connected to the same subnet network as
the Perle device being configured.

Prerequisites

Before proceeding, ensure that the following items are available:

Perle IOLAN SDS1 TD2R2

9-30VDC (400mA minimum) power supply, if not included with device
Category 5 Ethernet cable

Computer or server to communicate with the device

Device Installation CD or a computer with network access

Hookup wire — when using the I/O and relay pins

NOTE 1:

The driver (TruePort) that is used to communicate with the device must be

installed on the same server/machine that runs the Notification application.
NOTE 2:
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Make sure to have an RJ45 jack available that is connected to a properly
configured IP network. The network must allow for IP addresses to be assigned
statically or through DHCP.

NOTE 3:

To configure the device, a computer located in the same network is required.

Mounting
The Perle TD2R2 has two brackets on the side of the mounting holes. The installer

should fasten the device to a flat surface by placing screws through mounting holes
Power

> For the Perle TD2R2, use a power adaptor capable of 9-30VDC output and
400mA.

1. If there is a barrel connector, cut the connector off and plug the leads into the
terminal block marked 9-30VDC on the device.

2. Before supplying power, check the polarity of the adaptor leads. The grounded
lead should connect to the pin marked "-".

d

The hot lead should be connected to the pin marked "+".

= On each power-up or reboot, the device takes at least 90 seconds before
becoming operational. When the device is completely booted up, the
Power/Ready LED should be a solid green color.
NOTE:
Connecting the power supply to the device with incorrect polarity can
permanently damage the device and pose a fire risk.

Ethernet
1. Plug one end of the Ethernet cable to the RJ45 jack on the device.
2. Connect the other end of the Ethernet cable to the network jack.

= After a few seconds, the Link/10/100 should be a solid amber or green color.
NOTE: Amber refers to a 100Mb connection. Green refers to a 10Mb
connection.
NOTE:
The device does not have DHCP turned on as factory default. Configure the
device to use DHCP or assign a static IP with a computer that is attached to
the same subnet.

Relay Output

The relay outputs are generally used to switch higher power speaker arrays or
zone selection circuits on fire panels. In addition, relay outputs differ from digital
outputs in that electrical isolation between the two devices are provided.

Generally, these external circuits require a closed dry contact for activation. The
Perle TD2R2 includes two relays each with separate COM terminals. When
hooking the device relays to external circuits, use the COM and NO (normally
open) terminals. This will provide a closed switch activation to any external circuit.
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Configuring Multi Zone Audio Device

Certificate Creation From System Management Console
To establish a secure communication, certificates must be configured.

The following is the recommended workflow for working with the Certificates in
System Management Console (SMC).

e Create Root Certificate Windows store based (.pem).

Creating a Root Certificate (.pem)
1. In the Console tree, select the Certificate node.

= The Certificates tab displays.
2. Click Create Certificate ¥ |4 and then select Create Root Certificate (.pem)

L)

= .The Root Certificate Information expander displays.

¥ Root Certificate Information

Certificate file name: RoctPEMCertificate Key file password: -

Key file name: RootPEMCertificatekey Confirm passwerd: -

Path: Ci\Certificates Browse...

Expiration: 10/27/2025 n 3650 3 Days

Subject name: GMS Root Certificate City / district: Pune

Department: SaET State / province: ‘Maharashtra
Organization: Siemens Country code: N

3. In the Root Certificate Information expander, provide the details as follows:
a. Enter the Certificate file name.
b. Enter the Key file name.
c. Enter the Key file password and confirm it.
d. Browse for the location to store the root certificate and the root key file on
the disk. By default, the path of the last created root certificate is selected.
e. Set the Expiration (validity period) duration in days. By default, the
certificate expires after 3650 days.
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f. Enter the following information about the Subject:
—Subject name

— (Optional) Department

— (Optional) Organization

— (Optional) City / district

— (Optional) State / province

— (Optional) Country code (maximum two characters)

P>

Click Save H to initiate root certificate creation.

If confirmed, the data entered during the root certificate creation is validated,
and on successful root certificate creation,

- the new root certificate (.pem file) and the root key file are created at the
specified location on the disk.

Working with (.pem) Root Certificates

e The Certificate file name and the Key file name
— Must not contain blanks or special characters (/\,?,<, >,*,|,").
— The Certificate file name and the Key file name cannot be the same.

e When the user creates a root certificate for the first time, all the fields appear
blank. For all subsequent root certificate creation (.pfx or .pem based), some

fields, such as Path, Organization, and so on, are pre-populated with the
information from the last-created root certificate.

Device Configuration

> The DeviceManager is installed on a computer located in the same network as
the device to configure.

> Ensure that the following certificates are created using the System
Management Console (SMC) or obtained from the site's IT department in
Privacy Enhanced Mail (PEM) format:
a) Root Certificate (.pem)
b) Root Certificate Key
Refer to the Certificate Creation From System Management Console section
for more information on creating certificates using SMC.

[> Combine the Root Certificate Key file and Root Certificate into one file (using
cat command in command prompt, for example, cat RootCertificateKey.pem
RootCertificate.pem > RootCombineCert.pem.

D> If preconfigured .dme file is available, then refer Import DME File section.

1. Start DeviceManager.

Establish Connection to.. EH

MAC Address | IP Address | rModel | Server Name | Fitrnware | Discaveread | ;4 |

5----00—80—04—06—2D-FA 192,168.1.123 IOLAM SD51 D2ZRZ MeL_Relay... 4.4 Auto T |
E----DD—SD—D4—DG—31—?6 192,168.1.122 IOLAN SD51 D2RZ xls_petle 4.4 Auto

0-50-D4-06-31-77 192.168.1. 128 IOLAM 5051 DZRZ mns_panic_... 4.4 Auto

3 0-014-1 78 Mok Configured I0LAM SD51 DZRZ  IOLAN-DG3... Auta
-~ 00-80-04-06-AE-10 136,157, 32,164 IOLAM D51 [OLAM-OGBA... 4.4 Auko
- D0-B0-D4-06-BE-F& 192,1658.1.111 IOLAM 5051 AdaptivelEDL 4.4 Auko
- D0-B0-D4-06-C3-EE 192.165.1.110 IOLAM 5051 ProlibelEDZ 4.4 Autko
00-80-04-05-C4-02 192,1658.1.109 IOLAM 5051 ProLitelEDL 4.4 Auko
o D0-50-D4-D6-C4-09 192,1658.1.112 IOLAM 5051 AdaptivelEDZ 4.4 Auko

Add.. sssignlP. | P | Refiesh |

= All similar devices under that network are visible.
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2. Select the device to configure and click Assign IP.
NOTE 1: If unable to see the device in the window, verify that the device has
power and is connected to the network. Check the LEDs on the device; the
power LED should be a solid green color and the link LED should be a solid
amber / green color.
NOTE 2: If issues persist, unplug the Ethernet cable and power. Wait for five
seconds and then plug in the Ethernet cable followed by the power supply.
Wait at least 90 seconds while the device reboots.
NOTE 3: If there are still remaining issues, manually reset the device by
holding down the small Reset button located on the device for 10 seconds or
until the Power LED is a solid amber color and then release. Wait for 90
seconds for device to reboot and initialize. If resetting still does not work,
replace the unit or check the network.

3. Manually enter an IP address or select the Have the IOLAN automatically get
a temporary IP Address check box below to have the DHCP assign one
automatically. Then click Assign IP.

Assign IP ﬂ E

—Azzign [P

The [OLAM's current IP Address:

INDt Configured

Enter the IP Addresz of the [OLAMN:

r Have the [OLAMN automatically get a
temparary [P Address.

Azzign P I Cancel |

= The connection window displays with an IP address.

Establish Connection to... K E

MAC Address | IP address | Madel | Setver MName | Fitrnware | Discovered | ok |

- 00-80-04-06-20-FA& 192.165.1.123 IOLAM SDS1 D2R2 MEL_Relay... 4.4 Auka Cancel |
- Q0-50-Crd-05-31-76 192.1658,1.122 IOLAM SDS1 D2R2 xls_perle 4.4 Auko
- 00-80-Cr4-06-31-77 192,1658.1.128 IoLAM SD51 D2RE mns_panic_... 4.4 Auko
B 00-50-04-06-31-75 20 IOLANM SD51 D2R. CILAN- 4.4 Auka
- Q0-G0-Crd-06-AE-10 136,157,532, 164 IOLAM D51 IOLAN-064A... 4.4 Auko
- 00-80-Cr4-06-BE-Fé& 192.168.1.111 IoLAM SD51 AdaptivelEDL 4.4 Auko
- 00-80-0-06-C3-EE 192.165.1.110 IOLAM 5051 ProLitelED2 4.4 Auka
- Q0-G0-Crd-065-C4-02 192,165,1.109 IOLAM SDS1 ProlLiteLEC1 4.4 Auko
- 00-80-Crd-06-C4-09 192,168.1.112 IoLAM SD51 adaptivelEDZ 4.4 Auko

fdd.. fissign IF.. Ping... Fiefresh | |

Fig. 38: Establish Connection To

4. Select the device again, and click OK to log into the device for configuring.

At the login window, type in the device password. The factory default password
is: superuser.
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Login ﬂ E

[un ]

]
Authentication required. Please enter

the pazsward for the admin user.

Paszword: I |

o |

Cancel

Network Set Up
P> Log in to the device using the DeviceManager.

1. In the Device Manager window, click on the Network folder and then on IP

Settings.

NOTE: In this area, it is possible to configure additional parameters for the
network settings, such as configuring a static IP address or a DHCP.

== DeviceManager - [xls_perle (192.168.1.122) - Connected]
%@ File Edit Tools Wiew ‘Window Help

D& as de [ W2 ?

i) System Info

IP+4 Settings i
=48 Configuration 0 |IF'VE Seftings | Advanced

|»

L—‘_I@ Metwork
[El 1P Settings
[E Advanced ~ Sypstem Settings
- Seria System Mame: IPB”B_HB'E'H D amain: Imn&.net
----- D lsers

F-{Eg Security

B-{Z5 [0 Interfaces r IP+4 Configurations

----- [8 Clustering
[H-{ZF System
-2 Cantrol
¢ e ¥ 1O Status{Contral
Byl Statistics
Bl g, Metwork

r— Ethemet Interface Settings

= Ise the following IP address:

Serial Porks
: Lser IF &sddress: 0o.0.0.10
TP Tunme! Subnet task: 0o.0.0.0

By Syskem

% Obtain IP address automatically using DHCP/BOOTP

[efault & ateway:

DHS Senver:

WIHS Server

Obtain Automatically

i

v

v

A

-

Download Al Changes |

1]

For Help, press F1

[ | 4|

2. In the System Name field, provide a name that helps distinguish the device

from other similar devices.
NOTE 1: The System Name is used by the device to create a fully qualified

domain name.

NOTE 2: By default, the device is always IOLAN followed by the last three

bytes of the device MAC address.
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3. Select the Domain field, enter the domain name used on the client’s network.
For example, AmericaUniversity.net.
NOTE: The device is capable of receiving the domain automatically from
DHCP. However, DHCP would have to be configured to set the domain as a
parameter.

Select Network>IP Settings.

Select the Advanced tab.

Select the Register Address in DNS check box.

Select the Advanced option from the left-hand side of the window.
Select the Host Table tab.

Click Add to add an NTP host.

®© ® N o a A

== DeviceManager - [®ls_perle (192.168.1.122) - Connected]
<@ File Edit Tools View ‘Window Help

O | e 5[ N2 2
- i) System Info
-4 Canfiguration

Host Table | Route List | DNS/WING | RIP | Dynamic DNS | IPY6 Tunnels |

B2 Mebwork,

b [2] 1P Settings

b Q Advanced Haost Mame | Haost Address |
{7 Serial sk TP 13216811
----- D Users

- Fecurity
F-{ZF /O Interfaces
----- [& Clustering
-3 Svstem
Bl Contral
¢ b 8 THO Status{Control
Byl Statistics

By, Metwork

il Serial Ports
, User Add.. Edi... Delete
eyl HTTP Tunnel
-y, Svstem
r IP Filtering
& Allow all traffic
€ Allow traffic only to/from hosts defined with 1P addresses
Download &Il Changes /1 Download iz Reguired
4]
For Help, press F1 MM
10. On the window, enter a descriptive name for the NTP server (for example,
mnsNTP).
11. Enter the IP address or the fully qualified domain name of an available NTP
server.
NOTE: An available NTP server is required to enable SSL on the device.
12. Click OK.
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Time and Security Settings

1. Select Configuration > System > Management > Time.

2. Select the Netwo

rk Time tab.

3. Set the following parameters:

— Mode: Unicast.

— Version: 3.

— Leave the Enable Authentication check box unselected.
— Primary Host: Select the NTP server name created earlier.

— Secondary H
the name as t

ost: Select an alternative NTP server name, otherwise set
he primary host.

NOTE: Network time works best when the version matches that of the NTP
server. Windows time servers generally default to Version 2. External NTP
servers generally work with Version 3. Verify with the client's network

administrator

== DeviceManager - [xls_perle {1

if there are any questions.

92.168.1.122) - Connected] |

%@ File Edit Tools Wiew Window Help

=131 x|

D E &N 2

i) System Info
L::_|---'~_- Configuration
--@ etwork
@ Serial
i [2] Users
--@ Security
--@ Ij0 Interfaces
i8] Clustering
E@ Syskem
-3 Alerts
E@ Management
e =
: D Tirmne
i [2] Custom App/Plugin

o3 Advanced

tatistics

Network Time: | Time Zone/Surmmer Time [Daylight Saving Time) I

—MTR/SHTF Settings

Mock: T |
Wersion: I 3 - l

" Enable Authentication:

Prirnary Host: ImnsNTF‘ vl el ID
Secondary Host: INone Yl ey ID: ID

4. Select the Time Zone/Summer Time (Daylight Saving Time) tab.

5. Configure the parameters as per the details mentioned in the Time
Zone/Summer Time (Daylight Saving Time) Parameters section.
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= DeviceManager - [xls_perle (192.168.1.122) - Connected]
< File Edt Tools Wiew Window Help

D Ed oy W7

'f’ System Info Metwork Time  Time Zone/Surmer Time (Daylight Saving Time] |
[z Configuration
() Network,
- Serld Tie Zone
Users =
-3 Security Time Zone Name: ES Time Zone Offset:  |-05:00  UTC/GMT
& U0 Interfaces
&) Clustering Summer Time (Dayight Saving Time)
= 'd Syskem
+-(g Merts Summer Time Name: EST Summer Time Dffsst B0 minutes
=3 Management
[ sump Made
[5) Time " Mone
|5 Custom App/Plugin
|5 Advanced " Feed
B ¥ Control Month Day Time
A 110 Status/Control StatDater [ 4 =l ez
=il Statistics o :
-4, Network EnelU- |cictober =1 ~] [ozod
[y, Sesiad Ports
il User = Recuring
i, HTTP Tunnel Manth Week Day Time
By, Svstem St Dats:  [Mach =72 =] 7 [Sunday x| Jozoo
End Date: [Ncwemhel 3 / |1 3 ! ISunday 3 jozo0
|
Dewnload All Changss A Dovnload is Required
4]
For Help, press F1
6. Select Configuration > Security > SSL/TLS.
~ DeviceManager - [Localhost-offlin (172.17.10.78) - Connected \;Ii-

File Edit Tools View Window Help
[l iada s W7

< [Localhost-offlin (172.17.10.78) - Connected

El=E

i) System Info

a1 S5LATLS
=44 Configuration
. 25 Network S5LATLS settings that apply to all S5L/TLS connections
H D P Settings [default].
E D Advanced
# @ Serial SSL/TLS Version: |4y v
3 Users
& sty sumstpe [ Y]

B ,;\;:hent\{atmn

[3 SsLTLS

{3 VPN

[Z HTTP Tunnel
|5 Services

{2 /0 Interfaces
i8] Clustering
*D System

& Control

- 1/0 Status/Contro
=gl Statistics

+ i, Metwork

+ il, Senal Ports

; User

HTTP Tunnel

W il, System

[[]walidate Peer Certificate

S5L Certificate:

Passphrase:

Download All Changes

(T; Download is Required

7. Set SSL/TLS Version field to Any.
8. Set SSL/TLS Type field to Server.
9. Select the SSL Certificate section.
10. Enter the password of the SSL certificate in the Passphrase field.

11. Select Tools > Advanced > Keys and Certificates.
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== DeviceManager - [#ls_perle {192.168.1.122)

% File Edit | Tools Wiew Window Help o =

O | = ' | Upload Configuration fram IOLAR

L) Syster

Import Configuration from a File
Download Configuration to IOLARN
Download Configuration ko Multiple IOLANS

. Configy

that apply to all S5LATLS connections
Advanced Download Firmware ko TOLAM
Reset Set IOLAN Date/Time

Kews and Certificates. ..
Custormn Files. ..
SEL/TLS Type: St Fackory Defaulk Configuration ko IOLAN

Jptions...

12
13.

14.

In the Key/Certificate drop-down list, select Download SSL/TLS Private Key.

Click the browse button and upload the private key for your Root certificate
(.pem).

Click OK.

Keys and Certificates EHE

K.ep / Certificate;

File Marne: I

K.ep Tupe: IHS.-’-‘-. j
[Hzer Hame: I j
Hmzt Hame: I j

|Pzec Tunnel/Hame: I j

] I Cancel |

15.
16.
17.

18.
19.
20.
21.

22,

Select Tools > Advanced > Keys and Certificates.
In the Key/Certificate drop-down list, select Download SSL/TLS Certificate.

Click the browse button and upload the combined Root certificate
(RootCombineCert.pem file). Refer to the Device Configuration section for
more information on combining the Root certificate.

Click OK.
Select Tools > Advanced > Keys and Certificates.
In the Key/Certificate drop-down list, select Download SSL/TLS CA.

Click the browse button and upload the upload the Root certificate
(RootCertificate.pem file).

Click OK.
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Time Zone/Summer Time (Daylight Saving Time) Parameters

Field Description

Time Zone Name The name of the time zone to be displayed during
standard time.

Field Format: Maximum four characters and
minimum three characters (do not use angle
brackets <>)

Time Zone Offset The offset from Coordinated Universal Time
(UTC) for the local time zone.

Field Format: Hours hh (valid -12 to +24) and
minutes mm (valid 0 to 59 minutes)

Summer Time Name The name of the configured summer time zone
will be displayed during the summer time setting.
If this parameter is not set, then the summertime
feature will not work.

Field Format: Maximum four characters and
minimum three characters (do not use angle
brackets <>)

Summer Time Offset The offset from standard time in minutes. Valid
values are 0 to 180.
Range: 0-180
Default: 60

Summer Time Mode Use this mode to configure when the summer time

will take effect.
None — No summer time change

Fixed — The summer time change goes into effect
at the specified time every year. For example,
April 15 at 1:00 P.M.

Recurring — The summer time change goes into
effect every year at the same relative time. For
example, on the third week in April on a Tuesday
at 1:00 P.M.

Default — None

Fixed Start Date The exact date and time in which the IOLAN’s
clock will change to summer time (daylight saving
time) hours.

Fixed End Date The exact date and time in which the IOLAN’s

clock will end summer time hours and change to
standard time.

Recurring Start Date The relative date and time in which the IOLAN'’s
clock will change to summer time (daylight saving
time) hours. Sunday is considered the first day of
the week.

Recurring End Date The relative date and time in which the IOLAN'’s
clock will end summer time hours and change the
standard time. Sunday is considered the first day
of the week.

I/0 Access Settings
D> Log in to the device using the DeviceManager.

1. In the DeviceManager window, click I/O Interfaces on the left-hand side of the
window.

2. Click Settings.
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S File Edit Tools Wiew ‘Window Help o =]
O| & e |de | K2 2

s+ 1) System Info
B Canfiguration
EI@ Metwark

[E IP Settings Seftings | General settings: applving to all channels: Failzafe, access methods, ete.
L [d Advanced

-5 Serial Charrels | Individual 140 channel settings.
Q Users

r 1/0 Interfaces Configuration

-7 Fecurity
&5 110 Interfaces
i [ Settings

o3 channels Summary
----- [8 Clustering
-5 System 1/0 Model: SDS1D2R2
E-g# Contral
P e f‘ 1/ SkatusiControl
E‘Ill Skatistics Charinel: Enabled: 4
 Metwork LIDF Broadcast: Dizabled
. Serial Ports
, User
. HTTP Tunnel
i, Swstem

Failzafe Timear: Dizabled

Download All Changes A Download is Required

4

For Help, press F1 [k

3. Select the I/0 Access tab.

4. Select the Enable I/O Access via TruePort check box.
NOTE 1: By default, the device monitors I/O commands on TCP port 33816. If
there is a need to change the I/O TCP port, it can be changed as long as the
change does not conflict with other services or TruePort ports.
NOTE 2: Always check to make sure the port selected is not already in use by
another application / service on the server. To check, open a Command
Prompt, type netstat, and press ENTER. A list of all current TCP connections
and ports will be listed.
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“==DeviceManager - [xls_perle (192.168.1.122) - Connected]
s Fil: Edit Tools View ‘Window Help =]
4
O E de|deds [k ?
- i) System Info
1k Configuration

10 coess | Failsafe Timer | UDP |

E@ Tetwark,
o[ 1P Settings — ; - -
: Choosze the method in which the |0 interfaces are acceszed via network, by an external application.
a Advanced
{35 Serial [ Enable 140 &ccess via Modbus protocal
Q Users
F-{Z5 Security wUim:  |255 Advanced Slave Settings. .
H@ e Intelrfaces — Awvallable Hetwork Access
D Settings
[8 channels [T Allow Modbus TCF &pplication (&R
Q Clustering [~ Allow Modbus BTUASC via TruePort
- Svstem
=g ;;ntrol - Advanced Modbus
i e B TN SkatusContraol ) ;
5 JI) Statistics |dle Timeaut: I'I a zecands

. Metwork ™ Enable Modbus Exceptions
. Serial Parts

, User
, HTTP Tunnel
il System ¥ Enable 551 Encryption

Listen TCP Port: |3381 B

Available Metwork Access

¥

¥ Enable 140 &ccess via TruePort

Allow 140 Access wia AP through TruePort

Download All Changes /1 Download is Required

<
Fot Help, press F1 l_ M l_

5. Select the Enable SSL Encryption check box.

= Configuration is now complete.
Click Download All Changes.

7. Click Reboot IOLAN.
NOTE: Any time you reboot the device, or power is reconnected, wait 90
seconds for the device to reboot and initialize. When the device is ready, the
Power LED will be solid green and the Link LED will be solid amber/green.

TruePort Driver Configuration

The TruePort driver is the second part of the process to link the device to the
server. The TruePort driver is designed to manage all similar devices
communicating with the server. Since TruePort creates a virtual COM port, each
device should have a COM port for each service.

NOTE: Serial communication and I/O access are each considered a separate
service and therefore require separate COM ports.

> Ensure that the TruePort is installed on the server.
1. Start the TruePort Management Tool.
2. Click Add.
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i) TruePort Management Tool

© perie

Thiz tool permits you to add, remove and configure TruePort adapters.

Inztalled TrueFort adapters:

Cloze

Add... | Bemoyve I Eroperties |

3. Enter a name for the TruePort Adapter.
NOTE: This adapter will serve a particular device and will map to a specific
COM port. Try to make the name descriptive so that the name can be easily
tracked back to a particular device.

4. Enter the IP address or the hostname the device is using, and then click Next.

Add TruePort Adapter Wizard

Configure TruePort Adapter
Configure the adapter's name and azsociate it with a device zerver on the
nietwork.

— TruePort Adapter Properties

Adapter Mame; IF'erIeFI elay

— Device Server Metwork Location

* |P Address |192_1aa.1.1nn

" Hosthame: I

et > I Cancel

5. Leave the number of ports set to 1 (if using 1/0 access, set ports to 2, or add
another later). Select the COM port to assign to that particular device. By
convention, start at COM100 and increase the number for each device and
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service configured. This will help to avoid any conflicts with existing COM ports
or other devices. TruePort allows creation of up to 4096 COM ports.

6. Click Next.

Add TruePort Adapter Wizard

Add Senal Ports
Azzociate COM parts with pour new TruePort adapter

'ou may add up to 43 zeral parts b pour
new TruePaort adapter: The following ports will be added:

— Select COM Port Ranage

Cario

Mumber of Ports: 1 —

Starting COR Part; IEEIM1EI 'I

M et > I Cancel

= The TruePort Adapter will be visible in the TruePort Management Tool.

I/0 Access Settings
To configure the 1/O access settings, do the following:
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1. Start the TruePort Management Tool, select the Perle device to configure,
and click Properties.

i) TruePort Management Tool

T hiz tool permitz pou ba add, remosve and configure TruePaort adapters.

Installed TruePort adapters:

PerleRelay (192.168.1.100]

Bemove | Properties |
Clogze |

2. Select the Configuration tab
3. Click Settings.
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PerleRelay {192.168.1.100) Properties

General Configuration I Ciriver I Detailsl

?@E PerleFielay [192.168.1.100]

Thiz TruePort adapter iz azzociated with the following
device server.

— Device Server Information

Murnber of Ports; 1
IP &ddress: 192168.1.100

Active Connections: Mone

To configure thiz Device Server at thiz time uze the Perle
Devicetdanager or one of the following configuration methods.

Wwieb Config I Telnet Config

Settingz |

] 4 | Cancel |

4. If there were two COM ports originally created for this device, select one to use
for 1/0 access. If the COM port selected is being used, the other COM port
should be reserved for serial communication. If a second COM port was not
created, click the Add Ports button at the bottom of the window.

5. Select the Connection tab.
6. Select the Access Device Server /O channels option.

Select the Connect to TCP Port that was configured on the device for I/O
access.

8. Inthe I/O Application Type drop-down Isit, select I/O Access.
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PerleRelay (192.168.1.100) Settings

Mumber of portz: 1
=] PereFelay (192.168.1.100)

e cumﬁg[uu; 33816)

Cornection I.f-‘«dvancedl S5LATLS I Packet Fnrwardingl

~ Connection Settings [COMI10)

—{ Access Device Server Serial Port

Connection Mode; IAutnmatic 'I

% Accept connection from device server
Lister on TICP Part; 10000

bl

£ |nitiate connection ta device senver

Connect b TCF Fork: (10001 =

Client mtiated Cannection Settings... |

—{* Aeess Device Server [0 channels

Connect to TCP Part; |3331 G _|::'

1/0 Application Tupe: II.-’D Access "I
Client{nitiated Connection Settings.. |

~ Connection Prafile
Current Frofile:  Minimize Latency

Change Prafile. . |

L

&

Add Porte

| ¥ BRemove Pars |

' Copy Settings To... | Festore Defaults

[ ok |

Cancel | Apply

9. Click the Settings button next to Client-Initiated Connection.

= The following window displays:

Client-Initiated Connection Settings
Connection Management Options

[ Connect at system startup

Connection Oplions
Connection Retries
() Rty forever

A

(@) Mumber of reties

Time betwaen connection retries

Restore Defaults

[]Close TCP connection when COM portis closed

seconds

Cancal

10. In the Connection Options section, do the settings only for the following

parameters:

— Number of retries: 2.

Time between connection retries: 30.
Select the Restore dropped connections check box.
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11. In the Connection Management Options section, ensure that you do not
select Connect at system startup and the Close TCP connection when
COM port is closed.

12. Select the Advanced tab.

Perle TruePort Adapter (127.0.0.1) Settings b4

Hurnibes of poste: 1 Connection Advanced SSUMLS Packet Forwarding

¥ Perle TrusPon Adapter (127.0001)

¥ COMI (Connect 10001) Achanced Setings (COMT)

Application OpSons

|_] Simulate COM por transmal deleys

On COM port open
() Abwesys rotum successhul
() Fugtarn whan Connechon is hally established
o (Wseconds |
Meeamuen YWat Teme 5 = ~
(s
r'; Enumarate aftached deveces (iLe. modems)

l?jl:quln cutput bigfory $a%ng conig
[+] Send keep alive packets

Keep Alive Intenval. |30 2 geconds
[CJEnabis TCP Magle algosithm

[ iree legacy UDF protocol (Full Mode onky)

" Add Ports ¥  Bamove Pors il Resiore Detaulls
Ok Cancel Apphy
13. Set Maximum Wait Time to 5 seconds.
14. Select the SSL/TLS tab.
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Perle_Serial {192.168.1.1) Settings Eq
MNumber of ports: 1 | Ennnectinnl Advanced SSLATLS | Packet Fnrwardingl
?_Iﬂ E'prle_SeriaI [192.168.1.1) _

¥ Enable S5LATLS Enciyption
SSLATLS Wersion:  [Any -

SS5LATLS Type: IEIient "I

—Authentication

[ “erify Peer Certificate
Certificate Authority Filenanme;

I Browse |

Walidation Criteria,..

— 55L Cerificate
v Supply Certificate

Certificate Filename:
C:hUzershddminiztratorhDeskiophSSLC Browse |

Certificate Paszphraze; | #eeeee seses

E',-__FI Add Ports | x Bemove Ports | ' Copy Settings To...l Restare Defaults

0k I Cancel | Apply |

15. Select the Enable SSL/TLS Encryption check box.
16. Set the SSL/TLS Version field to Any.

17. Set the SSL/TLS Type field to Client.

18. Select the Supply Certificate check box.

19. Click the browse button and select the combined Root certificate. Refer to the
Device Configuration section for more information on combining a Root
certificate.

20. Enter the password in the Certificate Passphrase field.
21. Click Apply and then OK.
22. Restart the Perle TruePort Service from the SMC.

= The TruePort driver is ready for I/O access

System Management Console

¥ Frojects
MNS830 System
¥ Websites
Testl
¥ History Databases
¥ (Iocal]\GMS_HDB_EXPRESS
HDB Service | Current User | status |
Certificate Automation License Manager Service  WURETTTIRTTEN Running -
FreeSWITCH Rl et et Running
Password:
GMs_WCCILpmon_MNSZ30 MRS Stopped
Siemens BT Licensing Server FRERESOEE  Running
Siemens GMS Closed Mode Service  SM@RIS#"8w  Running -
[E= ] = =]

Ready
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I/0 Access Settings
To configure the 1/O access settings, do the following:

1. Start the TruePort Management Tool, select the Perle device to configure,
and click Properties.

#dl TruePort Management Tool

Thiz tool permitz pou to add, remove and configure TuePort adapters.

Installed TruePort adapters:

PerleRelay [192.165.1.100]

Bemowve | Properties |
Cloze |

2. Select the Configuration tab
3. Click Settings.
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PerleRelay {192.165.1.100) Properties | x|

General Configuration |Driver I Detailsl

ME PerleR elay [192.168.1.100]

Thiz TruePort adapter iz azzociated with the following
device server.

— Device Server Information

M urnber of Ports; 1
IP &ddress: 192.168.1.100

Active Connections: Mone

To configure thiz Device Server at thiz time uze the Perle
Dievicebanager or one of the following configuration methods.

Wweb Config I Telnet Config

Settings |

] 4 | Cancel |

4. If there were two COM ports originally created for this device, select one to use
for 1/0 access. If the COM port selected is being used, the other COM port
should be reserved for serial communication. If a second COM port was not
created, click the Add Ports button at the bottom of the window.

5. Select the Connection tab.
6. Select the Access Device Server /O channels option.

Select the Connect to TCP Port that was configured on the device for I/O
access.

8. Inthe I/O Application Type drop-down Isit, select I/O Access.
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PerleRelay (192.168.1.100) Settings

Murnber of portz: 1
=] PereFelay (192.168.1.100)

e EDML\@WU; 33816)

Cornection I.f-‘«dvancedl SSLHTLSI Packet Fnrwardingl

~ Connection Settings [COM10)

—{" &ccess Device Server Serial Port

Connection Mode; IAutnmatic 'I

% Accept connection from device server
Lister on TICP Part: 10000 =

bl

£ |nitiate connection to device senver

Connect bo TEF Fork: (10001 =

Elient nitiated Cannection Sethings... |

—{* Aeess Device Server [0 channels
33816 =

L

Connect to TCP Port;

1/0 Application Type: II.-’D Access "I
Client{nitiated Connection Settings.. |

- Connectionh Prafile
Current Frofile:  Minimize Latency

Change Prafile... |

.

Festore Defaults

| x Bemaove Ports | ' Copy Settings Tu:u...l

[ ok |

& AddPors

Cancel | Apply |

9. Click the Settings button next to Client-Initiated Connection.

= The following window displays:

Client-Initiated Connection Settings X
Connection Management Options

] Connect at system stanup

[]Close TCP connection when COM partis closed

Connection Oplions

Connection Retries
() Retry forever
() Number of retries: 2 =
Time between connection reties: |30 = seconds

Restore dropped connections

Restore Defaults Cancel

10. Select the Connect at system startup check box.

11. For Connection Retries, select the Retry forever option.

12. Select the Advanced tab.
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Perle TruePort Adapter (127.0.0.1) Settings b4
Humnizer of pors: 1 Connection Advanced SSUTLS Packet Forwarding
M Peda TruePom Adaptar (127.00.1) .
¥ COMI (Conneet 10001) Acheanced Setings (COMI)
Applcaton OpSons
[ Simulate COM por fransma delsys
O COM port open
() Miwerys rotum successhl
W) Ftamn when connechon 15 lly estabhshed
27 ®) seconds
Feparmuen W Teme ] ]
(_ms
[CJEnumerate atached devices (1o modems)
r-:’fl:l'qln oufput beforg Se%ng =100
] Send keep alive packets
Keep Alive Inenmal |30 2. gecomds
[CEnabie TCF Magle algoritm
[JUse legacy UDF protocal Full Mode ony)
"] Add Ports X BemovePors @ Restone Defaults
oK, Cancel Apply
13. Set Maximum Wait Time to 30 seconds.
14. Select the SSL/TLS tab.
Perle_Serial {192.168.1.1) Settings E3

Mumber of ports: 1

| Eunnectiunl Advanced SSL/TLS | Facket Forwardingl
=] Perle_Serial [192.168.1.1)

r.—l"i COM10 (Carmect 10001] — S5L/TLS Settings (COM10)
¥ Enable S5LATLS Enciyption

SSLATLS Wersion:  |Any -

SSLATLS Type: IEIient 'I

r—Authentication

[~ Werify Peer Certificate

Certificate Authority Filename:

Browse |

Walidation Criteria...

550 Certificate
¥ Supply Certificate
Certificate Filename:

II::'\Users'\.-’-\cIministratur\Desktup\SSL[ Browse |

Certificate Pazsphraze; | ssssss sesas

E',-_}LI Add Ports | x Bemove Parts | ' Copy Settings To...l Restore Defaults

Ok I Cancel | Apply |
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15. Select the Enable SSL/TLS Encryption check box.
16. Set the SSL/TLS Version field to Any.

17. Set the SSLI/TLS Type field to Client.

18. Select the Supply Certificate check box.

19. Click the browse button and select the combined Root certificate. Refer to the
Device Configuration section for more information on combining a Root
certificate.

20. Enter the password in the Certificate Passphrase field.
21. Click Apply and then OK.
22. Restart the Perle TruePort Service from the SMC.

= The TruePort driver is ready for I/O access

System Management Console

SIEMENS

System

¥ Projects
MNS330
¥ Websites
Test
Testl
¥ History Catal
¥ (localG
HDB

Certificate.

bases
MS_HDB_EXPRESS

Service

Automation License Manager Service
FreeSWITCH
GMS_WCCILpmon_MNSS30

Siemens BT Licensing Server
Siemens GMS Closed Made Service

| Current user

TRETT TR
T
R
R
B ey

R

| status

Running
Running
Stopped
Running
Running
Running

Password:

=]

Ready

Device Verification
I/0 and Relays

A procedure for testing relays and I/O from the server without Notification is yet to
be determined.

Multi Zone Audio Device Troubleshooting

Device not getting Connected

Problem: Once the device is created in the Device Editor section, the
corresponding device gets in Connected state based on the Check Status Rate
configured in the Configuration Properties of the driver. However, at times if the
device does not get connected after the Check Status Rate duration.

Solution: Perform the following steps in sequence until the device gets connected
after a particular step. After each step, wait for the Check Status Rate duration
and monitor the device connection status:

1. Restart the TruePort service.

2. Reimport the certificates on device manager and reboot the Perle IOLAN
device.

Reboot the Server.

4. Disconnect the power cable of the Perle IOLAN device, wait for a few seconds
and then reconnect the power cable.

5. Power off and on the devices connected to the Perle IOLAN device.
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Messages not Delivered on Audio Device
Problem: Messages are not delivered to the audio device.

Solution: Ensure that the corresponding I1/0 Channels are selected. To select the
I/O Channels, select /0 Interfaces > Channels in the Device Manager of the
Perle Device.

i) System Info

4---'_.\_:,,- Configuration B
- NEt.WDrk Enable Channel | Type Hame
"@ serial ) Digital Input
-lE Users R Digital Input
--@ Security F = Rrelay
E@ 1) Interfaces
F Rz Fielay

i-[2] Settings

i [2] Clustering

--@ Syskem

I';'Iyﬁ‘ Control

o e R 10 Status/Cantral
-yl Statistics

By, Metwork, Edit |
Serial Ports i

User
HTTP Tunnel

Download All Changes |

See also
Multi Zone Audio Device [— 253]

1.25 Pro-Lite Trucolorll LED Display

Pro-Lite Trucolorll LED Display

This section provides reference and background information for integrating the Pro-
lite Trucolorll LED Display device. For procedures and workflows, see step-by-step
section.

The Pro-Lite Trucolorll LED Display device provides on-premise, text-based
messaging as part of the Notification solution. It communicates serially over RS-
232. Therefore, the Notification deployment requires an IP-to-serial device to
bridge the gap between the IP-based Notification system and the serial-based LED
sign.

Notification

Server Cat5e —
NIC —Ethernet Software ystem,
Cable Service Device
True Port al
Hardware
Port

Legend

Catbe

Ethern
Cable
Perle
SDSt "BBg Rs-232 _|Seriall  projite
|Rys] PS,'.e Serial | (DB9toRJ11) [-Port| | ED Sign
TD2R2

NOTE: Currently, special characters other than ASCII are not supported by the
Prolite Perle device.
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Pro-Lite Trucolorll LED Display

This section provides additional procedures for integrating the Pro-lite Trucolorll
LED Display device.

For workflows, see the step-by-step section.

Installing Pro-Lite Trucolorll LED Display

This section provides information for mounting the hardware and gives details
about the wiring / connection of the device.

Perle Device Installation

Prerequisites

Before proceeding, ensure that the following items are present:

Perle IOLAN SDS1

9-30VDC (400mA min) Power Supply, if not included with Perle IOLAN SDS1
Category 5 Ethernet cable

Computer or Server to communicate with the device

The device Installation CD or a computer with network access

DB9 RS-232 serial cable — included with Pro-Lite Trucolorll LED Display
device.

NOTE 1:

The driver (TruePort) that is used to communicate with the device must be
installed on the same server / machine that runs Notification.

NOTE 2:

Make sure to have an RJ45 jack available that is connected to a properly
configured IP network. The network must allow for IP addresses to be assigned
statically or through DHCP.

NOTE 3:

To configure the device, a computer located on the same network is needed.
NOTE 4:

The maximum cable length for a Serial cable is 50 feet.

Mounting

The Perle SDS1 has two brackets on the side of the mounting holes. It is
recommended that the installer fasten the device to a flat surface by placing
screws through mounting holes.

Power

1. For the Perle SDS1, use a power adapter capable of 9-30VDC output and
400mA. If the Perle unit has terminal blocks for power, cut off the barrel
connector of the power supply and plug the leads into the terminal block
marked 9-30VDC on the device.

2. Before supplying power, check the polarity of the adapter leads. The grounded
lead should connect to the pin marked "-".

@

The hot lead should be connected to the pin marked "+".

= On each power-up or reboot, the device takes at least 90 seconds before
becoming operational. When the device is completely booted up, the
Power/Ready LED should be solid green.

Ethernet
1. Plug one end of the Ethernet cable to the RJ45 jack on the device.
2. Connect the other end of the Ethernet cable to the network jack.

= After a few seconds, the Link/10/100 should be solid amber or green in color.
NOTE: The color amber refers to a 100Mb connection. The color green refers
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to a 10Mb connection.

NOTE: The device does not have DHCP turned on as a factory default. The
device will need to be configured to use DHCP or a static IP with a computer
that is attached to the same subnet will need to be assigned.

Serial Connector

Plug one end of the serial cable in to the DB9 connector on the device. Connect
the other end of the serial cable to the Pro-Lite Trucolorll LED Display device for
serial communication.

NOTE: Keep the Console/Serial switch(s) present on the device in OFF position.

Pro-Lite Trucolorll LED Display device Installation
Prerequisites

The prerequisites for the installation of Pro-Lite Trucolorll LED Display device are
as mentioned below:
e Pro-Lite Trucolorll LED Display device with included mounting brackets
e Screws
NOTE:
The screw type and length should be carefully chosen based on the surface
medium the device will be mounted on.
Mechanical Installation

This section includes details about the installation of the mechanical components
of the device.

> The user must have a set of mounting brackets included in the purchase of the
LED Display.

1. Measure the width between the LED Display’s mounting holes.

2. Fasten the mounting brackets to the wall with a pair of screws using the width
between the LED Display’s mounting holes.
NOTE: Use an appropriate screw type for the wall type (concrete, wood, dry
wall, and others). The user should provide the screws to fasten the bracket to
the wall.

3. Mount the LED Display to the bracket using the screws that came with the LED
Display.
NOTE: To adjust the angle of the LED Display, slightly unscrew the brackets
from the LED Display, adjust the angle, and retighten the bracket.

MOVING SIGN PANEL

i

TO MAINS SENSOR
i RS 232 SERIAL
INTERFACE ;

XL
s

POWER ADAPTOR
b
s&da LOW VOLTAGE
(331 AC/DC POWER INPUT
oooa {FROM ADAPTOR}
i

IFR
REMOTE KEYBOARD
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Electrical Installation

1. Mount the LED Display to a flat surface using the two mounting brackets
included with the LED Display.

2. Loosen the screw connecting the LED Display and bracket, reposition the LED
Display, and then fasten the screw to adjust the angle.

3. Plug the RJ11 connector of the serial cable to the port marked RS232 on the
LED Display.

4. Connect the DB9 side of the serial cable to the DB9 connector on the SDS1.
5. Connect the power adapter to the port marked DC IN on the LED Display.

6. Plug the adapter into an AC outlet.
NOTE: If the LED Display is factory default, the user will see demo text and
graphics on the LED Display.

Installation Verification

If installed and wired correctly on boot up, the LED Display details information such
as baud rate, LED Display device address, and a welcome message.

NOTE: If any activity is not visible, verify that power is present.

Configuring Pro-Lite Trucolorll LED Display

This section provides the steps linked with the configuration and verification of the
device.

Certificate Creation From System Management Console
To establish a secure communication, certificates must be configured.

Creating a Root Certificate (.pem)
1. In the Console tree, select the Certificate node.

= The Certificates tab displays.
2. Click Create Certificate ¥ |4 and then select Create Root Certificate (.pem)

=

= .The Root Certificate Information expander displays.

¥ Root Certificate Information

Certificate file name: RootPEMCertificate Key file password: -

Key file name: RootPEMCertificatekey Confirm password: .

Path: ChvCertificates

Expiration: 10/27,/2025 n 3650 : Days

Subject name: GMS Root Certificate City / district: Pune
Department: SBT State / province: Maharashtra
Organization: Siemens Country code: ™

3. In the Root Certificate Information expander, provide the details as follows:
a. Enter the Certificate file name.
b. Enter the Key file name.
c. Enter the Key file password and confirm it.
d. Browse for the location to store the root certificate and the root key file on
the disk. By default, the path of the last created root certificate is selected.
e. Set the Expiration (validity period) duration in days. By default, the
certificate expires after 3650 days.
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f. Enter the following information about the Subject:
—Subject name

— (Optional) Department

— (Optional) Organization

— (Optional) City / district

— (Optional) State / province

— (Optional) Country code (maximum two characters)

Click Save H to initiate root certificate creation.

P>

If confirmed, the data entered during the root certificate creation is validated,
and on successful root certificate creation,

- the new root certificate (.pem file) and the root key file are created at the
specified location on the disk.

Working with (.pem) Root Certificates
e The Certificate file name and the Key file name
— Must not contain blanks or special characters (/\,?,<, >,*,|,").
— The Certificate file name and the Key file name cannot be the same.

e When the user creates a root certificate for the first time, all the fields are blank.
For all subsequent root certificate creation (.pfx or .pem based), some fields,
such as Path, Organization, and so on, are pre-populated with the information
from the last-created root certificate.

Software Configuration

Configuration to communicate to the device requires two main steps. First,
configure the internal settings of the device. To do this, install DeviceManager on a
computer connected to the same network as the device to be configured.

The other step is to configure the driver on the computer that will be
communicating with the device over the network. There are several methods used
to communicate with the device. One method is through the TruePort driver.

NOTE:

TruePort is a COM port re-director driver utility that is installed on the server. It
creates a virtual serial port or virtual COM port. All COM port directed data sent by
the application is re-directed by TruePort across the IP/Ethernet network to the
remote device. Data and serial port signaling is transparently communicated
between the application and the remote device.

Device Configuration

> Ensure that the DeviceManager is installed on a computer located under the
same network as the device that will be configured.

> Ensure that the following certificates are created using the System
Management Console (SMC) or obtained from the site's IT department in
Privacy Enhanced Mail (PEM) format:
a) Root Certificate (.pem)
b) Root Certificate Key
Refer to the Certificate Creation From System Management Console section
for more information on creating certificates using SMC.

[> Combine the Root Certificate Key file and Root Certificate into one file (using
cat command in command prompt, for example, cat RootCertificateKey.pem
RootCertificate.pem > RootCombineCert.pem.

D> If preconfigured .dme file is available then refer Import DME File.
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1. Start DeviceManager.

Establish Connection to..
MAC Address | IP Address | TModel | Server Name | Fitrnware | Discovered | ;4 |
192,165.1.123 IOLAM SDS1 D2R2 MeL_Relay... 4.4 Auto Cancel |

192,165.1.122 IOLAM SD51 D2R2 xls_perle 4.4 Auto

192, 168.1.128 IOLANM 5051 D2RZ2 mns_panic_... 4.4 Auto

Mok Configured IOLAN SDS ¥

13615732164 TOLAMN D51 IOLAN-06A... 4.4 Auko
192,168,1,111 I0OLAMN SDS1 AdaptivelEDL 4.4 Auka
192.168.1,110 I0LAN SDS1 ProLiteLED2 4.4 Auka
192.168.1,109 I0LAN SDS1 PraoLiteLEC] 4.4 Auka
192.168.1.112 IOLAMN SDS1 AdaptivelEDZ 4.4 Auto

Add... Lizzign [P | Eing... | Refresh |

= All similar devices under that network should be visible.

2. Select the device to configure and click Assign IP.
NOTE 1: If the device is not visible in the window, verify that the device has
power and is connected to the network. Check the LEDs on the device; the
power LED should be solid green and the link LED should be solid amber /
green.
NOTE 2: If issues persist, unplug the Ethernet cable and power. Wait 5
seconds and then plug in the Ethernet cable followed by the power supply.
Wait at least 90 seconds while the device reboots.
NOTE 3: If there are still remaining issues, manually reset the device by
holding down the small Reset button located on the device for 10 seconds or
until the Power LED is solid amber and then release. Wait 90 seconds for
device to reboot and initialize. If still unsuccessful, replace the unit or check the
network.

3. Manually enter an IP address or select the Have the IOLAN automatically get
a temporary IP Address check box below to have the DHCP assign one
automatically. Then click Assign IP.

Assign IP

—Azzign [P

The IOLAN's current [P Address:

INDt Configured

Enter the IP Address of the [OLAN:

r Have the [OLAM automatically get a
temparary [P Address.

Bzzign [P I Cancel

= The Establish Connection to window displays with an IP address.
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Establish Connection to... K B

MAC Address | IP Address | Madel | Server Name | Firrmwsare: | Discovered | oK |

- Q0-G0-Crd-065-20-FA4 192,165,1.123 IOLAM SDS1 D2R2 MEL_Relay... 4.4 Auko Cancel |
- 00-80-Cr4-06-31-76 192,168.1.122 IOLAM SDS1 D2RZ xls_perle 4.4 Auko
- 00-80-D-06-31-77 192.165.1.125 IOLAM SDS1 D2R2 mns_panic_... 4.4 Auka
& 0 5] IOLAN SDE1 D Auko
- 00-80-0d-06-AE-10 136,157.32. 164 IoLAM D51 IOLAN-064A... 4.4 Auko
- 00-80-0D-06-BE-F& 192.168.1.111 IOLAM 5051 adaptivelEDL 4.4 Auka
- 00-G0-Crd-05-C3-EE 192.,165,1.110 IOLAM SDS1 ProlLiteLEDZ 4.4 Auko
- 00-80-Crd-06-C4-02 192,1658,1.109 IoLAM SD51 ProlLiteLEC1 4.4 Auko
- 00-80-0-06-C4-09 192.165.1.112 IOLAM 5051 adaptivelED2 4.4 Auka

add. | assionie | Ping. |

Refresh I |

4. Select the device again, and click OK to log into the device for configuring.

5. At the login window, type in the device password. The factory default password

is: superuser.

o ]

Authentication required. Please enter
thie pazzward for the admin uger.

Cancel

Login
..."-’
P azzward:
Network Setup

To further configure the network settings of the device, log into the device using

DeviceManager. Proceed with the following:
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1. In the device manager window, select Network > IP Settings.
NOTE: In this area, configure additional parameters for the network settings,
such as configuring a static IP address or DHCP.

== DeviceManager - ProLitelED1 (192.168.1.109) - Connected
Fle Edt Tools Yiew Window Help
O Edsday K2 ?
== ProLitelED1 {192.168.1.109) - Connected
i fi
' System Info IPvd Settngs | 1PvE Settings | Advanced |
—| Configuration
=155 Network )
IF Settings System Sethings
B Advanced Spztern Mamer Domaine mnz. niet
] (I3 Serial
| Users ) )
%) () Security IP+4 Configurstions
| Clustering ~ Ethemneat Interface Settings
+-{) Svstem
=gl Statistics = Dbtain [P address sutomatically using DHCP/BOOTP
H- gy, Metweork
4y, Senal Parts ™ Use the fobowing IP address:
i, Ueer
1, HTTP Tunnel PA [T 0o
*y§, System
et I ask I 1
Obtain dutomaticaly
[
[v¥
[v
Download A1 Changes |
For Help, press Fl1 ML P

2. Select the System Name field, give the device a distinguishable name to help
identify it from other similar devices.
NOTE 1: The System Name will also be used by the device to create a fully
qualified domain name.
NOTE 2: By default, the device is always IOLAN followed by the last three
bytes of the device MAC address.

3. Select the Domain field, under the domain name used on the client’s network
(for example, AmericaUniversity.net).
NOTE: The device is capable of receiving the domain automatically from
DHCP. However, DHCP would have to be configured to set the domain as a
parameter.

Select Network > IP Settings.
Select the Advanced tab.
Select the Register Address in DNS check box.

N o o &

Select the Advanced tab on the left-hand side menu.
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> DeviceManager - [ProLiteLED1 (192,168.1,109) - Connected]

< File Edt Took View ‘Window Help =121 ]

D& e[ 02 2
1) System Info
l:fl---;_,,- Configuration
5 Network
[ 1P Settings
[ advanced Host Mame | Hast Address
mnsH TR 192.168.1.1

Hast Table |Hnute List | DNS/WINS | RIP | Dynamic DNS | IP4B Tunnels

B Port Buffering
B aAdvanced

=] 5y System
B35 Alerts
E@ Management
o [2) shmp

[ Time ’—I
[ Custom AppfPugin Add. | Edt.. Delete

|':‘|---||J Skatistics i~ P Filtering
il Metwork 0 Allow 2l traffic

Serial Ports ’ }
User  Allow only defined traffic

HTTP Tunnel
4, Svstem

I fllo braffic: only todfrom hosts defined with P addiesses
I ssllo traffic: bodfromn address range.
Start [Pihddress o .o .0 o End [P &ddress o .o .0 .0

Dawnload All Changes /1 Download is Riequired

8. Select the Host Table tab.
9. Click Add to add an NTP host.

10. On the widoow, enter a descriptive name for the NTP server (for example,
mnsNTP).

11. Enter the IP address or the fully qualified domain name of an available NTP
server.
NOTE: An available NTP server is required to enable SSL on the device.

12. Click OK.

Serial Settings
[> The user must have logged in to the device using Device Manager.

1. In the device manager window, click the Serial folder on the left and then
Serial Port.

= Begin configuring the number of serial ports and the device profile. Only
one serial port per device is required for serial communication.

2. Select the default serial port and click Edit.
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“= DeviceManager - [xls_perle {(192.168.1.122) - Connected] M= E1

S File Edit Tools View ‘Window Help 18] x|
O | db|de b | K2 2

L) System Info

-4 Configuration Serial Ports:
=25y Netwark
i3] 1P Settings Enable MHame | Profile Details

i [d] Advanced TruePart i3 A 1000

i [2] Port BuFfering
“[d Advanced
----- B users
-G Security
-Z5 1/C Interfaces
----- [8 Clustering
- System
Elf Control
i e ¥ 1O StatusiControl
gyl Statistics
. Metwork
. Serial Ports
User

| HTTP Tunnel Edi.. |

i, Sstem

4| i

Download &ll Changes | /1 Download is Requied

4 | B
For Help, press F1 I_ LI l_ v

3. In the Serial Port settings window, click Change Profile. Select the TruePort
profile and click OK.
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Serial Port 1 Settings EE

Profile;  TruePort

Change Profile... |

Narne: I PerleSerial

General |.-’-‘«dvanced Haldwarel Email Alert I Packet Fnrwardingl S5LATLS

r TruePort Settings

= Connect to remote system [Server-|nitiated Connection]:
Hizst hame; INone "I TCF Bart: |1UUUU

[™| Connect b Multiple Hosts [TruePor Lite Made] Define &dditional Hosts. ..

[” SendMame On Connest

&' Listen for connection [Client-Initiated Connection):

TCP Port; I1IJDEI1

[T llaw Multiple Hosts ko Connect [TruePort Lite Mode)]

QK. I Cancel |

= The serial port settings window will change to reflect the new profile.
Select the General tab.

Click the Listen for connection (Client-Initiated Connection) option.

= In this mode, the device will wait for the server to establish a connection.

Enter the TCP port that will communicate with the device. By default, the TCP
port will always be 10001.

NOTE: Always check to make sure the port selected is not already in use by
another application / service on the server. To check, open a Command
Prompt, type netstat, and press ENTER. A list of all current TCP connections
and ports will be listed.

Ensure that the Allow Multiple Hosts to Connect [TruePort Lite Mode]
check box is unselected. Click OK.

Select the Hardware tab.
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Gerial Port 1 Settings 7| x|
Profile:  TruePort
Change Profile... |
M arne: I
. Eenerall Advanced Hardware | Email Alert | Facket Fl:urwardingl SSLATLS
Senal Interface: IEI.&-EEE "’I
Speed: IEIEEIEI "I
Drata Bits: IE TI [rplew: IFuII "I
Parity: INDne vI T Driver Cantral: I.-’-'-.utu:u "I
Stop Bits: |1 vI
Flaw Contral: IN.:.ne TI
¥ Enable Inbound Flaw Control
¥ | Enable Outhound Flaw Contral
™ tonitor DS
[~ Monitor DCD
[T Dizcard Characters Received With Emars
[T Enable Eche Suppression
] Cancel

9. Select EIA-232 (RS-232).

10. Set Speed to 9600.

11. Set Data Bits to 8.

12. Set Parity to None.

13. Set Stop Bits to 1.

14. Set Flow Control to None.

15. Do not select the Monitor DSR check box.
16. Do not select the Monitor DCD check box.

17. Do not select the Discard Characters Received With Errors check box.

18. Select the SSL/TLS tab.

19. Select the following check boxes:
Enable SSL/TLS
Use Global settings (Security > SSL/TLS)

20. Click OK.
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21. Select Configuration > System > Management > Time.

22. Select the Netwo

rk Time tab.

23. Set the following parameters.

— Mode: Unicast

— Version: 3

— Leave the Enable Authentication check box unselected.
— Primary Host: Select the NTP server name created earlier.

— Secondary H
as primary ho

ost: Select alternative NTP server name, otherwise set name
st.

NOTE: Network time works best when the version matches that of the NTP
server. Windows time servers generally default to Version 2. External NTP
servers generally work with Version 3. If unsure, then verify with the client’s
network administrator.

== DeviceManager - [#ls_perle (1

92.168.1.122) - Connected] |

<& File Edit Tools Wiew ‘Window Help 181 x|

D Eds|de| N 2

o i) System Info
- Configuration

Serial
Users
Security
Ij0 Interfaces
b2 Clustering
E@ Syskem
B Alerts
EI@ Management
e [2] ShMP
Q Tirne

Q Custom App/Plugin

------ B Advanced
Elf Conikrol
o j“ I} Status/Control
g Statistics

-1, Metwork

---_' Syskem

Network Time | Time ZoneSummer Time (D aylight Saving Time) I

—MNTR/ASNTR Seftings

Mode: |
Wersion: I i - l

™ Enable Authentication:

Frirmary Host: ImnsNTP vl Key ID: IU
Secondary Host: INone 'l ey [0 ID

24. Select the Time Zone/Summer Time (Daylight Saving Time) tab.

25. Configure the parameters as per the details mentioned in Time Zone/Summer
Time (Daylight Saving Time) parameters.
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= DeviceManager - [xls_perle (192.168.1.122) - Connected]

< File Edt Tools Wiew Window Help
D Ededech K27
]f’ System Info Metwork Time  Time Zone/Surmmer Time (D aplight Saving Time) |
[z Configuration
() Network,
- Serld Titne Zone
Users =
43 Security Tirme Zone Name: ES Time Zore Dlizet: 500 UTC/AGMT
& U0 Interfaces
18 Clustering Summer Tirne [Daylight Saving Time)
=2 System
+-(g Merts Summer Time Name: EST Summer Time Oifsat B0 minutes
=3 Management
[3] sump Mode
[ e " Mone
|5 Custom App/Plugin
|5 Advanced " Feed
= y"JCuntrul I onth Ly Tiime
## 110 Stakus|Control atet Date I\_;;. =l | Jozoo
=il Statistics . .
+y, Network End fDctober -/ =] fpzm
[y, Serial Ports
il User & Recuring
i, HTTP Tunnel Manth Week Day Time
By, System St Dats:  [Mach =72 =] 7 [Sunday =] [ozoo
End Date: [Ncwemhel 3 / |1 3 ! ISunday 3 Jo200
L
Dewnload All Changss A Dovnload is Required
4]
For Help, press F1
26. Select Configuration > Security > SSL/TLS.
~ DeviceManager - [Localhost-offlin (172.17.10.78) - Connected == -

File Edit Tools View Window Help
[l iada s W7

[3 Authentication
[ ssH
[ ssLLs

3 VPN
[Z HTTP Tunnel

Cipher Suite...

[[]walidate Peer Certificate

[3 Services GSL Certificate
{2 /0 Interfaces
iw|g Clustering Passphrase:
+D System
-4 Control

i 1/0 Status/Contro
=g Statistics

+ i, Metwork
+ il, Senal Ports

User
HTTP Tunnel
System

|

e [Localhost-offlin (172.17.10.78) - Connected [=]e]EE
i) System Inf
) System Info $5L/TLS
=44 Configuration
. 25 Network S5LATLS settings that apply to all S5L/TLS connections
H D P Settings [default].
E D Advanced
#-(Fg Serial SSLTLS Version: Ay v
i[E Users
& sty sumstpe [ Y]

Download All Changes

(T; Download is Required

27. Set SSL/TLS Version field to Any.
28. Set SSL/TLS Type field to Server.
29. Select the SSL Certificate section, enter the password of the SSL certificate in

the Passphrase field.

30. Select Tools > Advanced > Keys and Certificates.
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== DeviceManager - [#ls_perle {192.168.1.122)

% File Edit | Tools Wiew Window Help o =

O | = ' | Upload Configuration fram IOLAR

Bl

L1 Systerr
---'_‘:H- Configu

Import Configuration from a File
Download Configuration to IOLARN
Download Configuration ko Multiple IOLANS

that apply to all S5LATLS connections

Advanced Download Firmware ko TOLAM
Reset 3 Set IOLAN Date/Time

Kews and Certificates. ..

Jptions...

Zustom Files. ..
. Set Factory Default Configuration ko IOLARN
B ssums SSLATLS Type: |

31. In the Key/Certificate drop-down list, select Download SSL/TLS Private Key.
32. Click the browse button and upload the private key for the root certificate(pem).
33. Click OK.
Keys and Certificates EHE

K.ep / Certificate;

File: Marne: I

K.ep Tupe: I RS54 j

|l zer Mame; I j

Hiost Mame; I j

|Fzec Tunnel Mame: I j

] I Cancel |

34.
35.
36.

37.
38.
39.
40.

41.
42,
43.

Select Tools > Advanced > Keys and Certificates.
In the Key/Certificate drop-down list, select Download SSL/TLS Certificate.

Click the browse button and upload the combined root certificate
(RootCombineCert.pem file). Refer to the Device Configuration section for
more information on combining the root certificate.

Click OK.
Select Tools > Advanced > Keys and Certificates.
In the Key/Certificate drop-down list, select Download SSL/TLS CA.

Click the browse button and upload the upload the root certificate
(RootCertificate.pem file).

Click OK.
Click Download All Changes to make the changes to the device.

Click Reboot IOLAN.

NOTE: Any time a reboot of the device is needed, or power is reconnected, the
user must wait 90 seconds for the device to reboot and initialize. When ready,
the Power LED will be solid green and the Link LED will be solid amber or
green.

The device is now configured.
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TruePort Driver Configuration

> The TruePort driver is the second part of the process to link the device to the
server. TruePort is only used when the device is configured to use the TruePort
profile. The TruePort driver is designed to manage all similar devices
communicating with the server. Since TruePort creates a virtual COM port, it is
recommended that each device has its own and unique COM port for each
service.
NOTE: Serial communication and I/O access are each considered a separate
service and therefore require separate COM ports.

1. Install TruePort on the server.
2. Start the TruePort Management Tool.

3. In the Management Tool window, click Add.

#dl TruePort Management Tool

© perie

Thiz tool permits pou to add, remaove and configure TruePort adapters.

Installed TruePort adapters:

Add... Bemowve Broperties

4. Enter a name for the TruePort Adapter.
NOTE: This Adapter will serve a particular device and therefore map to a
specific COM port. Try to make the name descriptive so that the Adapter can
easily be tracked back to a particular device.
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5. Enter the IP address or the hosthame the device is using, and click Next.

Add TruePort Adapter Wizard

Configure TruePort Adapter
Configure the adapter's name and azsociate it with a device server on the
nietwork.

— TruePart Adapter Properties

Adapter Mame; IF'ru:uLiteLED'I

— Device Server Metwork Location

" Hosthame: I

Mest = I Cancel

6. Leave the number of ports set to 1 (if using 1/0 access, set ports to 2, or add
another later). Select the COM port to assign to that particular device. By
convention, start at COM100 and add incrementally for each device and
service configured. This will help to avoid any conflicts with existing COM ports
or other devices. TruePort allows creation of up to 4,096 COM ports.

7. Click Next.

310 | 460 Restricted A6V12131888_en_a_51



MNS Supported Physical Device Configurations
Pro-Lite Trucolorll LED Display

Add TruePort Adapter Wizard

Add Serial Ports
Azzociate COM portg with pour new T ruePort adapter

'ou may add up to 43 zerial parts o pour
new TruePort adapter: The following ports will be added:

— Select COM Port Bange

Cario

Starting COM FPort,  |COMIO =

Mumber af Paorts: I1 _Ij

f et > I Cancel

= The TruePort Adapter in the TruePort Management Tool is visible.
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8. To edit the TruePort settings, select the adapter to edit and click Properties.

&dl TruePort Management Tool

© perie

Thiz tool permits pou to add. remowe and configure TruePort adapters.

Inztalled TruePaort adaphers:

Add... Bemove FPropertie=s |

Fig. 39: TruePort Management Tool

Serial Settings

1. Select the properties window of the device port to be configured.
2. Select the Configuration tab.

3. Click Settings.
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ProLiteLED1 {192.168.1.10) Propetties

General Configuration I Driver I Detailsl

ME ProLiteLED [192.168.1.10)

Thiz TruePort adapter iz azsociated with the following
device zerver.

— Device Server Infarmation

Mumber of Ports; 1
IP &ddress: 192.168.1.10

Active Connections; Mone

To configure thiz Device Server at thiz time uze the Perle
Devicetdanager or one of the follmwing configuration methods.

Web Config I Telnet Config |

Settingz |

)4 | Cancel |

Click the COM port on the left-hand side.
= This will display the TruePort and COM port settings for this adapter.
Select the Connection Tab.

Select the Initiate connection to device server option.
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Mumber of ports; 1

ProLiteLED1 {192.168.1.10) Settings [x]

Connection |.-’-‘-.dvancec|| SSL.I"TLSI Packet Forwaldingl

?_]]J ProLiteLED [132.168.1.10)
. # COMI0 [Connect; 10001)

C-:}"I Add Ports | x Bemove Parts | ' Lopy Settings Tc-...l Restore Diefaults

— Connection Settings [COR10)

—% Access Device Server Serial Part

Connection Made: I.t’-'«utomatic "I

™ Accept connection from device server

Lizten on TER Fort: 10000 _:I
% |nitiate connection to device server
Connect bo TCP Port: 10001 _:I

Client-Initiated Connection Settings. . |

—1 Access Device Server 120 channels

Connest to TR Fart: |3381 E E
/0 Epplication Type: II.-’D Access 'I
Client-lnitiated Cannectian Settings... |

— Connection Profile
Current Praofile;  Minimize Latency

Change Profile... |

ak I Cancel | Apply |

Select Connect to TCP Port, enter the port number that was previously

assigned to the device using the device manager.

7. Click the Settings button next to Client-Initiated Connection.

= The following window displays.

Connection Oplions

Client-Initiated Connection Settings
Connechon Management Options

[l Connect at system startup

l__i Close TCF connechon when COM portis closed

Connection Retries
() Ratry forever
(@ MNumber of reties: |4 =
Time between connection reties: |30 = seconds

Restore dropped connections

Restare Defailts

Conce

8. Select the Connect at system startup check box.

9. For Connection Retries, select the Retry forever option.

10. Click OK.
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11. Select the Advanced tab.

SSSEESEE——————————
ProLiteLED1 {192.168.1.10) Settings [x]

Humber of ports: 1 Connection Advanced | SSLATLS I Packet Forwardingl
S0 ProLteLED [152.168.1.10)
- B COMA0 [Connect: 10001) ~Advanced Settings [COME10]

—Application Options
™ Simulate COM port transmit delays

Ldditional Tramsmmit [0 elay: ||:| j: s
Additional Heceive [elay |EI j: i

On COM part open:

L

L

7 Alweays return successiul
% Fetun when connection is fully established

b airnuinn Y ait Time: |3D _,3 zecondz

[~ Enumerate attached devices [ie. modeme]

[ Diain output before setting config

¥ Send keep alive packets

K.eep Alive Interval I3E| E zeconds

[~ Enable TCP Nagle algorithm
[ Use legacy UDF protocol [Full Mode only)

o Add Pors I ¥ Remove Ports | ' Copy Settings To...l Restore D efaults

0k, I Cancel | Apply |

12. Set Maximum Wait Time to 30 seconds.
13. Select the SSL/TLS tab.
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ProLiteLED1 {192.168.1.10) Settings ]

Mumnber of partz; 1

S0 ProLiteLED1 [192.168.1.10] _
. (,:l’f COm10 [Eunnect: 1DDD1] S5LATLS SBHIHQS [EDM‘I D]
¥ Enable S5L/TLS Encivption

' Connectinnl Advanced  SSLATLS I Packet Fnrwardingl

SSLATLS Yersion:  |Any A

SS5LATLS Type: II:Iienl "I

Authentication

[~ “erify Peer Certificate
Certifizate Autharity Filenanme:

I Browse |

Walidation Criteria,..

—55L Certificate
¥ Supply Certifizate

Certifizate Filename:
CovUzershddminiztrator\DesktophSSL L Browse |

Certifizate Pazsphraze; | eeeesesssssse ol

@'I Add Ports | x Remove Parts | ' Lopy Settings Tn...l Restare Defalts

0k I Cancel | Apply |

14. Select the Enable SSL/TLS Encryption check box.
15. Set the SSL/TLS Version field to Any.

16. Set the SSL/TLS Type field to Client.

17. Select the Supply Certificate check box.

18. Click the browse button and select the combined Root certificate. Refer to the
Device Configuration section for more information on combining a Root
certificate.

19. Enter the password in the Certificate Passphrase field.
20. Click Apply and then OK.
21. Restart the Perle TruePort Service from the SMC.

System Management Console

o]
¥ Froject
MNS330 System
¥ Websites
Test > Settings
TestL
¥ History Databases
¥ (ocal\GMS_HDB_EXPRESS
HDB Service | Current User | status |
Certificate Automation License Manager Service  WURETTTITTEN Running -
FreeSWITCH RAETEEOESE  Running
Password:
GMS_WCCILpmon_MNS230 RS Stopped
Perie TruePort Service BAETEEOTE  Running
Siemens BT Licensing Server RAETEEOESE  Running
Siemens GMS Closed Mode Service MBI Running a
= e Jl=a ]

Ready
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Device Verification

Test the settings of the TruePort application and Perle SDS1 device by connecting
the device to the Pro-Lite Trucolorll LED Display and sending a message directly
using a serial terminal, such as PuTTY.

PuTTY can be downloaded from the following link:
http://the.earth.li/~sgtatham/putty/latest/x86/putty.exe

To test the serial port, open up a HyperTerminal or PUTTY session from the server
on the serial COM port. If the COM port can be opened, the TruePort driver is
working properly.

The steps for testing Pro-Lite communication are as follows:

1. Open PUuTTY and select Connection > Serial.

2. For a serial line to connect to, enter the TruePort COM port number created in
the TruePort Driver Configuration section.

3. Enter the parameters for Baud rate, data bits, stop bits, parity, and flow control
for the external device that will be transmitting ASCII data.

— Baud Rate: 9600

— Data Bits: 8

— Stop Bits: 1

— Parity: None

— Flow Control: None

Cateqgary:

- Session Optiong contraling local zenal lines |
L Logging

= Terminal

- Keyboard
- Bell

- Features

— Select a zenal ine

Serial ling o connect ko IEEIM'I 0

— Configure the zernial line

= "Windo

- Appearance
- Behawviour
- Tranzlation
- Selection
- Colours

=~ Connection

- Data

- Prowy

- Telnet

- Rlogin

- 55H

Aot |

Speed [baud]
Data bits
Stop bitz
Parity

Flaw contral

EED

E

[1

INnne

INnne

Open I

Cancel

4. Click Session, select the Serial option.

5. Click Open.
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Cateqgary:
'-:-" | Basic options for your PuTTY session
Lu in
B Ten‘ningalg g Specify the destination you wart to connect to
- Keyboard Serial line Speed
- Bell COw10 5600
- Features Connection type:
&+ Window C)Raw () Telnet ©) Rlogin () SSH
- Appearance
... Behaviour Load, save or delete a stored session
- Translation Saved Sessions
- Selection
- Colours -
B Caniadai Default Settings Load
- Data
e
- Telnet Delete
- Blogin
- 55H
- Serial
Close window on exit:
() Mways () Mever (@ Only on clean ext
About | Dpen I Cancel

6. Enter the command <ID00><PA>Test and send the command through the
terminal application.
NOTE 1: Ensure that the terminal application is configured to send a character
return and line feed when the user presses Send or Enter.
NOTE 2: If a message similar to <IDO1>E is received without any messages
appearing on the sign, then an error has occurred. Check the COM port
settings and message syntax.

Pro-Lite Trucolorll LED Display Troubleshooting

Problem: Once the device is created in the Device Editor section, the
corresponding device gets in Connected state based on the Check Status Rate
configured in the Configuration Properties of the driver. However, at times the
device does not get connected after the Check Status Rate duration.

Solution: Perform the following steps in sequence until the device gets connected
after a particular step. After each step, wait for the Check Status Rate duration
and monitor the device connection status.

1.
2.

Restart the TruePort service.

Reimport the certificates on device manager and reboot the Perle IOLAN
device.

Reboot the Server.

Disconnect the power cable of the Perle IOLAN device, wait for a few seconds
and then reconnect the power cable.

Power off and on the devices connected to the Perle IOLAN device.
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Prolite with Ethernet Support

Prolite with Ethernet Support
This section provides additional procedures for Prolite with Ethernet Support.
For workflows, see the step-by-step section.

Installing AND Device

This section provides information to the user for mounting the hardware and wiring
or connection details for the device.

Prerequisites

The prerequisites required for the device installation include the following:
e Advanced Network Device (AND) IP Display or IP Speaker

e Catbe Ethernet Cable

The optional prerequisite includes:

e Ethernet Power Injector

Mechanical Installation

1. Remove the back frame by removing the four Torx screws on the side of the
device.

2. Mount the back frame to a flat surface by placing screws through the eight
mounting holes located on the frame.

= The mechanical installation of the device is now complete.

Electrical Installation
1. Connect the Ethernet cable to the Ethernet port on the back of the device.

2. Connect the other end to the power injector or a PoE capable
switch/hub/router.
NOTE: The AND IP Displays and IP Speakers are Power over Ethernet (PoE)
only devices. They receive all of their power over the Ethernet cable.

3. Verify that the network is PoE ready.
NOTE: If the network is not PoE ready, a power injector must be purchased
and installed.

= The device boot process is started.

Installation Verification

On successful connection, the LED sign will display the following in sequence:

e Advanced Network Devices

e Firmware

e MAC

e [P Address
NOTE 1:
If nothing is displayed when Ethernet cable is connected, verify that PoE is
available.
NOTE 2:
If the Dynamic Host Configuration Protocol (DHCP) with a rotating bar is
displayed, then the device is unable to obtain an IP address. Check with the
local site administrator for the DHCP availability. A DHCP server is required
during the first reboot in order for the AND sign to obtain an initial IP address.
After an initial IP address is obtained, the sign can be reconfigured with a static
IP address.
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Configuring AND Device

This section provides the steps linked with the configuration and verification of the
device.

Prerequisites
The following are the prerequisites required for the device configuration:
e Computer connected to the same subnet as the IP Display or IP Speaker.

e Web browser for accessing the IP Display's or IP Speaker’s internal web
server.

Device Configuration

After the completion of the boot up process, the device will request an IP address
through DHCP. Upon receiving the IP address, the device will display it before
returning to the normal operation.

NOTE:

An IP address is required for the Advanced Network Devices before the device
installation process. If the device is unable to receive an IP address, the device will
continue to reboot and search again. A DHCP server is required during the first
reboot in order for the AND sign to obtain an initial IP address. After an initial IP
address is obtained, the sign can be reconfigured with a static IP address.

& After receiving the IP address, log on to the device using a web browser on a
computer attached to the same subnet as the sign.
URL.: http://sign_ip_address

Display Configuration
1. Click Device Settings.
2. Select Network.

= The Network Settings section displays.

320 | 460

Restricted A6V12131888_en_a_51


http://sign_ip_address/

MNS Supported Physical Device Configurations
Prolite with Ethernet Support

Device Status SIP Status Send Text Message Device Settings

senera sip2 Servers Firmware Peripherals Mis Schedaler
Network Settings help
Parameter Stored value New Value
General Command Password
HTTP Command Port (default is 80) 0 0
Network Mode dhep dhep -
IP Address (if static IP mode)
Netmask (if static IP mode)

Gateway (if static [P mode)
TETP Server (if static IP mode)
DNS Server (if static IP mode)
Domain (if static [P mode)

Configuration Search Path

SLP Scope Berbee Applications Berbee Applications
SLP Service InformaCastConfiguration InformaCastConfiguration
Inhibit SLP No No =

Inhibit SNMP No No =

Inhibit Special Command No No =

Inhibit MDNS Host Lookup No No =

Inhibit MDNS HTTP Service No No =

Inhibit MDNS IP Speaker Service No No =

Inhibit MDNS SNMP Service No No =

3. Enter the network settings in the Network Settings field.
NOTE: To assign a static IP address, select the static IP value under Network
Mode and enter the IP address, Netmask, and Gateway underneath.

4, Select Save Network Settings Changes.

SNMP Settings help
Parameter Stored value New Value

SNMP Read Community

SNMP Write Commumity

SNMP MIB-2 Alternate Read Community public public

SNMP Trap Manager Settings help

Host[-Port] Trap Commumnity Name Trap Version

Manager 1 SNMPv2e -
Manager 2 SNMPv2e -
Manager 3 SNMPvZe -
Manager 4 SNMPv2e ~
Manager 5 SNMPv2e -
‘[ Save Network Settings Changes ] ‘
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5. Click General and do the following:

General and Time Settings help
Parameter Stored value New Value

Name / Description [PSpeaker 2046f90203db IPSpeaker 204680203db

Location

NTP Server, primary

NTP Server, secondary

NTP Server, tertiary

NTP Server, quaternary

Time Refresh Rate (minutes) 60 60
NTP Overrides Server Registration Time No No =~

Named Time Zone see timezone list

UDP Logging (IP:port)

Boot Beep Volume 0 0~
Boot Beep Duration (ms) 1000 1000
Boot Jingle Volume 4 4 -
HTTP Control Password AND AND

— Enter a name for the sign in the Name field.

— Enter the IP address of the main NTP server in the NTP Server, primary
field.
NOTE 1: This is required while using the sign as a clock during normal
operation. It is also important in order to have accurate time stamps for the
internal device logging.
NOTE 2: It is recommended to use the NTP server.

— Enter the IP address of the Backup NTP server in the NTP Server,
secondary field.
NOTE: In the case of primary NTP server failure, the device will access the
secondary NTP server. This is optional but recommended.

— Enter the appropriate string for your Time Zone in the Named Time Zone
field.

— Leave the HTTP Control Password (default) password as it is or set a
new password in case the user wants to change the default password.
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— Inthe Display Settings section, set value to 100 in the Display

Brightness field.

Display Settings help
Parameter Stored value New Value

Time Format 12 hour 12 hour -

Show Leading Zero No No =

Show Seconds Off Off -

Keep Clock Seconds Smaller No No =

Blink Colon Yes Yes -

Clock Font

Note: The date field is shown only when BatangChe Bold BatangChe Bold -
the clock is using a multi-line font.

Clock Color Cranberry -
Seconds Color Tan -

AM Color Olive | ~

PM Color -
[?\?j;:%f:]::mlﬁ-ﬁne clock font to enable B -

[?\?:Z :Flmﬁ-]jne clock font to enable g %a, %b %e
?\ftee%:a?m?hz?iack fontto enable  © O ves ~

Clock Above Small Text No Mo =

Minute Progress Critical Start Second 0 0

Mimute Progress Color -
Mimute Progress Critical Color -

Text Font Arial Bold -
Text Color Cranberry -

Timer Font Retro 7 Narrow Retro 7 Narrow -
Countdown Timer Color -
Countdown Timer Critical Color -

Count Up Timer Color -

Count Up Timer Critical Color -

Display Brightness (0-100)
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6. Set the Speaker Volume to the required level.

Audio Settings help
Parameter Stored value New Value
Speaker Volome 10 0 -
Feedback Suppression Medium Medium =
Microphone Vohmme ] 8 -
Microphone Filter 750 750
Microphone Alert Volume 3 E -
Show Mic State on Clock Display No Mo =
Mic State Icon Color Green Green -
Microphone Mute when GPIO 0 Input No No =~
Microphone Mute when GPIO 1 Input No MNo -
Activate GP1O 0 During Microphone No Mo =
Activate GPIO 1 During Microphone No No -
Generated Audio Stream Multicast TTL 16 16
Generated Audio Stream TOS (DSCP/ECN) 0 0

Save Changes l

7. All other values are optional and can be left as default.

8. Click Save Changes.

= A message displays for rebooting the device.

Device Status SIP Status Send Text Message

General Network sip sip2 Servers Firmware Peripherals Misc Scheduler Configuration XML

Changed settings have been saved. for changes to take effect

9. Click Reboot now.

Speaker Configuration
1. For configuring an AND IP Speaker, do the following:

— Click Device Settings.
— Select SIP.
= The SIP General Settings section displays.
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Home Device Status SIP Status Send Text Message Device Settings .
General Network SIP2 Servers Firmware Peripherals Misc Scheduler Configuration XML
SIP General Settings help
Parameter Stored value New Value
SIP Mode Paging
Promiscuous Mode No No v
Extension 10006 |10006 |
SIP Server 12178 i " - |
SIP Domain (e g in002 siemensnet) £ 0 07 0000 | nawe |
SIP Password B 2 | - e |
SIP Digest Username 10006 |10006 |
SIP Port (default is 5060) 5060 5060 |
Registration Interval. seconds 30 |3E] |
Reboot Interval. seconds 10 |1[] |
Registration Failures Send SNMP Trap 0 |EI |
Strict Direction Negotiation No No ~
Use IR Remote No
Rebroadcast Destmation |
Ring Volume 8.5
Show Call State with Flashers No
Show Call State on Clock Display No
Call State Icon Color Green
SIP Default Stream Priority 50 |5[] |
SIP Status Message Priority 99 |99 |

— In the SIP Mode field, select Paging.

— Enter the FreeSwitch extension number configured for the corresponding
AND IP Speaker in the Extension field.

— Inthe SIP Server field, enter the IP Address of the SIP Server.

— In the SIP Domain field, enter the IP Address of the SIP Server.

— In the SIP Password field, enter the password of the FreeSwitch
extension.

— Set the Ring Volume to the required level.

— All other values are optional and can be left as default.

A6V12131888_en_a_51 Restricted 325|460



MNS Supported Physical Device Configurations
Prolite with Ethernet Support

SIP GPIO Input Action Settings help
Parameter Stored value New Vale
Push-to-Talk 1 (GPIO 0 Qutgoing)

Push-to-Talk 1 Alternate (Hold)

Push-to-Talk 1 Alternate Hold Time (ms) 0 0
Push-to-Talk 1 Trigger Only No Mo =
Push-to-Talk 2 (GPIO 1 Outgoing)

Push-to-Talk 2 Alternate (Hold)

Push-to-Talk 2 Alternate Hold Time (ms) 0 0

Push-to-Talk 2 Trigger Only No Mo =

GPIO Control of Non-GPIO Calls No Mo =

SIP GPIO QOutput Control Settings help
Parameter Stored value New Value

Kevpad GPIO 0 'On' Password

Keypad GPIO 0 'Off Password

Keypad GPIO 0 'Transient' Password

GPIO 0 Transient Time (ms) 0 0
Keypad GPIO 1 'On' Password

Keypad GPIO 1 'Off Password

Keypad GPIO 1 'Transient' Password

GPIO 1 Transient Time (ms) 0 0

Activate GPIO 0 During Active Call No Mo =
Activate GPIO 1 During Active Call No Mo =
Activate GPIO 0 When Ringing No No =
Activate GPIO 1 When Ringing No Mo =

Save SIP Changes ]

2. Click Save SIP Changes.

= A message displays for rebooting the device.

Device Status SIP Status Send Text Message

General Network sip sip2 Servers Firmware Peripherals Misc Scheduler Configuration XML

Changed settings have been saved. for changes to take effect

3. Click Reboot now to reboot the device.

Device Verification
To test the configuration of the device, follow the steps below:
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¢ Open a web browser and enter the following URL:
http://SIGN_IP_ADDRESS/signmsg?text=This+is+a+test+message&loops=3&
maxseconds=0&pauseseconds=0&speed=5&color=red&font=arial_bold&huma
n=1&button=Send+New+Text+Message
NOTE: Computer must be connected to the same subnet as the IP LED sign.

= On successful device configuration, the sign will display This is a test
message three times as per the configured color.

Redundancy Supplemental

Redundancy Supplemental

This section provides reference and background information for integrating the
Redundancy Supplemental feature. For procedures and workflows, see step-by-
step section.

Notification provides a redundancy feature using an off-the-shelf redundancy
solution from Stratus Technologies called everRun 7.2. Notification requires the
everRun 7.2 enterprise version 7.2.0.0, or greater. Please see the everRun
documents for details on how redundancy is realized. A successful Notification
redundant setup includes the following step.

e Creating a Windows Server 2008 R2 Standard Virtual Machine (VM) in the
server pool.

Server Failover

Failover is a backup operational mode in which the functions of a system
component such as a processor, server, network, or database are assumed by
secondary system components when the primary component is unavailable in case
of failure or scheduled down time.

Server Failover by Notification

Notification uses Stratus everRun 7.2 to provide failover. For instructions on
installing everRun 7.2 software, see Installing Stratus everRun 7.4.1.

Notification is installed on a Virtual Machine protected via everRun 7.2 software. In
case of a hardware failure on one of the servers, everRun 7.2 automatically
transitions the protected Virtual Machine to the other server in the pool. Due to this
transition, clients and devices connected to the Notification system continue to
remain connected without loss of functionality thus achieving the required failover.
For verification of server failover, see Verifying Failover.

Redundancy Supplemental

This section provides additional procedures for integrating the Redundancy
Supplemental feature.

For workflows, see the step-by-step section.

Installing Stratus everRun 7.4.1

First, contact Stratus to receive the installation ISOs, MSls, and documents.
Stratus usually sends an email with a user name and password that can be used in
a particular Stratus site, where all the artifacts (ISOs, MSls, and documents) for the
version of everRun can be downloaded. The following sections detail the
installation of everRun 7.4.1 The documents and other required artifacts for this
version are also listed in the section Reference Docs.
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Reference Docs

Each customer is provided a user account on the Stratus portal
http://www.stratus.com/services-support/downloads/?product=everrun&release=7-
4-1-0 with access to download the latest software, hotfixes, and help documents.

Prerequisites
o Installation Files

The installation software is available for download on the Stratus portal. Notification
has completed testing on everRun 7.4.1.

e Licenses

EverRun license: This is received through email which contains the license key.

e Hardware Configuration

D> Virtualization needs to be enabled in the BIOS of the machines on which
CentOS will be installed. This feature is turned OFF in the default BIOS

settings. To turn it ON, go into the BIOS setup of the machine at startup. For
the Dell servers, use the following steps:

1. Press F2 during boot to enter system setup.

2. Use the UP/DOWN arrow keys to highlight Processor settings and press
ENTER.

3. Use the UP/DOWN arrow keys to select Virtualization Technology. Use the
LEFT/RIGHT arrow keys to enable.
NOTE: CentOS installation is not possible without enabling this setting or if
there is no hardware support for virtualization.

Preparation

The everRun installation for Notification consists of two servers as part of the
redundant pool. A web browser is used to log on to the Stratus everRun Availability
Console.

Ensure that everRun version below 7.4.1 is not installed.

NOTE: The IP addresses need to be static. Hence, the IP address to be used
needs to be decided before beginning the installation of CentOS.

Refer to the everRun’s User’s Guide located at
http://everrundoc.stratus.com/7.4.1.0/en-

us/Default.ntm#Help/P02 Support/N SupportDocs.htm%3FTocPath%3DSupportin
g Documents for more details on the configuration and connection of the different
Network Interface Cards (NIC):

e ETHO/NICO: Not used

e ETH1/NICA1 links of the servers will be used for Management links. This needs
to be connected to 1 Gbps links on the switch.

e ETH2/NIC2 and ETH3/NIC3 will be used for the A links.

e ETH4/NIC4 and ETH5/NIC5 will be used for Business links.
Network Setup

Physical Connection for the Different Ports

Each server has six Ethernet ports. Connect them as indicated below.

NOTE:
The numbers assigned to the NICs below may change depending on how the
network cards itself have been connected in the system
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NICNum | Network Bandwidth Connected to? Comments
num
NIC 0 Network 0 1 Gbps Not connected
NIC 1 Network 1 1 Gbps MNS switch Connection to the MNS switch. Note
that this has to be a 1 Gbps
connection or else the initial sync of
the VM takes longer and EverRun Ul
may continuously display an error.
NIC 2,3 |Network 2, |10 Gbps A links. Cross Special 10GB link cables need to be
3 connected used in this instance. If that is not
between the available, use Cat-5E or Cat-6 cables.
servers.
NIC 4 Network 4 100 Mbps/1 Connected to If required, this adaptor also needs to
Gbps company be added to the VM and configured to
network. This is | use the company network gateway.
optional and is This may be useful for debugging
used for when developers on the dev network
accessing to VM | need to access the VM. Contact the
via the corporate |IT department for configuring IP
network for address.
testing and other
activities.
NIC 5 Network 5 100 Mbps/1 Management This adapter needs to be added to
Gbps links connected | the VM. Since it is connected to the
to the MNS MNS switch, this would be the
switch. Business link. The IP address can be
statically assigned to 192.168.1.3. In
case of failover, this IP address would
still be available.

Installing Software on the First Physical Machine Using the User
Interface
This section describes how to perform an initial installation of the everRun software

on node0, which is the first physical machine (PM).

NOTE: To perform an installation by mounting the ISO image, you must first
configure your system's remote-management feature (for example, iDRAC on a
Dell system). See the manufacturer's documentation for instructions.

1. Power on the first PM, if it is not already powered on, and either insert the
installation software DVD or mount the ISO image.

2. As the system powers on, enter the BIOS and configure the required and
optional BIOS settings as described in the Configuring the BIOS section of the
everRUN’s User’s Guide located at:
http://everrundoc.stratus.com/7.4.1.0/en-

us/Default.ntm#Help/P02 Support/N _SupportDocs.htm%3FTocPath%3DSupp

orting Documents

3. When the installation software loads, the Welcome window displays with the
installation options as described in the Installation Options section of the
everRUN’s User’s Guide located at:
http://everrundoc.stratus.com/7.4.1.0/en-

us/Default.htm#Help/P02_Support/N_SupportDocs.htm%3FTocPath%3DSupp
orting Documents
From this window, choose the following option to perform the initial installation:

— Installing via the user interface - This method is best for users who are not
familiar with the installation process and who prefer to follow a GUI-based
procedure with prompts.

Use the arrow keys to select Install everRun > Create a new system, and
press Enter.
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NOTE: No action is required until the window described in the next step
displays.

The Select interface for private physical machine connection window sets the
physical interface to use for the private network. To use the first embedded
port, use the arrow keys to select em1 (if it is not already selected), and then
press F12 to save your selection and select the next window.

NOTE 1: If you are not sure of which port to use, use the arrow keys to select
one of the ports, and click Identify. The LED on the selected port will then flash
for 30 seconds, allowing you to identify it. Since the LED may also flash due to
activity on that network, Stratus recommends that you leave the cable
disconnected during the identification process. Reconnect the cable
immediately after identification is complete.

NOTE 2: If the system contains no embedded ports, select the first option
interface instead.

The Select interface for managing the system (ibiz0) window sets the physical
interface to use for the management network. To use the second embedded
port, use the arrow keys to select em2 (if it is not already selected), and then
press F12 to save your selection and select the next window.

NOTE: If the system contains only one embedded port, select the first option
interface. If the system contains no embedded ports, select the second option
interface.

The Select the method to configure ibiz0 window sets the management
network for node0 as either a dynamic or static IP configuration. Typically, you
set this as a static IP configuration, so use the arrow keys to select Manual
configuration (Static Address) and press F12 to save your selection and select
the next window. However, to set this as a dynamic IP configuration, select
Automatic configuration via DHCP and press F12 to save your selection and
select the next window.

If you selected Manual configuration (Static Address) in the previous step, the
Configure em2 window displays. Enter the following information and press F12.

— |Pv4 address

— Netmask

— Default gateway address

— Domain name server address
NOTE 1: Contact your network administrator for this information.
NOTE 2: If you enter invalid information, the window redisplays until you
enter valid information.

At this point, the installation continues without additional prompts. No action
from you is required until the first PM reboots. After it reboots, do the following:

— Remove the DVD, or unmount the ISO image.

— If you configured the IP address dynamically, record its IP address as
described in Recording the Management IP Address section of the
everRUN’s User’s Guide located at:
http://everrundoc.stratus.com/7.4.1.0/en-
us/Default.htm#Help/P02_Support/N_SupportDocs.htm%3FTocPath%3DS
upporting Documents

Installing Software on the Second Physical Machine Using the
User Interface

This topic describes how to perform an initial installation of the everRun software
on node1, which is the second physical machine (PM).

NOTE: To perform an installation by mounting the ISO image, you must first
configure your system's remote-management feature (for example, iDRAC on a
Dell system). See the manufacturer's documentation for instructions.
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Power on the second PM, if it is not already powered on, and either insert the
installation software DVD or mount the ISO image.

As the system powers on, enter the BIOS and configure the required and
optional BIOS settings as described in the Configuring the BIOS section of the
everRUN’s User’s Guide located at:

http://everrundoc.stratus.com/7.4.1.0/en-

us/Default.htm#Help/P02 Support/N_SupportDocs.htm%3FTocPath%3DSupp
orting Documents

= When the installation software loads, the Welcome window displays and
displays the options shown in the Installation Options section of the
everRUN’s User’s Guide located at:
http://everrundoc.stratus.com/7.4.1.0/en-
us/Default.htm#Help/P02_Support/N_SupportDocs.htm%3FTocPath%3DS
upporting Documents
From this window, you can perform the initial installation using either the
user interface or the command line.

Use the arrow keys to select Replace PM > Join system: Initialize data, and
press Enter.

NOTE: No action is required until the window described in the next step
displays.

The Select interface for private Physical Machine connection window sets
the physical interface to use for the private network. To use the first embedded
port, use the arrow keys to select em1 (if it is not already selected), and then
press F12 to save your selection and select the next window.

NOTE 1: If you are not sure of which port to use, use the arrow keys to select
one of the ports, and click Identify. The LED on the selected port will then flash
for 30 seconds, allowing you to identify it. Since the LED may also flash due to
activity on that network, Stratus recommends that you leave the cable
disconnected during the identification process. Reconnect the cable
immediately after identification is complete.

NOTE 2: If the system contains no embedded ports, select the first option
interface instead.

The Select interface for managing the system (ibiz0) window sets the
physical interface to use for the management network. To use the second
embedded port, use the arrow keys to select em2 (if it is not already selected),
and then press F12 to save your selection and select the next window.

NOTE: If the system contains only one embedded port, select the first option
interface. If the system contains no embedded ports, select the second option
interface.

The Select the method to configure ibiz0 window sets the management
network for node1 as either a dynamic or static IP configuration. Typically, you
set this as a static IP configuration, so use the arrow keys to select Manual
configuration (Static Address) and press F12 to save your selection and
select the next window. However, to set this as a dynamic IP configuration,
select Automatic configuration via DHCP and press F12 to save your
selection and select the next window.

If you selected Manual configuration(Static Address) in the previous step,
the Configure em2 window displays. Enter the following information and press
F12:

— |IPv4 address
— Netmask
— Default gateway address
— Domain name server address
NOTE 1: Contact your network administrator for this information.
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NOTE 2: If you enter invalid information, the window redisplays until you
enter valid information.

8. At this point, the installation continues without additional prompts. No action
from you is required until the second PM reboots. After it reboots, do the
following:

— Remove the DVD, or unmount the ISO image.

— If you configured the IP address dynamically, record its IP address as
described in the Recording the Management IP Address section of the
everRUN’s User’s Guide located at:
http://everrundoc.stratus.com/7.4.1.0/en-
us/Default.htm#Help/P02_Support/N_SupportDocs.htm%3FTocPath%3DS
upporting Documents

9. Log on to the everRun Availability Console and verify that node1 displays on
the DASHBOARD.

E=  admin Logout

Minor Alert
Dashboard

SYSTEM

I Dashboard
@ system
Preferences A 172474089
FELEY
ALERTS & LOGS Support notification messages
Sl Alerts cannot be delivered.
[ Audits

everRun has detected errors when attempting to -
RESOQOURCES send support nofification messages. If you are still

L Physical Machines
Virtual Machines

having problems after troubleshooting, please =
contact your everRun Service Provider.

TROUBLESHOOTING

22 Snapshots This alert is created when there have been three
consecutive Support Notification failures. There are

ﬁ I several possible causes:

{5 storage Groups

@ Networks

@ Virtusl CDs Component Description Action
Support notification messages cannct be delivered.

LIBRARY

ﬂ Upgrade Kits e-Alert service should be enabled to send availability alerts to the loc lgnore

i) 172171088

ﬂ. Users & Groups

Troubleshooting the Physical Machine

For information on troubleshooting the physical machines, refer to the
Troubleshooting Physical Machines section of the everRUN’s User’s Guide located
at:

http://everrundoc.stratus.com/7.4.1.0/en-
us/Default.htm#Help/P02_Support/N_SupportDocs.htm%3FTocPath%3DSupportin

g Documents

If there are any issues in the installation of everRun 7.2 software, the Alert icon n
displays on the DASHBOARD of the everRun Availability Console.
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Virtual Machines
Systom PM noded has a single system logical disk.

nodel nodet

L— la

Y~

X
1

Troubleshooting the Java Errors Encountered on the EverRun
Availability Console

For information on troubleshooting the Java errors encountered on the everRun
Availability Console, refer to:

http://docs.oracle.com/javase/7/docs/technotes/quides/jweb/jcp/icp.html

Supporting Documents

For release information, reference and troubleshooting information, refer to the
Supporting Documents section of the everRUN’s User’s Guide located at
http://everrundoc.stratus.com/7.4.1.0/en-
us/Default.htm#Help/P02_Support/N_SupportDocs.htm%3FTocPath%3DSupportin
g Documents.

Verifying Failover

This section describes the process for verifying failover before and after
Notification installation.

For background information on Server Failover, see Server Failover.

Select an appropriate link under Further information section for the task you want
to perform.

Verification Before Installing Notification

> Virtual Machines are created and protected with everRun 7.2.

1. Connect to the protected Virtual Machine via remote desktop.

2. Open a browser in the client machine and start streaming a video.
3

While the video is being played, forcibly bring down one of the servers, for
example, node0 by pulling the plug.

NOTE: Bring down the server on which the currently active compute instance
of the protected Virtual Machine is running so that a transition occurs.
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Q;;atus"

everRun’

SYSTEM

A Dashboard
Q System
Preferences

ALERTS & LOGS

A Alerts

[ Audits

RESOURCES
Bl Physical Machines

Virtual Machines
&8 Snapshots

@ Volumes

g Storage Groups
@ Networks

(&) Virtual CDs

LIBRARY
[ Upgrade Kits
. Users & Groups

B pASHBOARD

admin Logout

Minor Alert
Dashboard

Virtual Machines

System

node1

m System Ignored

Component

Description

A 172A47.10.89

Support notification messages
cannot be delivered.

everfun has detected emors when attempting to -
send support nofification messages. If you are sfill
having problems after troubleshooting, please

contact your everRun Service Provider.

TROUBLESHOOTING

This alert is created when there have been three
consecutive Support Nofific ation failures. There are
several possible causes:

Action

Support notification messages cannot be delivered.

A 172.47.10.89

f ) 172171089

e-Alert service should be enabled to send availability alerts to the lot lgnore

= The remote desktop connection to the protected Virtual Machine is not lost

and the video continues to stream. The star icon % is shifted to node1
making node1 as the primary physical machine.

everRun’

SYSTEM

¥ Dashboard
g System
Preferences

ALERTS & LOGS
S Aerts

[ Audits

RESOURCES
B pnysical Machines

Virtual Machines
B3 Snapshots.

@ Volumes

E Storage Groups
0 Networks

(=) Virtual CDs

LIBRARY
ﬁ Upgrade Kits
@ Users & Groups

Enterpri

B pASHBOARD

Wirtual Machines

System

node0

H

node1

Al System Ignored

Component

A 172.17.10.89

f ) 172171088

Description

admin Logout

& 172.47.10.89

Support notification messages cannot
be delivered.

everRun has detected errors when attempting to -
send support notification messages. If you are still
having problems after troubleshooting, please contact]
your everRun Service Provider.

TROUBLESHOOTING

This alert is created when there have been three
consecutive Support Notification failures. There are
several possible causes:

Act...

Support notification messages cannot be delivered.

e-Alert service should be enabled to send availabilty alerts to the ... lgn...

4. Select Physical Machines to verify that node1 is the primary physical

machine.
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== admin Logout

st ID: ee_p_16262

Enterps

everRun’
SYSTEM B PHYSICAL MACHINES
@ Dashboard
@ system State | Activity
E Preferences A ™ running PowerEdge R510
A B running node1 {primary} PowerEdge R510 1
ALERTS & LOGS
JiL Merts
] Audits
node0 ]
<
RESOURCES Work On
B Physical Machines 6 Summary | | b Description [ Storage O Network @ Sensors Virtual Machines @ Details
Virtual Machines Model PowerEdge RS10
I8 Snapshots Overall State i Warning
Activity | B=  running
@ Volumes
2 x Intel(R) Xeon(R) CPU X5650 @ 2.67GHz
@ Storage Groups
Configuration 32 GB Memory
O Networks
2 Logical disks with a total of 556.8 GB
(=) Virtual CDs
LIBRARY
ﬂ Upgrade Kits.
i users & Groups

Fig. 40: Verification for the Primary Physical Machine

Verification After Installing Notification

> Virtual Machines are created and protected with everRun 7.2.

D> Notification is installed on the client machines.

1. Connect a client machine to the protected Virtual Machine via remote desktop.
2. Forcibly bring down one of the servers for example, node0 by pulling the plug.

NOTE: Bring down the server on which the currently active compute instance
of the protected Virtual Machine is running so that a transition occurs.
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Q;;atus"

everRun’

SYSTEM

A Dashboard
Q System
Preferences

ALERTS & LOGS

A Alerts

[ Audits

RESOURCES
Bl Physical Machines

Virtual Machines
&8 Snapshots

@ Volumes

g Storage Groups
@ Networks

(&) Virtual CDs

LIBRARY
[ Upgrade Kits
. Users & Groups

= admin Logout

Enterpi Edition

B pASHBOARD

{ Virtual Machines ]

/!\ System ]

node0 node1

A 172A47.10.89

Support notification messages
cannot be delivered.

everfun has detected emors when attempting to -
send support nofification messages. If you are sfill
having problems after troubleshooting, please

contact your everRun Service Provider.

TROUBLESHOOTING
L a This alert is created when there have been three

consecutive Support Nofific ation failures. There are
Al System Ignored

several possible causes:
Component Description Action

A 172.47.10.89

f ) 172171089

Support notification messages cannot be delivered.

e-Alert service should be enabled to send availability alerts to the lot lgnore

= Client does not lose the remote desktop connection to the protected Virtual
Machine and all the Notification features are still accessible. The star icon

i s shifted to node1 making node1 as the primary physical machine.

everRun’

SYSTEM

¥ Dashboard
g System
Preferences

ALERTS & LOGS
S Aerts

[ Audits
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B pnysical Machines

Virtual Machines
B3 Snapshots.
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E Storage Groups
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(=) Virtual CDs

LIBRARY
ﬁ Upgrade Kits
@ Users & Groups

admin Logout

sset |0 ee_p 18262 Minor Alert

Enterp

B pASHBOARD

[ Virtual Machines ] f 17247 40.89
Support notification messages cannot
Syst
H P ] be delivered.
node0 " nodet

everRun has detected errors when attempting to -
send support notification messages. If you are still
having problems after troubleshooting, please contact]
your everRun Service Provider.

TROUBLESHOOTING
L a This alert is created when there have been three

consecutive Support Notification failures. There are
Al System Ignored

several possible causes:
Component Description Act...

A 172.17.10.89

f ) 172171088

Support notification messages cannot be delivered.

e-Alert service should be enabled to send availabilty alerts to the ... lgn...

3. Select Physical Machines to verify that node1 is the primary physical

machine.
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1.28

== admin Logout

Winor Alert
Dashboerd

%STEM E PHYSICAL MACHINES
Dashboard

@ system

. Preferences ™ running PowerEdge R510

State | Activity

B> running node1 {primary} PowerEdge R510

ALERTS & LOGS
JiL Merts
] Audits

node0 @1

RESOURCES MEAET

E Physical Machines 6 Summary | | b Description [ Storage e Network Sensors Virtual Machines @ Details
Virtual Machines Model PowerEdge RS10

K& Snapshots. Overall State : Warning
Activity | B=  running

@ Volumes
2 x Intel(R) Xeon(R) CPU X5650 @ 2.67GHz
@ Storage Groups

e Networks
(=) Virtual CDs

Configuration 32 GB Memory
2 Logical disks with a total of 556.8 GB

LIBRARY
ﬂ Upgrade Kits.
i users & Groups

Fig. 41: Verification for the Primary Physical Machine

Relay Output Device

Relay Output Device
This section contains additional procedures for integrating the Relay Output device.

Installing Relay Output

This section provides information on mounting the hardware and connection details
for each device.

Perle TD2R2 Installation

This section describes the prerequisites and steps to mount the device to a flat
surface, supply power to the device, add an Ethernet network, and properly wire
the device to allow a dry contact to be read.

Prerequisites
Before proceeding, ensure that the following items are available:

e Perle IOLAN SDS1 TD2R2

e 9-30 Vdc (400 mA minimum) Power Supply, if not included with device

e Category 5 Ethernet cable

e Computer or Server to communicate with the device

e The device Installation CD or a computer with network access

e Hookup wire of at least 20 AWG is necessary when using the 1/0O and relay
pins

e STl emergency button, model SS-2*69E, is used in conjunction with the digital
inputs
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A WARNING

WARNING:

If configuring the Perle device for dry-contact detection, do not use the same
device for relay control.

NOTE 1:

The TruePort Driver that is used to communicate with the device must be installed
on the same server/machine that runs Notification.

NOTE 2:

Make sure to have an RJ45 jack available that is connected to a properly
configured IP network. The network must allow IP addresses to be assigned
statically or through Dynamic Host Configuration Protocol (DHCP).

NOTE 3:

To configure the device, you must have a computer connected to the same
network.

Mounting

The Perle SDS1 TD2R2 has two brackets on the side of the mounting holes. The
installer is recommended to fasten the device to a flat surface by placing screws
through mounting holes.

Power

This section describes the steps necessary to supply power to the device.
1. For the Perle TD2R2, use a power adaptor capable of 9-30VDC output and

400mA. If there is a barrel connector, cut off the connector and plug the leads
into the terminal block marked 9-30VDC on the device.

2. Before supplying power, check the polarity of the adaptor leads. The grounded
lead should connect to the pin marked —.

3. The hot lead should be connected to the pin marked +.

= On each power-up or reboot, the device takes at least 90 seconds before
becoming operational. When the device is completely booted up, the
Power/Ready LED should be solid green.

A WARNING

WARNING:

Connecting the power supply to the device with incorrect polarity can permanently
damage the device and pose a fire risk.

Ethernet

The Ethernet section describes the steps necessary to provide ethernet network
connectivity to the device.

1. Plug one end of the Ethernet cable to the RJ45 jack on the device.
2. Connect the other end of the Ethernet cable to your network jack.

= After a few seconds, the Link/10/100 should be solid amber or green.
NOTE: Amber refers to a 100Mb connection. Green refers to a 10Mb
connection.
NOTE: The device does not have DHCP turned on as factory default. You
need to configure the device to use DHCP or assign a static IP with a computer
that is attached to the same subnetwork.

Relay Output
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The relay outputs are generally used to switch higher power speaker arrays or
zone selection circuits on fire panels. In addition, relay outputs differ from digital
outputs in that they provide electrical isolation between the two devices.

Generally, these external circuits require a closed dry contact for activation. The
Perle TD2R2 includes two relays each with their own COM terminals. When
hooking the device relays to external circuits, use the COM and NO (normally
open) terminals. This will provide a closed switch activation to any external circuit.

A WARNING

WARNING:
The maximum load for the relay channel is 1A @ 30 Vdc or 0.5A @ 120 Vac.

Configuring Relay Output

This section provides the steps linked with the configuration and verification of the
device.

NOTE:

TruePort is a COM port re-director driver utility that is installed on the server. It
creates a virtual serial port or virtual COM port. All COM port directed data sent by
the application is re-directed by TruePort across the IP/Ethernet network to the
remote device. Data and serial port signaling is transparently communicated
between the application and remote device.

Certificate Creation From System Management Console
To establish a secure communication, certificates must be configured.

The following is the recommended workflow for working with the Certificates in
System Management Console (SMC).

e Create Root Certificate Windows store based (.pem).
Create a Root Certificate (.pem)

1. In the Console tree, select the Certificate node.
= The Certificates tab displays.
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2,

Click Create Certificate ¥ |« and then select Create Root Certificate (.pem).
= The Root Certificate Information expander displays.

¥ Root Certificate Information

Certificate file name: RoctPEMCertificate Key file password: .

Key file name: RoOtPEMCertificateey Confirm password: .

Path: C\Certificates

Expiration: ¥ 0 |

P 10/27/2025 E3  3es0 ) Days

Subject name: GMS Root Certificate City / district: Pune
Department: SBET State / province: haharashtra
Organization: Siemens Country code: M
3. In the Root Certificate Information expander, provide the details as follows:

a. Enter the Certificate file name.

b. Enter the Key file name.

c. Enter the Key file password and confirm it.

d. Browse for the location to store the root certificate and the root key file on
the disk. By default, the path of the last created root certificate is selected.
e. Set the Expiration (validity period) duration in days. By default, the
certificate expires after 3650 days.

f. Enter the following information about the Subject:

— Subject name

— (Optional) Department

— (Optional) Organization

— (Optional) City / district

— (Optional) State / province

— (Optional) Country code (maximum two characters)

Click Save H .

If confirmed, the data entered during the root certificate creation is validated,
and on successful root certificate creation,

- the new root certificate (.pem file) and the root key file are created at the
specified location on the disk.

Tips for Working with (.pem) Root Certificates

The Certificate file name and the Key file name
— Must not contain blanks or special characters (/,\,?,<, >,*,|,").
— The Certificate file name and the Key file name cannot be the same.

When the user creates a root certificate for the first time, all the fields are blank.
For all subsequent root certificate creation (.pfx or .pem based), some fields,
such as Path, Organization, and so on, are pre-populated with the information
from the last-created root certificate.

Relay Device Configuration

>

>

You have installed DeviceManager on a computer located in the same
network as the device to configure.

Ensure that the following certificates are created using the System
Management Console (SMC) or obtained from the site's IT department in
Privacy Enhanced Mail (PEM) format:

a) Root Certificate (.pem)

b) Root Certificate Key

Refer to the Certificate Creation From System Management Console section
for more information on creating certificates using SMC.
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[> Combine the Root Certificate Key file and Root Certificate into one file (using
cat command in command prompt, for example, cat RootCertificateKey.pem
RootCertificate.pem>RootCombineCert.pem.

D> If preconfigured .dme file is available then refer Import DME File.

1. Start DeviceManager.

Establish Connection to..

MAC Address IP Address IModel Server Name | Firmware Discovered | ;¢ |
- 00-80-D4-06-20-F4 192,168.1.123 IOLAM SDS1 D2R2 MEL_Relay... 4.4 Auko Cancel |
é----DD-BD-D‘}-UG-SI-?B 192,168.1.122 IOLAM SDS1 DZRZ xls_perle 4.4 Auko

- 00-80-D4-06-31-77
1-30-D4-06-31-73

192,168.1.1258
Mok Configured

IOLAM SDS1 D2ZRZ mns_panic_... 4.4 Auko
IOLAM SDS1 DZRZ2  IOLAN-063... Auto

-00-80-D4-08-AE-1D

130,157.32.104

IOLAN D51

IOLAN-0BA. ..

4.4

Auto

- 00-80-D4-06-BE-F& 192,168.1.111 IOLAM SDS1 AdaptivelEDL 4.4 Auto

00-50-04-06-C3-EE 192.148.1.110 IOLAM SDS1 ProLiteLEDZ 4.4 Auko

00-50-D4-06-C4-02 192.168.1.109 IOLAM SDS1 ProLiteLED1 4.4 Auko

- D0-B0-D4-06-C4-09 192.168.1.112 IOLAN SDS1 AdaptivelEDZ 4.4 Auto
Add P B Refiesh |

= You should be able to see all Perle devices on the network.

2. Select the device you want to configure and click Assign IP.
NOTE 1: If you are unable to see the device in the window, verify that the
device has power and is connected to the network. Check the LEDs on the
device; the power LED should be solid green and the link LED should be solid
amber/green.
NOTE 2: If issues persist, unplug the Ethernet cable and power. Wait 5
seconds and then plug in the Ethernet cable followed by the power supply.
Wait at least 90 seconds while the device reboots.
NOTE 3: If you are still having issues, manually reset the device by holding
down the small Reset button located on the device for 10 seconds or until the
Power LED is solid amber and then release. Wait 90 seconds for device to
reboot and initialize. If resetting still does not work, replace the unit or check
the network.

3. Manually enter an IP address or select the Have the IOLAN automatically get
a temporary IP Address check box below to have the DHCP assign one
automatically. Then click Assign IP.
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Assign IP

—Azzign [P
The [OLAM's current [P Address:

INDt Configured

Enter the IP Address of the [OLAN:

Have the [OLAM automatically get a
temparary [P Address.

-

Bgzign [P I

Cancel

= You should now be back to the connection window. The device should now

have an IP address.

Establish Connection to...

K E

MAC Address | IP address | Madel

| Setver MName | Firrwiare | Discavered | Ok |

- 00-80-D4-06-20-F&
- 00-80-04-06-31-76
- 00-80-D4-06-31-77
- g
- 00-50-D4-06-AE-1D

192.168.1.123
192.168.1.122
192.168.1.128
19 g

& IOLAM 505
136.157.32.164

IOLAM D51
- 00-80-D4-06-BE-F& 192.168.1.111 IOLAM SD51
- 00-80-D4-06-C3-EE 192.168,1.110 IOLAM 3051
- 00-80-D4-06-C4-02 192.168.1.109 IOLAM 5051
- 00-80-D4-06-C4-09 192.168.1.112 IOLAM SD51

Add... Azzign [P Ping...

IOLAM SDS1 D2R2 MEL_Relay...
IOLAM SDSL D2R2 xls_perle
IOLAM SDS1 D2R2 mns_panic _.

4.4 Auto

Cancel |
4.4 Auko
4.4 Auto

Auko
IOLAN-06A.., 4.4 Auto
adaptivelEDL 4.4 Auta
ProLitelEDZ 4.4 Auko
ProLiteLECr1 4.4 Auko
adaptivelED2 4.4 Auta

Refresh I |

Fig. 42: Establish Connection To

Select the device again, and click OK.

5. At the login window, type in the device password. The factory default password

is: superuser.

Login

.

]
Authentication required. Please enter
the pazsward for the admin ugzer.

I
o« ]

P azsward:

Cancel

Fig. 43: Login Window

Network Set Up

D> You have logged in to the device using DeviceManager.
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1. In the DeviceManager window, click on the Network folder and then IP
Settings.
NOTE: In this area, configure additional parameters for the network settings,
such as configuring a static IP address or DHCP.

“=DeviceManager - [xls_perle (192.168.1.122) - Connected]
g File Edit Tools View Window Help

O & % s 5| W2 2
1) System Info
=-4% Configuration

E@ Metwiork

i--[g] 1P Settings

Lo Advanced ~ Spstem Settings

D"% Zerial Systern Marme: IPE”E_HEHH Diarnait: Imns.net
----- sErs

[H-{Z5 Security

| »

IPwd Settings | |PvE Settings | Adwanced

B-E5 10 Interfaces r IP+4 Configurations
""" [8 clustering r Ethermet Interface Settings
F-{Eg System
I':'I(/o Caontral . . _
f 10 StatusiCantrol {* Dbtain IP address autamatically using DHCP/BOOTP
Byl Statistics _
B4, Metwork " Use the following IP address:

, Serial Parts
| User

ey, HTTP Tunnel
- , Syskem

IP Sddress: o. 0. 0.0

Subnet Mash: g.0.0.0

Obtain Automatically

[efault Fateway: I . . . i

DMS Server I o o o W
IS Server: I : : ) v

-
«| »

Download Al Changes |

1]
For Help, press F1 ’_ UM l él

2. In the System Name field, provide a name that helps distinguish that device
from other similar devices.
NOTE 1: The System Name is used by the device to create a fully qualified
domain name.
NOTE 2: By default, the device is always IOLAN followed by the last three
bytes of the device MAC address.

3. Select the Domain field, enter the domain name used on the client’s network
(for example, AmericaUniversity.net).
NOTE: The device is capable of receiving the domain automatically from the
Dynamic Host Configuration Protocol (DHCP). However, the DHCP would have
to be configured to set the domain as a parameter.

Select Network>IP Settings.

Select the Advanced tab.

Select the Register Address in DNS check box.

Select the Advanced option from the left-hand side of the window.
Select the Host Table tab.

Click Add.

©® ® N o a &
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= DeviceManager - [#ls_perle {192.168.1.122) - Connected]

g File Edit Tools ‘iew ‘Window Help
I

el L
g Zyetem Info Host Table | Route List | DNSAWINS | RIF | Dynamic DNS | IPYE Tunnels |
-+, Configuration

El@ Metwork,
- [2] 1P Zettings
“[2 Advanced Host Mame |_Host Address |
B-{3g Serial mnsM TP 19216811
..... D Users
F-{EE Security
H-{Z5 IO Interfaces
----- [8 Clustering
F-{EE System
Ely'-‘J Cankrol
e f" I/ SkakusiConkrol
Sy Statistics

G-y, Metwork
; . Serial Ports
, User Add.. Edt.. Delete
, HTTP Tunnel
B-4), Svstem

—IP Filtering
% Allow all traffic
" Allow hraffic only to/from hosts defined with 1P addiesses

Download All Changes A4 Download is Required

4]

Faor Help, press F1 LI

10. On the window, enter a descriptive name for the Network Time Protocol (NTP)
server (for example, mnsNTP).

11. Enter the IP address or the fully qualified domain name of an available NTP
server.
NOTE: An available NTP server is required to enable SSL on the device.

12. Click OK.

Time and Security Settings

1. Select Configuration > System > Management > Time.
2. Select the Network Time tab.

3. Set the following parameters.

— Mode: Unicast.

— Version: 3.

— Leave the Enable Authentication check box unselected.

— Primary Host: Select the NTP server name created earlier.

— Secondary Host: Select alternative NTP server name, otherwise set the
name as the primary host.
NOTE: Network time works best when the version matches that of the NTP
server. Windows time servers generally default to Version 2. External NTP
servers generally work with Version 3. If you are not sure, verify with the
client's network administrator.
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== DeviceManager - [xls_perle {192.168.1.122) - Connected] | M=l
S Fle Edit Tools Wiew Window Help & x|
MR
i) System Info N p . . ; .
etwork Time
. Configuration | Time Zone/Summer Time [Daylight Saving Time) I

—NTP/SNTP Seftings

Mode: T~ |
{5 Security ;
&3 /0 Interfaces Wersion: I 3 vl

[2 Clustering

- I Enahle suthentication:
E-Z5 Alerts
E@ Management

B st Primnary Host: ImnsNTP j KeylD: IU
D Time

D Custam AppyPlugin Secondary Host: INone j Key ID: ID

## 10 StatusContral
Statistics

Metwark

Serial Parts

User

HTTP Tunnel

il System

4. Select the Time Zone/Summer Time (Daylight Saving Time) tab.

5. Configure the parameters as per the details mentioned in Time Zone/Summer
Time (Daylight Saving Time) Parameters.

= DeviceManager - [xls_perle (192.168.1.122) - Connected]

=g Flle Edt Tools “iew Window Help
O decy K7
44 System Info Metwork Time  Time Zone/Surmener Time (Dayght Saving Tine] |
[=)-<5% Configuration
[ Network,
- 3‘3"‘5‘ Titna Zone
SErS
-y Security Time Zone Name: TimeZone Offiset:  [05:00  UTC/GMT
2 I/ Interfaces
;Zlusttennu Sumrmer Tirne [Daylght S aving Time)
=25 Svstem
-y Mlerts Summer Time Name; EST Summer Time Offsst 60 mirutes
=125 Management
[ smmp Maode
[5) Time " Mone
|2] Custom AppFlugin
|8 Advanced " Fived
= /9 Control W orth Da Time
#1110 Stakus|Control StetDater  [apii =/ x| o200
[=gyf, Statistics _—
# ), Netwark EL [Dctober =7 =] o200
+ -y, Serial Parts
il User ' Recuring
|, HTTP Tunnel Manth Week Day Time
B, System Slart Date:  [Mach =72 =] 7 [Sunday =| [ozoo
End Date: Neovember 'l / |1 'I ! [Sunda_l,l 3 IUZ‘EU
|
Download Al Changes ., Dovnload is Required
|
For Help, press F1

6. Select Configuration > Security > SSL/TLS.
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<= DeviceManager - [Localhost-offlin (172.17.10.78) - Connected == -
File Edit Tools View Window Help
O ia ey K7
< [Localhost-offlin (172.17.10.78) - Connected [=]e]EE
Y iym.m Info SSLATLS
-4 Configuration
_a Metwork [Sds;;":”hs settings that apply to all SSL/TLS connections
i L3 IP Settings g
: i.[ Advanced
&z Serial SEL/TLS Version: |y v
D Users
ey Security SSLATLS Type
[2 Authentication
[ ssH
H D LIS [[]*alidate Peer Cerlificate
iom-Em VPN
¢ ww[3 HTTP Tunnel
“[8 Services S5L Certificate
#h-405 1/0 Interfaces
i[3 Clustering Passphrase:
+-@5 System
=-4* Control
i g 1/0 Status/Control
=g Statistics
;--__ Network
+ Serial Ports
: User
HTTP Tunnel
#ly|, System

Download &l Changes /Ay Download is Requied

7. Set SSL/TLS Version field to Any.
8. Set SSL/TLS Type field to Server.
9. Select the SSL Certificate section.
10. Enter the password of the SSL certificate in the Passphrase field.

11. Select Tools > Advanced > Keys and Certificates.

== DeviceManager - [xls_perle (192.168.1.122) - Connected] [_ (O] x|

<& File Edit | Tools Wiew Window Help -121x]

i | H s | Upload Configuration fram IOLAK

m Import Configuration From a File

] Configy

Download Configuration ko IOLAR
Download Configuration to Multiple IOLANS

that apply to all S5L/TLS connections

Adwvanced Download Firmwyare ko IOLAR
Reset 3 Set IOLARM Date/Time

Keys and Certificates. .

Opkions. ..
plions Custom Files, ..

SELATLS Type: Set Factory Default Configuration ko IOLARN
[£ =sUTLS |

12. In the Keyl/Certificate drop-down list, select Download SSL/TLS Private Key.

13. Click the browse button and upload the private key for your Root certificate
(.pem).

14. Click OK.
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Keys and Certificates E

Kep / Certficate: | TNNAT

File: Name: |

Key Type: GED =l
Wser Wame; | =]
Huost Wame: | =]
[Pses Tunnel Name: | =]

x|

Carnicel |

15. Select Tools > Advanced > Keys and Certificates.
16. In the Key/Certificate drop-down list, select Download SSL/TLS Certificate.

17. Click the browse button and upload the combined root certificate
(RootCombineCert.pem file). Refer to the Device Configuration section for
more information on combining the root certificate.

18. Click OK.

19. Select Tools > Advanced > Keys and Certificates.

20. In the Key/Certificate drop-down list, select Download SSL/TLS CA.

21. Click the browse button and upload the upload the root certificate

(RootCertificate.pem file).
22. Click OK.

Time Zone/Summer Time (Daylight Saving Time) Parameters

Field

Description

Time Zone Name

The name of the time zone to be displayed during
standard time.

Field Format: Maximum 4 characters and
minimum 3 characters (do not use angled
brackets <>)

Time Zone Offset

The offset from UTC (Coordinated Universal
Time) for your local time zone.

Field Format: Hours hh (valid -12 to +24) and
minutes mm (valid 0 to 59 minutes)

Summer Time Name

The name of the configured summer time zone;
this will be displayed during the summer time
setting. If this parameter is not set, then the
summertime feature will not work.

Field Format: Maximum 4 characters and

minimum 3 characters (do not use angled
brackets <>)

Summer Time Offset

The offset from standard time in minutes. Valid
values are 0 to 180.

Range: 0-180
Default: 60

Summer Time Mode

Configure the summer time to take effect.

A6V12131888_en_a_51
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None — No summer time change

Fixed — The summer time change goes into effect
at the specified time every year. For example,
April 15 at 1:00pm.

Recurring — The summer time change goes into
effect every year at the same relative time. For
example, on the third week in April on a Tuesday
at 1:00pm.

Default — None.

Fixed Start Date

The exact date and time in which the IOLAN’s
clock will change to summer time (daylight saving
time) hours.

Fixed End Date

The exact date and time in which the IOLAN’s
clock will end summer time hours and change to
standard time.

Recurring Start Date

The relative date and time in which the IOLAN’s
clock will change to summer time (daylight saving
time) hours. Sunday is considered the first day of
the week.

Recurring End Date

The relative date and time in which the IOLAN’s
clock will end summer time hours and change the
standard time. Sunday is considered the first day
of the week.

I/0 Access Settings

1. You have logged in to the device using DeviceManager.

2. In the DeviceManager window, click I/O Interfaces on the left-hand side of the

window, and then click Settings.

== DeviceManager - [xls_perle (192.168.1.122) - Connected]
g File Edit Tools WYiew ‘Window Help

IS[=] B3
=18l

L L) System Info
B4 Configuration
H@ Metwork
o [E 1P Settings
LB advanced
-{Z Serial
----- 8 Users
EH-{Fg Security
S 1f0 Interfaces
i[5 Settings
8 channels

----- [& Chustering
H-{Fg System
Elf Contral
f 1/ StatusfControl
El-gf; Statistics

i, Metwark
| Serial Paorts
, User
, HTTP Tunnel
| System

NEERIEEE

r I/0 Interfaces Configuration

Settings

Chatinelz |

General zettings applving to all channels: failzafe, access methods, ete.

Individual 1/0 channel settings.

Surmary

1/0 Model:
Failzafe Timer: Disabled
Charnels Enabled: 4

LDF Broadcast: Disabled

SD5102R2

Download &ll Changes

1

;’i‘\, Download iz Required

Faor Help, press F1

[ |

3. Onthe l/O Access tab, select the Enable I/O Access via TruePort checkbox.
NOTE 1: By default, the device monitors I/O commands on TCP port 33816. If
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you wish to change the 1/0 TCP port, you may as long as the change does not
conflict with other services or TruePort ports.

NOTE 2: Always check to make sure the port selected is not already in use by
another application/service on the server. To check, open a Command Prompt,
type netstat, and press ENTER. A list of all current TCP connections and ports
will be listed.

*==DeviceManager - [xls_perle (192.168.1.122) - Connected]

<@ Filz Edit Tools View ‘Window Help =&l
O & de [ W2 2
i) System Info 10 Acoess . .
EI""...,.: Corfiquration | Failsafe T|mer| UDF I
=25 Metwork
D IF Settings Choose the method in which the A0 interfaces are acceszed via network by an external application.
i [2] Advanced
{25 Serial [~ Enable 1/0 Access via Modbus protocol
D Users
- Security Wim;  |255 Sdvanced Slave Settings...
H@ 1o Inte.rfaces - Available Metwork Access
[ Settings
[2 channels [~ Allow Modbus TCF Application (4P
--[2) Clustering = Bllovy Modbus BTUZASEI via TrueFort
[+ System
- ;ntrol &dvanced Modbus
i e g 11O Status/Control ; ;
Byl Statistcs |dle Timeaut: I'I 0 seconds
By, Metwork [ Enable Modbus Exceptions
Serial Parts

Liser [V Enable 110 fccess via TruePort
HTTP Turnel

, System ¥ Enable 551 Encryption

Listen TCP Port: |3331 1

Available Network Access

I

Aillowy | /0 Accesz via AP through TruePort

Download All Changes /' Download is Required

1]

For Help, press F1 LI l_

4. Select the Enable SSL Encryption checkbox.

= The configuration is now complete. Click Download All Changes to make the
changes to the device or continue with other settings.

@ Click Reboot IOLAN.
NOTE: Any time you reboot the device, or power is reconnected, wait 90
seconds for the device to reboot and initialize. When the device is ready, the
Power LED will be solid green and the Link LED will be solid amber or green.

Perle TD2R2 Device

There are two areas of configuration. The first is to configure the TD2R2 device to
allow remote access to the relays. The second area of configuration is the TruePort
driver which the Notification server uses to communicate with the TD2R2 device.

Configuring the TD2R2 requires Perle's DeviceManager software. Install
DeviceManager onto a computer that is connected to the same subnet network as
the Perle device you are trying to configure.

TruePort Driver Configuration

> The TruePort Driver is the second part of the process to link the device to your
server. TruePort is only used when the device is configured to use the TruePort
profile. The TruePort Driver is designed to manage all similar devices
communicating with the server. Since TruePort creates a virtual COM port,

A6V12131888_en_a_51

Restricted 349 | 460



MNS Supported Physical Device Configurations
Relay Output Device

each device should have a COM port for each service.

NOTE: Serial communication and I/O access are each considered a separate
service and therefore require separate COM ports. Each device requires a
unigue and separate COM port.

1. If you have not already done so, install TruePort on your server.
2. Start the TruePort Management Tool.

3. At the management window, click Add.

i) TruePort Management Tool

© perie

Thiz taol permitz pau ba add, remove and configure TruePart adapters.

Inztalled TrueFort adapters:

Add.. | Bemove I Eroperties |

Cloze

4. Enter a name for the TruePort Adapter.
NOTE: Since this Adapter will serve a particular device and map to a specific
COM port. Try to make the name descriptive so that the name can be easily
tracked back to a particular device.

5. Enter the IP address or the hostname the device is using, and then click Next.
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Add TruePort Adapter Wizard

Configure TruePort Adapter
Configure the adapter's name and azsociate it with a device server on the
network.

— TruePart Adapter Froperties

Adapter Mame: IF'erIEH elay

—Device Server Metwork Location

% |P Address |1E|2_‘IEE=.1.1EIEI

" Hostname: I

M et > I Cancel

6. Leave the number of ports set to 1 (if you are also using I/O access, you may
set ports to 2, or add another later). Select the COM port you wish to assign to
that particular device. By convention, start at COM100 and increment for each
device and service configured. This will help to avoid any conflicts with existing
COM ports or other devices. TruePort allows you to create up to 4096 COM
ports.

7. Click Next.
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Add TruePort Adapter VWizard

Add Serial Ports
Azzociate COM ports with pour new T ruePort adapker

'ou may add up to 49 zenal ports to pour
new TruePort adapter: T he following portz will be added:

— Select COM Port Bange

Car1a

Starting CORM Part:  |COMIO0

Murnber of Parts: I1 _Ij

feRt » I Cancel

= You should now see the TruePort Adapter in the TruePort Management
Tool.

I/0 Access Settings

1. Start the TruePort Management Tool, select the Perle device you want to
configure, and click Properties.

#dl TruePort Management Tool

T hiz tool permits pou ta add, remove and configure TruePaort adapters.

Inztalled TruePort adapters:

PerleRelay (192.168.1.100]

Properties |
Close |

2. Select the Configuration tab.
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3. Click Settings.

PerleRelay {192.168.1.100) Properties Ed

General Configuration I Driver I Detailsl

ME Perl=Relap (192.168.1.100]

Thiz TruePort adapter iz azzociated with the following
device senver.

— Device Server Infarmation

Murnber of Ports: 1
IP Address: 192.168.1.100

Active Connections: Mone

To configure thiz Device Server at thiz time uze the Perle
Devicetdanager or one of the following configuration methods.

Wwieb Config I Telnet Config

Settingz |

0k | Cancel |

4. |If you originally created two COM ports for this device, select one to use for 1/O
access. If the COM port you selected is being used, the other COM port should
be reserved for serial communication. If you have not added a second COM
port, you may do so by clicking the Add Ports button at the bottom of the
window.

5. Select the Connection tab.
Select the Access Device Server I/O channels option.

— Select the TCP port that was configured on the device for I/O access.
— Inthe I/O Application Type drop-down list, select /O Access.
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PerleRelay (192.168.1.100) Settings
Mumber of ports: 1 Connection I.f-‘«dvancedl S5LATLS I FPacket Fnrwardingl
=] PereFelay (192.168.1.100) _ ;
Fl,,l‘ EUM%{IHD: 3016] — Connection Settings (COM10)

—{ Access Device Server Serial Port

Connection Mode; IAutnmatic 'I

% Accept connection from device server
Lister on TICP Part; 10000 =

bl

£ |nitiate connection ta device senver

Connect to TEE Fort: (10007 ==

Client mtiated Cannection Settings... |

—{* Aeess Device Server [0 channels

Connect to TCP Part; |3331 G _|::'
1/0 Application Tupe: II.-’D Access "I
Client{nitiated Connection Settings.. |

- Connection Prafile

L

Current Frofile:  Minimize Latency

Change Prafile. . |

@ Add Ports | x Bemaove Ports I ' Copy Settings T-:-...l Restore Defaults

Ok I Cancel | Apply |

7. Click the Settings button next to Client-Initiated Connection.

= The following window displays:

Client-Initiated Connection Settings X
Connection Management Options
[] Connect at system startup

[]Close TCP connection when COM portis closed

Connection Oplions
Connection Ratries

() Rty forever

ik

@ Number of reties: |4

Time between connection reties: |30 = seconds

Restore Defaults Cancal

8. Select the Connect at system startup check box.

9. For Connection Retries, select the Retry forever option.
10. Click OK.
11. Select the Advanced tab.
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IS—SSEE——————————————————————————————————————————————————————..
PerleRelay {192.168.1.100) Settings Ed

Mumber of parts: 1 Connection  Advanced | SSLATLS I Packet Forwardingl
?_IU PereR elay (132.168.1.100]
(y COMI0(1/0; 33818) —Advanced Settings [CORME10)

— Application Options
[~ Simulate COM port transmit delays

Additional Transmit Delay: ID :: M

Additional Blecerve Delay: |0

I

&

L

On COM port open:
™ Alwavs return successhul
¥ Feturn when connection iz fully established

[ d
M amimuim Ya¢ait Tine: I3EI _,3 I fﬂe:nn :

[~ Enumerate attached devices [i.e. modems]

v Drain output before setting config

W Send keep alive packets

Keep Alive Interval: |3|:| _l; seconds

[ Enable TCP Magle algorithm
™ Use legacy UDP pratocal [Full Mode anly]

g AddPors I ¥ Remove Ports | ' Copy Settings Ta...l Festore Defaults

0k, I Cancel | Lpply |

12. Set Maximum Wait Time to 30 seconds.
13. Select the SSL/TLS tab.
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Perle_Serial {192.168.1.1) Settings Eq
MNumber of ports: 1 | Ennnectinnl Advanced SSLATLS | Packet Fnrwardingl
?_Iﬂ E'prle_SeriaI [192.168.1.1) _

¥ Enable S5LATLS Enciyption
SSLATLS Wersion:  [Any -

SS5LATLS Type: IEIient "I

—Authentication

[ “erify Peer Certificate
Certificate Authority Filenanme;

I Browse |

Walidation Criteria,..

— 55L Cerificate
v Supply Certificate

Certificate Filename:
C:hUzershddminiztratorhDeskiophSSLC Browse |

Certificate Paszphraze; | #eeeee seses

E',-__FI Add Ports | x Bemove Ports | ' Copy Settings To...l Restare Defaults

0k I Cancel | Apply |

14. Select the Enable SSL/TLS Encryption check box.
15. Set the SSL/TLS Version field to Any.

16. Set the SSL/TLS Type field to Client.

17. Select the Supply Certificate check box.

18. Click the browse button and select the combined root certificate. Refer to the
Device Configuration section for more information on combining a root
certificate.

19. Enter the password in the Certificate Passphrase field.
20. Click Apply and then OK.
21. Restart the Perle TruePort Service from the SMC.

= The TruePort driver is ready for /O access.

System Management Console

.
¥ Frojects
MNS330 System
¥ Websites
Test > Settings
TestL
¥ History Databases
¥ [local\GMS_HDB_EXPRESS
HDB Service | Current User | status |
Certificate Automation License Manager Service  PURETTTIRTTEM  Running -
FreeSWITCH WASTESEOES Running
Password:
GMS_WCCILpmon_MNS230 RASTEEES  Stopped
Siemens BT Licensing Server RAETEEOETSE  Running
Siemens GMS Closed Mode Service  MUMERIS#™8w  Running a
[E= ] = =]

Ready

Fig. 44: Restarting the Perle TruePort Service
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Relay Output Device Troubleshooting

Problem: Once the device is created in the Device Editor section, the
corresponding device gets in Connected state based on the Check Status Rate
configured in the Configuration Properties of the driver. However, if the device
does not get connected after the Check Status Rate duration.

Solution: Perform the following steps in sequence until the device gets connected
after a particular step. After each step, wait for the Check Status Rate duration
and monitor the device connection status.

1. Restart the TruePort service.

2. Reimport the certificates on device manager and reboot the Perle IOLAN
device.Reboot the Server.

3. Disconnect the power cable of the Perle IOLAN device, wait for a few seconds
and then reconnect the power cable.

4. Power off and on the devices connected to the Perle IOLAN device.

Relay Output Device

This section contains general reference information about Notification and how the
Relay Output device is integrated. For procedures and workflows, see step-by-step
section.

The Perle TD2R2 device serves as an SSL-encoded relay output enabling
Notification messages to trigger any target device, such as a siren or a strobe light.
When a Notification incident is initiated the Perle relay activates for the duration of
the message lifecycle or deactivates after a specified time according to settings
established by the operator.

Notification

Server Cat5e o
NIC —Ethernet Software ystem
I | Sernice || Device
True Port Cable
Hardware
Cat5e Port

Ethernet: Legend
Cable
COM
NE Target
Device

Perle NO.
R TD2R2

COoM Target
R2| ne > Device

NO

1.29 RSS CAP
RSS CAP

This section contains additional procedures for integrating the RSS CAP device.
For workflows, see the Creating and Configuring Web Feed Input Device section.

Event Triggers Configuration

This section describes the configuration of event triggers for the Web Feed Input.
Note that the event triggers can be configured both at the driver level and also
when configuring the Web Feed input device under the Field Network. In either
case, rules are set to analyze different parts of the feed item. An example of the
XML feed is listed in the CAP feed XML Sample section. This example will be used
as a basis for the different configurations in the following sections.
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Configuring an Event Trigger

> The user must have added either the ASCII Input Perle or Web Feed Input
device.
For more information on adding devices, refer to the Notification Devices
section.

> System Manager is in Engineering mode.

1. In System Browser, select Management View.

2. Select Project > Management System > Servers > Main Server > Drivers.

3. Select the Driver Instance (ASCII Input or Web Feed Input) for the desired
Input Rules creation.

4. Select the MNS Driver Editor tab.

5. Open the Event Triggers expander.

6. Click Add on the bottom left corner of the expander.

7. Enter a Name for the Event Trigger.

8. Click Add under Input message filter rules and do the following:
a. Enter a Name for the Input message filter rule.
b. (Optional) Select the Negated check box to prevent certain text patterns that
must not be present in the Input Data for the Event Trigger to trigger the event.
c. (Optional) Specify an Xpath expression to narrow down the scope for the
subsequent Regular expression match.
d. Enter the Regular expression for text matching in the Input Data.

9. Select the Event trigger settings expander, do the following:
a. Select the Trigger enabled check box to analyze and filter data.
b. Select the Event category of triggered event from the drop-down list.

10. Select the Event field mappings for triggered event expander, do either of
the following:
a. Specify a static Default value OR
b. Specify a Regular expression, plus optionally an Xpath expression (for
XML documents) that dynamically extract data from input messages.
NOTE: Name, Xpath, Regular expression, and Default value are case-
sensitive.

11. Click Save 1.

= The Event Trigger is saved.

Updating an Event Trigger

> System Manager is in Engineering mode.

1. In System Browser, select Management View.

2. Select Project > Management System > Servers > Main Server > Drivers.

3. Select the Driver Instance requiring Input Rule updating.

4. Select the MNS Driver Editor tab.

5. Open the Event Triggers expander.

6. Update the required fields.
For more information on the fields, please refer to the Configuring an Event
Trigger section.

7. Click Save H

= The Input Rule is saved with the updates.
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Deleting an Event Trigger

© ® N o g ~ N2V

System Manager is in Engineering mode.

In System Browser, select Management View.

Select > Project > Management System > Servers > Main Server > Drivers.
Select the Driver Instance with the target Input Rule to be deleted.

Select the MNS Driver Editor tab.

Open the Event Triggers expander.

Click Remove at the bottom left corner of the expander.

A confirmation message displays.

Click Yes.
Click Save 1.

= The Input Rule is deleted.

Raw Input Data Analysis

>

Ladi A V4

P

The user must have added either the ASCII Input Perle or Web Feed Input
Device.

For more information on adding devices, please refer to the Notification
Devices section.

System Manager is in Engineering mode.
In System Browser, select Management View.
Select Project > Management System > Servers > Main Server > Drivers.

Select the Driver Instance (ASCII Input or Web Feed Input) for which the user
wants to analyze input data.

Select the MNS Driver Editor tab.
Open the Input Message Analysis expander.

Click Start next to Start/stop capturing input messages to start capturing
messages from the Input Devices.

= A preview of the captured message displays in Message preview.
= Under Captured messages, the Timestamp at when the message was
captured displays.

Click the Stop button to stop capturing messages.

Input Message Filter Rules

1.

Click Add to create a new message filter.
NOTE: Multiple filter rules can be added to each trigger rule but even if one of
the filter rules matches the input feeds, the event is generated.

Enter a name for the filter rule in the Name field.
Select the Negated check box if a negative rule is being set.

Enter the XML path of the field for patterns to be matched by the regular
expression in the Xpath (Optional) field. For example, for the sample XML
Feed in CAP feed XML Sample, look for text in the event field, and then enter
the value alert/info/event/text().
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NOTE 1: When xpath is not defined, the value specified in the Regular
Expression field is applied on the entire feed content.

NOTE 2: Configuration of an XPath must not be done if the Web Feed item is
in HTML format. This will not result in the Desigo CC alarms and automatic
incident triggering.

Enter the text pattern to search for a match within the feed item in the Regular
Expression field. A simple example can be the occurrence of a word or a
phrase. For example, for the sample XML feed in CAP feed XML Sample
where Xpath is set to look in the event field. To check if the event is of the type
Winter Weather Advisory, enter the value (?<ValueToExtract>Winter
Weather Advisory). For the sample HTML feed in Practical Example of HTML
and to check if the input feed is of Wal-Mart, enter the value
(?<ValueToExtract> Wal-Mart).

Event Trigger Settings

1.

Select the Trigger Enabled check box to enable triggering of the management
station alarm if conditions set in message filter rules are satisfied.

Select the category of the triggered event from the Event Category drop-down
list.

NOTE:

Set the rules based on which content is extracted from the feed item and added
to the alarm that is being raised.

Event Field Mappings for Triggered Text

When triggering is enabled, the management station alarms are raised.
Configurations can be set to extract content from the feed item and fill in the Event
Cause and the Additional Information fields of the management station alarm.

Event values can be configured that will eventually be passed into the
management station alarm. The text passed can then be used to match against the
rules set for incident triggers.

Event Cause

Default Value: Set the default value for the event cause. For example, Winter
Weather advisory message received. Refer to the table in the System Usage of
Configurations section for the information on when the value defined in this
field is used.

Xpath (Optional): Set the Xpath for the XML document from which text needs
to be extracted. For example, for the sample XML in the CAP feed XML
Sample section the value alert/info/ headline/text() will fetch the text from the
headline field of the feed. Refer to the table in the System Usage of
Configurations section for the information on when the value defined in this
field is used.

NOTE: Configuration of an XPath must not be done if the Web Feed item is in
HTML format. This will not result in the Desigo CC alarms and automatic
incident triggering.

Regular Expression (Optional): Set the regular expression to extract the text
from the feed item to be passed along to the management station alarm. Refer
to the table in the System Usage of Configurations section for the information
on when the value defined in this field is used.
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Additional Information

The Additional Information field is configured similar to the Event Cause field.
The only difference is that the extracted values are used to fill the Additional
Information field of the alarm being raised.

System Usage of Configurations

The table below details the behavior of the system when one or more fields
described above are configured. An X indicates a value defined in that field.

Default Value XPath Regular Behavior
Expression

X The text in Default value is set as the value for

the respective field of the Alarm.

The text contained in the field defined by the
X XPath is used to fill in the respective value in the
X alarm.

The default value, if set, is ignored.

X The Regular expression is applied to the whole
X feed item and the resulting text is used to fill in
X the respective value in the alarm.

The default value, if set, is ignored.

X The regular expression is applied only to the

X X X text in the field defined by the XPath expression.
The resulting value is used to fill the appropriate

field in the alarm.

The default value, if set, is ignored.

Event Triggering Example

Scenario: Configure an Event Trigger for a weather feed from NOAA or a CAP
feed.

1. Configure a Web Feed Input Device. For example, WebFeedinput_NOAA.

2. Select the Configuration Properties of the device, enter the URL of the NOAA
site or the URL of the CAP Feed.

Device Editor ‘Object Configurator m
Monsgement e o Westeednpu NOA -
Al v A &
Shom Drsaition
‘ 7] Descrton: [VesFesdrput NOR =
Manual navigation H
BN+ Contouroton poperties
¥ oea Q| e | Value 1
¥ Field Networks
» BukFN ‘Web Feed Input Link httpw/fwater.weather.gov/ahps2/rss/fcst/falrss
P Facebook FN Device Mode Operational
W Single Audio FN L ———— |
P SMTPEN v Event Triggers
B Twitter PN .
L Name: || it mesage e rues
Web Feed Input Name: | Negated | Xpath (optionan | Regutar expression 1
ViebFeesinpn O
X el  ausToftad> W1
Weblecir s g )

P> Management system
P System Settings

Event trigger settings
Trigger enabled: %]
Event aiam classof triggered event_| smergency Ack/Raset ul
Event field mappings for triggered event:
Alarm Property | Defauit value | Xpatn (optionan) | Regular expression (optionad | |
Event Cause Westher

Additional Information  WesatherAlert

¥ input Message Aralysis

Start/stop capturing input messages: m

Captured messages:

Timestamp || [«/DOCTYPE htmi PUBLIC *-//WSC//DTD XHTML 1.0° - UDTDAhtmi1 transitionaldtd™>

<ntml>
1/15/2016 12:36:47 PM

<head>

<title>National Weather Service Advanced Hyrologic Prediction Service</ttie>

="x-us-compatibie” content="TE=edge” />

v="Content-Type™ content="text/ntmkcharset=utf-8" />

ontent-Language” content="en-US" />

uthor” cantent="US Degariment of Commerce, NOAA, National Weather Service” />

ting” content="genera” /> e
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1.30

Select Operational from the Device Mode drop-down list.

Select the Input Message Analysis expander, click Start to capture the input
message.

5. Select the Event Triggers expander, click Add and enter a name for the Event
Trigger. For example, Trigger1.

Select Input message filter rules, click Add.
Enter a name for the filter rule in the Name field. For example, FilterRule1.

Enter a regular expression in the Regular expression field.

© ® N o

Select the Trigger enabled check box.

10. Select the event alarm class from the Event alarm class of triggered event
drop-down list. For example, Emergency Ack/Reset.

11. Enter the event cause in the Event Cause field.

12. Enter the additional information about the event in the Additional Information
field.

13. Click Save [1.
= Event will be raised when the feed is captured from the configured URL.

1 0/4 99 28/29 BY
Emergency Life Safety Security  Supervisory Trouble High Medium Low Fault status

Event List - Filter By: Categories = <Emergency>

Weather Project. Field Networks. Web Feed FN WebFeedinput_NOAA 7 v Unprocessed  Active it

Single Zone Audio Device

Single Zone Audio Device

This section provides reference and background information for integrating the
Single Zone Audio device. For procedures and workflows, see the step-by-step
section.

The Single Zone Audio Driver is intended for interfaces that require a single audio
source with or without relay. Currently, for DTMF devices, the Single Zone Audio
Driver is used without relay.

Below is the general overview of how Notification delivers SIP-based audio for

deployments in which Notification must deliver audio to an external speaker

system. The Single Zone Audio Driver can utilize the following devices to deliver

audio and to activate audio circuits.

e Line Level Audio (LLA) device (Barix Annuncicom 200 and CyberData SIP
Adapter)

e IP Relay (Perle IOLAN SDS1 TD2R2)

The Line Level Audio (LLA) device, integrates with Notification through an IP-PBX

service using the SIP protocol over TCP/IP. The LLA converts the SIP audio

session to a line-level audio signal. This signal can be used as an external input

source for any generic audio receiver that meets the requirements of the LLA.

For details on wiring and the LLA output specifications for the Barix Annuncicom

200 device, refer to the Audio Output section.

For details on wiring and the LLA output specifications for the CyberData SIP

Adapter, refer to the Audio Output section.
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The optional Perle SDS1 TD2R2 provides relays for contact closing. Prior to
sending audio, the appropriate relay on the TD2R2 will be activated providing a
relay contact closure. External audio receivers are expected to recognize this
change and perform the necessary steps to allow audio to pass through and be
amplified. If the deployment requires relay contact closure, refer to the Perle
TD2R2 Device section.

In addition to delivering audio to an external speaker system using the optional IP
relay, the single zone audio driver can also deliver audio to a pure SIP device that
has auto-answer capabilities.

The ability to send a DTMF sequence prior to audio is also available. Details on
using this feature are provided in the Generating DTMF Sequences section.

In summary, the following configurations are supported by the single zone audio
driver:

Deployment Audio Device Used IP Relay

Audio through | Barix (Barix Annuncicom 200) | Perle TD2R2 Device
LLA with IP relay

CyberData SIP Adapter
(CyberData SIP Adapter)

Audio through | Barix (Barix Annuncicom 200) | None
LLA without IP
replay

Audio through | CyberData IP Speaker None
SIP auto-answer | (CyberData IP Speaker)

Audio through | None. Skip to section None
SIP with DTMF | Generating DTMF Sequences

COM
NC
Perle
Cat5e Ethenet Cable————  RJ45 SDS1 NO)

TD2R2 [ COM
NC
NO

Notification

Server
LINE OUT ———
IP-PBX CatSe Catse Barix
Service NIC [—Ethernet Ethernet—| RJ45 | Annuncicom
Cable Cable 200 SPKR 80+
Audio SPKR 80-
Relay

Driver*

Software System/
Service Device

Hardware
Port Unbalanced
Line-Level f&—
Legend Audio 3
Receiver

Audio Circuit
Activator

*
"Audio Relay Driver can either be Single Zone
Audio Driver or Multi-Zone Audio Driver

Notification

Server LINE OUT ———

Cat5e Cat5e Barix
IP-PBX NIC ——Ethernet Ethernet—{ RJ45 | Annuncicom
Service Cable Cable 200 SPKR 80+

Audio SPKR 80-

3]

Relay
Driver*

Software Systen/
Senvice Device

Unbalanced
ort i
Line-Level {+——!
) Input
Legend Audio iz
Receiver

*
‘Audio Relay Driver can either be Single Zone
Audio Driver or Multi-Zone Audio Driver
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com
NC

Perle
CatSe Ethenet Cable———|RJ45|  SDS1 12
TD2R2 CoM
NC

NO
CyberData SIP [ | |NE OUT
Cat5e CatSe Paging Adapter

NIC —Ethemet Ethernet—| RJ45 -
Cable Cable Pin3
Pin4

Notification
Server

Relay
Driver
Balanced
Software System/ Audio
Service Device Input
Paging
Hardware System
Port Audio

Circuit
Activator

Unbalanced
Line-Level j«——
Audio I
Receiver

Audio Circuit
Activator

Legend

*
‘Audio Relay Driver can either be Single Zone
Audio Driver or Multi-Zone Audio Driver

e CyberData IP Speaker

The Single Zone Driver provides the status of the CyberData IP Speaker extension
to the Notification system. The CyberData IP Speaker integrates with Notification
through an IP-PBX service using the Session Initiation Protocol (SIP) over
Transmission Control Protocol / Internet Protocol (TCP/IP).

Notification

Server Catse

NIC ——Ethernet: Catbe
[ Cable Ethemet
Service

RJ45 (POE) I

CyberData IP
Audio Speaker

Relay
Driver*

Cable

Cat5Se
Ethernet

Cable 110-
L Power 240V
Injector Maii
lains
?Ma’e Sgs'?m’ OPTIONAL: Required if
eivice) evice network is not PoE capable.
Hardware
Port

Legend

*
‘Audio Relay Driver can be Single Zone Audio
Driver

e Dual-tone multi-frequency (DTMF) Device

Notification provides an additional way to perform activations on telephone audio
devices using Dual-tone multi-frequency signaling (DTMF tones), for Voice-over-
Internet Protocol (VolP) telephone devices. Telephone audio devices may be SIP
devices directly connected to and registered with FreeSwitch. However, this
feature also applies to telephone devices that FreeSwitch reaches through a
telephony gateway or a customer private branch exchange (PBX). Such telephone
devices can be VolP devices. The user configures a DTMF activation and/or
deactivation sequence for individual audio zone device nodes. Notification will
automatically play these sequences whenever a Live Announcement or an audio
message is sent to the audio zone device.
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-
o | -

Catge

Motification Ethernet
Cable

Server
Catge
Ethemet

IP-PEX NIC Catse Cable

Service Ethemet
- Cable

Audio Relay
Driver*
1o
Powrer

= &

OPTIONAL Required it
network is not PoE capable.

Software System/
Service Device
Harechware
Port

Legend

Deavice Models
DTAF Devicex Code Blue IPS000
Tak-APhane YOIP 500K

* syl R etay Driver can be Sinle Zone Audo
Driver

Notification provides the following additional features when playing audio
messages through Single Zone Audio drivers:

e Repetitions and intervals: Notification will repeatedly play the audio content
of messages on the targeted audio devices, up to the number of repetitions
configured in the audio content, and spaced out as specified through the
configured interval.

e Synchronized playing: When the audio content of a single message needs to
be played on multiple audio devices, Notification ensures that the played audio
content is synchronized across all devices. This allows listeners to hear the
resulting output as if it were coming from a single speaker.

NOTE 1:

The capability to play audio content in a highly synchronized fashion on multiple
SIP-based audio devices can only be guaranteed for devices from the same
manufacturer and possibly the same series or model. The audio content played on
devices from different manufacturers might result in a slight but noticeable lag in
the output heard by listeners. This can be due to the differences in device-internal
processing speed of the participating devices.

NOTE 2:

During a Live Announcement or audio message, if any SIP-based audio device
gets disconnected due to connectivity issues, the Notification system makes three
attempts to rejoin that SIP-based audio device.

NOTE 3:

It is the responsibility of the user to find out the DTMF sequences that are required
to interact with the connected DTMF-capable telephone devices. For example,
from device documentation provided by the specific device manufacturer.

When multiple messages are active and share some or all of the targeted audio
devices, Notification will suppress playing audio content of messages with lower
priority based on the priority tolerance rules.

Single Zone Audio Zone Workspace
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IP Address : Enter the IP address of the Perle device, if Perle device is used to
activate Single Audio Zone. In case of a Single Audio Zone without a Perle
device, enter value as -1.

Serial Port Number: Enter the number of Serial COM port created by TruePort
for a particular Perle device.

Device Mode: Select one of the following modes from the drop-down list:
Disabled: In this mode, the driver does not process the messaging command
and/or the device configuration change command, but will perform status checks
for the device. The device remains in a Disconnected state. Operational: In this
mode, the driver processes the messaging command, the device configuration
change command, and performs status checks for the device. The device will be
in a Disconnected / Connected state based on the connection state.
Administrative: In this mode, the driver processes the device configuration
change command and performs status checks for the device. The device will be
in a Disconnected / Connected state based on the connection state.

Extension Number: Set the Extension Number to the extension of the Line
Level Audio device connected to the fire panel.

NOTE: For details on creating extensions for the Line Level Audio device, refer
to the Configuring Telephony Device.

Relay Number: Set Relay Number to the relay used for this particular audio
interface.

NOTE 1: There is no need to set the Relay Number when the Serial Port
Number is set to -1. For others, it can be set to either 1 or 2. For using a Single
Audio Zone with a Perle device, set the Serial Port Number to the COM port
that was configured for 1O access for the Perle device (for example, COM100).
For using a Single Audio Zone without a Perle device, set the Serial Port
Number to -1.

NOTE 2: For DTMF devices, a Single Audio Zone is used without a Perle
device. Set the Serial Port Number to -1, if using a DTMF device.

NOTE 3: To check the COM ports that were used by the device, open the
TruePort Management Tool.

Relay Activation Time: Enter the relay activation time in the Relay Activation
Time field.

DTMF Activation Sequence: If using a DTMF device, set the DTMF activation
sequence in the DTMF Activation Sequence field. For more information, refer
to Generating DTMF Sequences.

DTMF Deactivation Sequence: If using a DTMF device, set the DTMF
deactivation sequence in the DTMF Deactivation Sequence field.

Single Zone Audio Device

This section provides additional procedures for integrating the Single Zone Audio
device.
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Installing Single Zone Audio Device

Line Level Audio Device
Barix Annuncicom 200

Hardware Prerequisites

Before proceeding, ensure that the following items are available:
e Barix Annuncicom 200 Line Level Audio device

e 9-30 VDC or 12-24 VAC, 500mA minimum

e Category 5 Ethernet cable

Power

Power to the device can either be supplied by the barrel connector or the terminal
block labeled as PWR (refer image below), but not both. Both inputs are internally
connected, so one can be used as an output for other devices.

Pin 1 of the terminal connector is ground. Pin 2 is power.

NOTE:
For Barix Annuncicom 200 LLA, Power over Ethernet (PoE) is also an option for
supplying power to the device.

Ethernet
1. Plug one end of the Ethernet cable into the RJ45 jack on the LLA.

2. Connect the other end of the Ethernet cable to the network jack.
NOTE:
The LLA obtains an IP address using DHCP by default. To assign a static IP
address or if DHCP is not present, refer to the Obtaining an IP Address
Manually and the Changing the IP Address sections.

Audio Output

An audio receiver is a device that amplifies an external analog audio signal and
distributes that signal to one or more speakers. Examples are an audio/video
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receiver, a voice-enabled fire panel system, a radio-base station, and an
intercom/public announcement system.

There are two methods to supply audio from the LLA:

Method 1: Use the LINE-OUT RCA socket.
NOTE 1: The tip of the RCA plug is a signal.
NOTE 2: The Line Out has 50Q output impedance with a range of 1-3 Vp-p

Cable requirements are as follows:
1. >=22 awg shielded, stranded cable wire
2. <6ftlength

Method 2: Use the “SPKR +” and “SPKR —* terminals on the LLA.
NOTE: This interface can deliver 1 Watt into an 8Q load.

Cable requirements are as follows:
1. >=22 awg shielded, stranded cable wire

2. <6ftlength
3. Twisted wire pair
NOTE:

Refer to the Diagram 1 in the Device Overview section for an illustration
regarding how the various components are connected for Barix Annuncicom
200 with Perle device. Refer to the Diagram 2 in the Device Overview section
for an illustration regarding how the various components are connected for
Barix Annuncicom 200 without Perle device.

Hardware Verification

After completing the mechanical and electrical installations, verify the status LED is
solid green color. If not, perform the steps outlined in the following sections:

Obtaining an IP Address Manually
Upgrading the LLA Firmware
Changing the IP Address
Configuring the SIP Endpoint

Obtaining an IP Address Manually

The Barix Annuncicom 200 device is configured for DHCP. If the device is unable
to obtain an IP address, do the following steps to assign a temporary IP address:

1. Either use a network cable to link the Barix Annuncicom 200 device and the
computer directly, or connect the Barix Annuncicom 200 device to the
computer through the network switch and power the device.

NOTE: Ensure that there is a valid static IP address configured. For example, a
computer having subnet mask as 192.168.0.0 can have a static IP as
192.168.0.2.

2. Open the Windows Command prompt (cmd.exe).

3. Use the Ping command to ensure the usage of a free IP address (one not
already used by another device in the network).
NOTE: For example, if the computer has the IP address 192.168.0.2, and there
is a need to check if 192.168.0.6 is free. Enter Ping 192.168.0.6. If there is no
reply, then it means that 192.168.0.6 is available.

4. Look for the Barix Annuncicom 200’'s MAC address printed on a label on the
bottom of the device (12 hex digits, separated by a hyphen every 2 digits). For
example, if the MAC address is 00-08-E1-00-B1-77, enter the following in the
Windows command prompt: arp -s 192.168.0.6 00-08-E1-00-B1-77.
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5. In the command window, enter telnet 192.168.0.6 1 to make the Barix
Annuncicom 200 listen to the IP address 192.168.0.6.
NOTE: The Barix Annuncicom 200 will immediately refuse the connection on
port 1, but will be available for browser access as long as the device stays
powered on.

6. To check if the Barix Annuncicom 200 is responding, use the Ping command
again. Enter Ping 192.168.0.6. If there is no reply, the IP address 192.168.0.6
can access the Barix Annuncicom 200 using a web browser. If the device is
unreachable through the Ping command, refer to the manufacturer's manual
for additional methods.

Upgrading LLA Firmware

The latest SIP firmware can be found on the Barix website:
http://www.barix.com/downloads/downloads-firmware/sip-client-application/
This document has been tested with firmware version 2.12.

Disclaimer:

Prior to the commissioning of a system, a compatibility check should be
performed for all devices and services to be integrated. Refer to the Notification
System Description document for compatibility information.

[__[J

1. In a web browser, enter the IP address of the Barix Annuncicom 200 in the
URL.

2. Select the UPDATE tab.

CHOME | PROFILES | CONFIGURATION | STATUS | DEFAULTS | UPDATE | RESOOT |
SIP CLIENT

UPDATE
Please read the instructions before applying the update.

Please click here to start the update

Currently Loaded Version
Firmware VB1.11 (04/26/2013)
Web Ul V02.05

Bootloader V99.26

Setup Va1.01

Song V09.26 (Apr 26 2013)
Filesystem V09.26 (04/26/2013)

3. Inthe UPDATE window, click Please click here to start the update.

= The device resets and a countdown is displayed.
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The device is restarting now. Please wait.

3

FPlease didk here after the countdown if your browser doesn't support forwarding.

4. Once complete, the Update window is displayed, click Choose File.

Update Barix Bootioader v09.26 Apr 17 2013 HW:19(13h) IPAM:2 HV:3 PIO12:1 Pages:31

Resource| Choose File ||[Mo file chosen

Reboot

Advanced Update

5. Select abcl_sip_vXXXXX > update_rescue and select compound.bin file.

6. Click Open as shown in the example below:

g\ :; [1 = sbd_sip_v2.12 20130436 = update_rescue = = B8 | search update_rescue =
Crgarize = hew Folder =~ [ @
S e R ls= | =
M Deskiop u_mac 8102117 21488 File folder
i Downioads | aibclano.cob PBLANPM  COBFk 1288
- Fecent Paces | sichw.rem L20PM  ROMFie 5448
4 Lbranies | spkestors ok LA COBFk 2368
Y Pocuments Bara i 13:0PM  MBRk 78
o Musc barin_sbd_irap.mib 130N MEBFRe 948
= Pichuores biko. b 120 PE EIN Fie 3268
B videcs BTN Fle

0P8

B

18 Computer . " ’
’ e config.bin 4262013 L2OPM EINFR 288
- ustom 1cob 4/262013 L0 PM COBFk 2288
%| cygran 1.dl 4262013 120 PM Applcation extension 12,5878
| empty bin 4262011 L2PM BN Fle w8
| eufull sgh 4262011 L2OPM SPEFR 44 8
| .l 47262013 1:30 M BN Fie 2xe
%] gen.bat 4362017 1:30 B Wiindows Babch Fie 1¥E =
File name: [compound.ken =] fanries =l

Oipen Cancel I

7. Click Upload.
= The device may take up to a minute to upload and flash the new firmware.
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Update Baric Baotioader v88.26 Apr 17 2013 HA:18(13h) IPAM:2 HV:3 PIO12:1 Pages:31

Resource | Choose File | compound.bin

Reboot

Advanced Update

= A message is displayed as successfully loaded once the firmware upload is
complete.

compound.bin successfully loaded.

Click on update to continue, or reset the device.

8. Reboot Barix Annuncicom 200 by disconnecting and then reconnecting the DC
power supply.

Changing the IP Address

1. In a web browser, enter the IP Address of the Barix Annuncicom 200 in the
URL.

2. Select the CONFIGURATION tab.

HOME PROFILES CONFIGURATION STATUS DEFAULTS UPDATE REBOOT
SIP Phone BASIC SETTINGS
z SIP PROTOCOL SETTINGS
Advanced Settings
Peer to Peer ® No ' Yes
Apply SIP Server (PBX) ‘ ‘

SIP ID (username) ‘ ‘

SIP Password (secret) ‘ ‘

OUTBOUND CALL SETTINGS

Call on Device Inputs

Input 0 Call ID \

INBOUND CALLS

Phone pickup mode \ autohang up after timecut ¥
Pick/hang up time ‘20 v |5econds

3. Select Advanced Settings > Network.

A6V12131888_en_a_51 Restricted 371|460




MNS Supported Physical Device Configurations

Single Zone Audio Device

HOME

PROFILES

SIP CLIENT

CONFIG URATION

STATUS

DEFAULTS

UPDATE REBOOT

Basic Settings

SIP Protocol

Audio

Streaming
Security

Apply | Cancel

Advanced Settings

Outbound Calls
Inbound Calls

Control Interfaces

2]
el
3
g
®

NETWORK SETTINGS
Use SoniclP®

IP Address

Netmask

Gateway IP Address
Primary DNS
Alternative DNS
Syslog Address

DHCP Host Name
Web Server Port
QoS/DSCP

SNMP System Name
SNMP System Location
SNMP System Contact

® Yes "' No

I T 1 O M I
(T Y TN P O
I T 1 O M I
I N 1 O M I
I T 1 O M I
b Jp Jp JR ]
L ]

b |

L 1
L ]
[

4. Enter the appropriate values for the IP Address and Netmask as per the IT
infrastructure.
NOTE 1: It is strongly recommended to specify a Gateway IP Address to
ensure proper routing of the SIP call.
NOTE 2: For DHCP, the required settings will automatically be populated by
the DHCP server. By default, entering an IP Address value of 0.0.0.0 defaults
to DHCP. Use the Help menu on the right-hand side of each configuration

window for details on all the parameter fields.
5. Click Apply.

6. Select the REBOOT tab.

HOME PROFILES CONFIGURATION STATUS DEFAULTS UPDATE REBOOT
—

SIP CLIENT
SIP Phone NETWORK SETTINGS
Use SoniclP® ®Yes O No
IP Address bl o ]
[ Network [N b .o b o |
Cateway 1P Add 5 - 5 .
[ oubomacai: R R LR SUB
oo Rl R N -
TR #ivernative DNS X Y Y I
Syslog Address [o |.lo |.[o |.lo |
[ Sremng |

DHCP Host Name ]
B

Web Server Port m
e

QoS/DSCP b

SNMP System Name l:l

SNMP System Location I:|

SNMP System Contact I:|

Fig. 45: Reboot Tab
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Configuring the SIP Endpoint
1. In a web browser, enter the IP Address of the Barix Annuncicom 200 in the
address bar.

RegooT
SIP CLIENT

SIP Phone

APPLICATION STATUS

Application Mode SIP Mode
SIP PBX

SIPID

Time till next Registration 0 seconds
Call State Idle
Remote Party

AUDIO STATUS

Current Set Volume 0 %

Left Output Peak Level 0 dBFS

Right Output Peak Level 0 dBFS

Left Input Peak Level 0 dBFS

Right Input Peak Level 0 dBFS

DEVICE & X8 /O STATUS

110 Contacts 7 6 5 4 3 2 1 0
inpus NN KKK DN
Relays KX XNMXKKXO
X8 status: X8 not detected

2. Select the CONFIGURATION tab.
3. Click Basic Settings.

HOME PROFILES CONFIGURATION STATUS DEFAULTS UPDATE REBOOT
SIP CLIENT
SIP Phone

BASIC SETTINGS

Basic Settings
SIP PROTOCOL SETTINGS
Advanced Settings

Peer to Peer * No Yes
Apply SIP Server (PBX) | |

SIP 1D {username) | |

SIP Password (secret) | |

OUTBOUND CALL SETTINGS

Call on Device Inputs
Input 0 Call ID [

INBOUND CALLS
Phone pickup mode | autehang up after timeout v |

Pick/hang up time |20 v |seconds

4. Select No for Peer to Peer and enter the following values for the fields given
below:

— SIP Server (PBX) — IP Address of the Notification server running
FreeSwitch

— SIP ID (username) — The extension number for the device in the telephony
server using the Telephony Configuration Tool

— SIP Password (secret) — used for SIP registration assigned to the
extension in the SIP ID (username) field
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HOME PROFILES CONFIGURATION STATUS DEFAULTS UPDATE REBOOT
SIP CLIENT
SIP Phone

BASIC SETTINGS

Basic Settings
SIP PROTOCOL SETTINGS

Advanced Settings
Peer to Peer
Apply SIP Server (PBX)

SIP ID (username)

SIP Password (secret)
OUTBOUND CALL SETTINGS

Call on Device Inputs
Input 0 Call ID

INBOUND CALLS
Phone pickup mode
Pick/hang up time

® No © Yes

[5G N 1 1O

[10010

autohang up after timeout ¥
seconds

5. Leave the other fields with default and click Apply.

6. Select Advanced settings > Inbound Calls

7. Set the Phone Pickup Mode to autoanswer.

HOME PROFILES CONFIGURATION STATUS DEFAULTS UPDATE REBOOT
SIP CLIENT
SIF Phone INBOUND CALLS
Input Buffer Level 300 ms
| Phone Pickup Mode autoanswer v |
Pick-up/Hang-up Timeout seconds
. .
Stream Timeout IC' minutes
oy nCalam o1 o
DOOR AND RELAY CONTROL
Control Interfaces Door Open Code l:l
Open Door Relay for seconds
Enable Relay
Relay Number to Enable
8. Select Advanced Settings > Audio.
a. Select the appropriate volume level.
b. Click Apply.
HOME PROFILES CONFIGURATION STATUS DEFAULTS UPDATE REBOOT
SIP CLIENT

Basic Settings
Advanced Settings
Network
SIP Protocol
Outbound Calls

Inbound Calls

Cancel

0
o
g ?
)
b

AUDIO SETTINGS

Input Source Line ® Mic

Encoding ulaw / BkHz (G.711) r
[ vatume 5 v|% |

Microphone Gain 21 v dB

AID Amplifier Gain 0 v dB

Acoustic Echo Cancellation . Off On

9. Select the REBOOT tab.
10. Click the Reboot the device link.
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HOME PROFILES CONFIGURATION STATUS DEFAULTS UPDATE REBOOT
SIP CLIENT
REBOOT

Reboot the device |

This forces the device to restart.

ADVANCED OPTIONS

Reboot as :

[SIP Client (sip) v || Reboot

11. SIP client reboots.
12. Select the HOME tab.

13. Check the field Time till next Registration. If the time is in Green color, then
the device is successfully registered with the server.
NOTE: Click Help on the right hand side of the configuration window if the
registration time is displayed in a different color.

[hoaE | PROFLES | CONFIGURATION | STATUS | DEFAULTS | UPDATE | RESOOT | Annencico 100 WAC DOSSETORCEIS T VET.T
SIP CLIENT
THE VOIE O ERPUGTY
5IP Phone Halp =
APPLICATION STATUS
Application Mode SIP Mada Home page
SIP PBX 135.157 32180 Gives an mwenaew of the most impertant settings of the unit
Ll S APPLICATION STATUS
Time till next Reglstration 05
iy e Application Mode
Shows the curent mode of the application, and may take the
Remote Party following values
ALUDIO STATUS - Device is shill bocding
The Boot process has not finished et
Currant Sat Volume 50 % " !
Laft Output Peak Leval -39 dBFS - SIF moge
Right Output Peak Lavel 59 dBFS The device is in SIP mode. The SIP server name, and the 5P 1D
are also shown in this case
Laft Input Peak Level -59 dBFS
Right Input Peak Lewel -¥9 dBFS - Peer to poer mode
The device is in P2P mode, and configured ta sl 1o only ane
remate pesr. Incoming calls will be accepted anly fram this peer
DEVICE & X8 1/0 STATUS
WO Contacts 7 B 5 4 3 2 1 o < -
ime 1l mext Registration
Inputs E E E E E E D D Shows the remairng birme Ul the next regestration sitempl. The
Ral current registration status is shown with different colours of the
wlays O e e e o
Davice not registerad
HB status: X8 not detected

When the network connection between a Barix Annuncicom 200 device and the
Notification server is interrupted, the device becomes disconnected from the
telephony subsystem. The disconnected device periodically attempts to reconnect,
and that frequency is determined by the time until the next registration configured
on the device. The time until the next registration determines how quickly a Barix
Annuncicom 200 device reconnects to the telephony subsystem once the network
connection has been reestablished.

Device Verification

After successful installation and configuration, the device announces the IP
Address while rebooting and the status LED remains green.

NOTE:
Verify that the device is registered using the Telephony Configuration utility. Refer
to the Telephony Configuration section.

A6V12131888_en_a_51 Restricted 375|460



MNS Supported Physical Device Configurations

Single Zone Audio Device

CyberData SIP Adapter

Hardware Prerequisites

Before proceeding, ensure that the following items are available:
e CyberData SIP Paging Adapter (P/N 011233)

e PoE 802.3af or 48VDC, 500mA (minimum) DC power supply
e Category 5 Ethernet cable

Power

Power to the device can either be supplied by the barrel connector or through
Ethernet using a Power over Ethernet (PoE) equipped switch or power injector.

Ethernet : Cyber -

Th 1P Endpaint Company

*

SIP Paging Adapter

Ethernet
1. Plug one end of the Ethernet cable into the RJ45 jack on the LLA.

2. Connect the other end of the Ethernet cable to the network jack.

Audio Output

An audio receiver is a device that amplifies an external analog audio signal and
distributes that signal to one or more speakers. Examples are an audio/video
receiver, a voice-enabled fire panel system, a radio-based station, and an
intercom/public announcement system.

There are two methods to supply audio from the LLA:

Method 1: Use the LINE-OUT Radio Corporation of America (RCA) socket.

NOTE 1: The tip of the RCA plug is a signal.

NOTE 2: Line Out has a 10kQ output impedance with Voltage Peak-to-Peak (VPP)
of 2V maximum.

Cable requirements are as follows:
1. >=22 awg shielded, stranded cable wire
2. <6ftlength

Method 2: Use pins 3 and 4 on the terminal block for a balanced 600Q output with
a 10V peak-to-peak.

Cable requirements are as follows:

1. >=22 awg shielded, stranded cable wire
2. <6ftlength

3. Twisted wire pair

RTFM Line!l Interface Ext. Power
234567
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NOTE:
Refer to the image in Device Overview section for an illustration regarding how the
various components are connected.

Hardware Verification

After completing the mechanical and electrical installations, verify that the status
LED is a solid green color. If not, perform the steps outlined in the following
sections:

IP Address Assignment

The CyberData SIP Adapter device can be configured either for DHCP or static IP.

To determine the IP address or change the IP address of the device, do the
following:

1. Connect a computer to the same switch as the CyberData SIP Adapter device.

2. Use the CyberData Discovery Utility program to locate the device on the
network.
NOTE: The Discovery Utility program can be downloaded from the following
website:
http://www.cyberdata.net/support/voip/discovery_utility.html

3. Run the utility and Scan for devices.
NOTE: Ensure that the computer is on the same subnet as the device to be
configured.

BB cyberData VoIP Produc X
Product Type IP Address MAL Address Serial Number  Device Mame

Statuz: [dle | Scan || D etals | Lavmch Bravwser |

4. Select the device from the utility and click Launch Browser.
NOTE 1: Alternatively, manually enter the IP address into a browser's URL.
NOTE 2: The IP address of the CyberData device can also be derived by
connecting an 8Q speaker directly to pins 3 and 4 on the terminal block and
pressing the Reset Test Function Management (RTFM) button on the device.
The device will announce the IP address.

B2 cyberbata VoIP Produc x|
Product Type IP Address MALC Address Senial Mumber  Device Name

| nkrawn Wal P Praduct 1921681101 00:20:F7:020E:14 233000271 CyberData SPA,

Statuz: Idle Scan | Details | Launch Browser |

5. When prompted, enter admin for both Username and Password.
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6. In CyberData SPA window, click Networking.

CyberData SPA

fuome 1 Network Configuration

fbev‘loe Config ] —Stored Network Settings

1P Addressing: © Static ™ DHCP
IP Address: |10.10.10.10

Subnet Mask: 0.0.0
. \ Default Gateway: [10007
(Hulﬁcast Config ‘] DNS Server 1; I—
_ . DNS Server 2: I"—

[Nighlrlnger

~ —DHCP Timeout

IrFault UEEECEIoN 1 DHCP Timeout in seconds™®: IED

!A"d"" Config ] * A value of -1 will retry forever

Event Config
- . [ Current Network Settings -

{“““’P"""-""’“'“!l ' IP Address: 192.168.1.101

Subnet Mask: 255.255.255.0
Default Gateway: 192.168.1.1
DNS Server 1: 136.157.32.20
DNS Server 2: 136.157.43.49

IIUpdate Flrmware]

* ¥You need to reboot for changes to take effect

Save | Reboot |

7. Inthe IP Addressing section, select either Static or DHCP based on the
device usage.
NOTE 1: For a Static IP, enter the appropriate values for IP Address and
Subnet Mask. Configure Default Gateway and DNS Servers as per the IT
infrastructure procedures. It is strongly recommended to specify a Default
Gateway to ensure proper routing of the SIP call.
NOTE 2: For DHCP, the required settings will automatically be populated by
the DHCP server.

8. Click Save.
9. Click Reboot.

Configuring the SIP End Point

This document has been tested with firmware version 7.0.0. If an earlier version is
present, perform the steps mentioned in the Upgrading LLA Firmware section
before configuring the device for SIP.

1. In a web browser, enter the IP Address of the CyberData SIP Adapter device in
the address bar.

2. Click SIP Config.
3. Enter the following values for the fields given below:

— SIP Server — IP Address of the Notification server running the telephony
server.

— Remote SIP Port - Enter 5060.

— Local SIP Port - Enter 5060.
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— SIP User ID - Extension number for the device in the telephony server
using the Telephony Configuration Tool.

— Authenticate ID - Extension number for the device in the telephony server
using the Telephony Configuration Tool.
Authenticate Password - The password used for the SIP registration
assigned to the extension above.
NOTE: For more information on the Telephony Configuration Tool, refer to
the Telephony Configuration section.

CyberData SPA

| Home 1 SIP Configuration
| Device Config R Enable SIP operation: ¥ (Registered with SIP Server)

—SIP Settings

SIP Server: | " I
Backup SIP Server 1: |
Backup SIP Server 2: |

Multicast Config

Use Cisco SRST: [
I Nightringer ‘

r— '] Remote SIP Port:

Fault Detection e = ISDGU
. Local SIP Port:  [S060
I Audio Config Outbound Proxy: |
P . Qutbound Proxy Port: D

| Event Config , SIP User ID:  |10100
rm Authenticate ID:  [10100
. - — Authenticate Password:  [ssss
| Update Flrmwnrew

Register with a SIP Server: M
Re-registration Interval (in seconds): |360

Unregister on Reboot: [

Disable rport Discovery: [

Buffer SIP Calls: [
Call disconnection

Terminate call after delay (in seconds): |G
Note: A value of O will disable this function

—Misc Settings

RTP Port (even): [10500

* ¥You need to reboot for changes to take effect

Save | Reboot

4. Leave the other fields with default and click Save.
NOTE: When the network connection between a CyberData SIP Adapter and
the Notification server is interrupted, the device becomes disconnected from
the telephony subsystem. The disconnected device periodically attempts to
reconnect, and that frequency is determined by the re-registration interval
configured on the device. The re-registration interval determines how quickly a
CyberData SIP Adapter device reconnects to the telephony subsystem once
the network connection has been re-established.

5. Click Device Config.

Enable the Bypass DTMF Menus (Go straight to page).
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CyberData SPA

[-Home ] Device Configuration

[Device Config ] —Miscellaneous Settings

Beep on Initialization:

Networking Beep on page:

(SIP Config ] Enable line-in to line-out loopback:
Enable relay on local audio:
(Multicast Config ] DTMF duration {milliseconds):

] | Bypass DTMF Menus (Go straight to page):

(Nightringer Send pre-configured DTMF for Analog Zone:

Zone:
Manual DTMF Entry for Analog Zone:

1“1ag‘|‘|a‘|

(Fault Detection ]

(Audio Config ]

(Event Config ]

(Autoprovisioning ]

(Update Firmware]

* ¥You need to reboot for changes to take effect

Save Test Audio TestRelay Reboot

7. Click Save.
8. Click Reboot.

Upgrading LLA Firmware
The latest firmware can be obtained from the CyberData website.

Disclaimer:

Prior to the commissioning of a system, a compatibility check should be
performed for all devices and services to be integrated. Refer to the Notification
System Description document for compatibility information.

mie

1. In a web browser, enter the IP Address of the CyberData SIP Adapter device in
the address bar.

2. Click Update Firmware.

3. Click Browse.
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CyberData SPA

Home Upgrade Firmware

I Device Config | —File Upload

W Firmware Version: v7.0.0

m Please specify a file:
n file selected.

l Multicast Config |

l Fault Detection |

l Audio Config |

Autoprovisioning

System will automatically reboot after upgrading firmware
Update Firmware

Submit |

4. Select the folder containing the firmware upgrade file.

5. Select the firmware upgrade file and click Open.

;1

é(_;;s— ~ T00-ulmage-spa - m I Search 700-ulmage-spa

Organize = Mew folder = - 0] @

- Faverites Name = Date modified |rype Isjze [
Bl Desktop | 0020f701e7Be.config  9/11/2013 1017 AM CONFIG File 9KB
4. Downloads .

L Recent Places

. 700-ulmage-spa

| release_notes. txt 9/11/2013 10:12 AM Text Document 3KB

4 Libraries
%] Documents
i-'- Music
| Pictures
B videos
18 Computer
€ Network

File name: [700-uimage-spa x| JanFies .1 =l

Open I Cancel |

6. Click Submit to confirm the upgrade.
NOTE: The device may take up to two minutes to upgrade.
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CyberData SPA

rHome ] Upgrade Firmware
rl)evice Config ] File Upload
[Netmrklng ] Firmware Version: v7.0.0
[S‘IP Config ] Please specify a file:

Browse. | 700-ulmage-spa

[Huitlca st Config ]

fnmhtﬂnger ]

rFauIt Detection 1

[Audlo Config ]

[Event Config ]

System will automatically reboot after upgrading firmware

[Autoprovisioning ]

[llpdate Firmware

Submit

Device Verification

After successful installation and configuration, the status LED turns blue.

NOTE:
Verify that the device is registered using the Telephony Configuration utility. Refer
to the Telephony Configuration section.

Perle TD2R2 Device

The following subsections describe the steps necessary to wire, mount, and
configure the Perle TD2R2, the Ethernet I/O Relay device. There are two areas of
configuration. The first is to configure the TD2R2 device to allow remote access to
the relays. The second area of configuration is the TruePort driver which the
Notification server uses to communicate with the TD2R2 device.

Configuring the TD2R2 requires Perle's DeviceManager software. Install
DeviceManager on a computer that is connected to the same subnet network as
the Perle device being configured.

Prerequisites

Before proceeding, ensure that the following items are available:

Perle IOLAN SDS1 TD2R2

9-30VDC (400mA minimum) power supply, if not included with device
Category 5 Ethernet cable

Computer or server to communicate with the device

Device Installation CD or a computer with network access

Hookup wire — when using the I/O and relay pins

NOTE 1:

The driver (TruePort) that is used to communicate with the device must be
installed on the same server/machine that runs the Notification application.
NOTE 2:

Make sure to have an RJ45 jack available that is connected to a properly
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configured IP network. The network must allow for IP addresses to be assigned
statically or through DHCP.

NOTE 3:

To configure the device, a computer located in the same network is required.

Mounting

The Perle TD2R2 has two brackets on the side of the mounting holes. The installer
should fasten the device to a flat surface by placing screws through mounting
holes.

Power

> For the Perle TD2R2, use a power adaptor capable of 9-30VDC output and
400mA.

1. If there is a barrel connector, cut the connector off and plug the leads into the
terminal block marked 9-30VDC on the device.

2. Before supplying power, check the polarity of the adaptor leads. The grounded
lead should connect to the pin marked "-".

d

The hot lead should be connected to the pin marked "+".

= On each power-up or reboot, the device takes at least 90 seconds before
becoming operational. When the device is completely booted up, the
Power/Ready LED should be a solid green color.
NOTE:
Connecting the power supply to the device with incorrect polarity can
permanently damage the device and pose a fire risk.

Ethernet
1. Plug one end of the Ethernet cable to the RJ45 jack on the device.
2. Connect the other end of the Ethernet cable to the network jack.

= After a few seconds, the Link/10/100 should be a solid amber or green color.

NOTE: Amber refers to a 100Mb connection. Green refers to a 10Mb
connection.

NOTE:

The device does not have DHCP turned on as factory default. Configure the
device to use DHCP or assign a static IP with a computer that is attached to
the same subnet.

Relay Output

The relay outputs are generally used to switch higher power speaker arrays or
zone selection circuits on fire panels. In addition, relay outputs differ from digital
outputs in that electrical isolation between the two devices are provided.

Generally, these external circuits require a closed dry contact for activation. The
Perle TD2R2 includes two relays each with separate COM terminals. When
hooking the device relays to external circuits, use the COM and NO (normally
open) terminals. This will provide a closed switch activation to any external circuit.
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CyberData IP Speaker

Hardware Prerequisites

Before proceeding, ensure that following items are available:

e CyberData IP Speaker

e PoE 802.3af or 48VDC, 500mA (minimum) DC power supply
e Category 5 Ethernet cable

Power
Power to the device is supplied by the RJ45 connector.
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Ethernet
1. Plug one end of the Ethernet cable into the RJ45 jack on the IP Speaker.

2. Connect the other end of the Ethernet cable to the network jack.

Hardware Verification

After completing the mechanical and electrical installations, verify the status LED is
a solid green color. If not, perform the steps outlined in the following sections:

e [P Address Assignment
e Configuring a SIP End Point
e Upgrading the IP Speaker Firmware

IP Address Assignment
The CyberData IP Speaker device is configured for Dynamic Host Configuration

Protocol (DHCP). To determine the IP address or change the IP address of the
device, do the following:

1. Connect a computer to the same switch as the CyberData IP Speaker device.

2. Use the CyberData Discovery Utility program to locate the device on the
network.
NOTE: The Discovery Utility program can be downloaded from the following
website:
http://www.cyberdata.net/support/voip/discovery utility.html

3. Run the utility and Scan for devices.
NOTE: Ensure that the computer is on the same subnet as the device that
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needs to be configured.

5

Product Type IP Address MAL Address Serial Number  Device Mame

Statuz [dle | Scan || [ etails | Lavmch Bravser, |

4. Select the device from the utility and click Launch Browser.
NOTE 1: Alternatively, manually enter the IP address into a browser's URL.
NOTE 2: The IP address of the CyberData IP Speaker device can be derived
alternatively by pressing the RTFM button on the device. The device will
announce the IP address.

=

Product Type IP Addrese MAC Address Senial Mumber  Device Mame

Urnknown "olP Product CyberD ata SPA

Statuz: [dle Scan | Details | | Launch Broweser ||

5. Enter admin for both Username and Password when prompted.

6. Click Networking.
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CyberData Ceiling Speaker

[Ho me

[ Device Config

r 3
Networking

[SIP Config ]

rNIghi ringer ]

[Multic:ust Config ‘!

[Audiu Config

[Cll:l[.‘-k Config ]

]" —Current Network Settings

| Network Configuration

] Stored Network Settings

& pHCP

" Static

1P Addressing:

IP Address:
Subnet Mask:
Default Gateway: 10.0.0.1
DMS Server 1! 1 0.0.0,
DNS Server 2:

1P Address: 192.168.1.136
Subnet Mask: 255.255,.255.0
Default Gateway: 192.168.1.1
DNG Server 1: 192,168.1.1

! Event Config 1

DNS Server 2i
[Autupruvisiuning]

[Updata Flrmwure]

* You need to reboot for changes to take effect

Save Reboot |

7. Inthe IP Addressing section, select either Static or DHCP based on the
device usage.
NOTE 1: For Static IP, enter appropriate values for IP Address and Subnet
Mask. Fill Default Gateway and DNS Servers as per your IT infrastructure. It
is strongly recommended to specify a Default Gateway to ensure proper
routing of the SIP call.
NOTE 2: For DHCP, the required settings will automatically be populated by
the DHCP server.

Click Save.
Click Reboot.

Configuring the SIP Endpoint

This document has been tested with SIP firmware version 6.3.0. If this is an earlier

version, perform the steps mentioned in the Upgrading LLA Firmware section
before configuring the device for SIP.

1.

In a web browser, enter the IP Address of the CyberData IP Speaker device in
the address bar.

2. Click SIP Config.
Confirm that Enable SIP Operation is enabled.
4. Enter the following values for the fields given below:

— SIP Server — IP Address of the Notification server running on the telephony
server

— Remote SIP Port - Enter 5060.

— Local SIP Port - Enter 5060.

— SIP User ID - Extension number for the device on the telephony server
using the Telephony Configuration Tool.

— Authenticate ID - Extension number for the device on the telephony server
using the Telephony Configuration Tool.

— Authenticate Password - Password used for SIP registration assigned to
the extension above.
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CyberData Ceiling Speaker

| Home l SIP Configuration

[mrm Config  |Enable SIP operation: /||
SIP Settings

S ! SIP Server:  h s |
Backup erver 1:

Backup SIP Server 2:
| Remote SIP Port: 5060
Local SIP Port: 5060
Cutbound Proxy:
Outbound Proxy Port: 0
SIP User ID: 10019
Authenticate ID: 10019
Authenticate Password: 1234

Register with a SIP Server: /|
Re-registration Interval (in seconds): 360

[l.lpdam Firmware]
. ' Unregister on Reboot: [ |
Buffer SIP Calls: [ |

Beep on page: |

—Call disconnection

Terminate call after delay (in seconds): 0
Note: A value of 0 will disable this function

—RTP Settings

RTP Port (even): 10500

* You need to reboot for changes to take effect

Save || Reboat

5. Leave the other fields with the default values and click Save.
NOTE: When the network connection between a CyberData IP Speaker and
the Notification server is interrupted, the device becomes disconnected from
the telephony subsystem. The disconnected device periodically attempts to
reconnect, and that frequency is determined by the re-registration interval
configured on the device. The re-registration interval determines how quickly a
CyberData IP Speaker device reconnects to the telephony subsystem once the
network connection has been reestablished.

6. Click Device Config.
7. Disable Active Relay with DTMF code.

8. Enable Auto-Answer Incoming Calls.
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CyberData Ceiling Speaker

Device Configuration

T Volume Settings

Use Digital Volume Control: [
Speaker Volume:
Volume Boost: [

In

~Relay Settings

lActivate Relay with DTMF code: Yy
Multicast Config DTMF Activation Code: 327
DTMF Activation Duration (in seconds): 2
Audio Config
Clock Config Activate Relay During Ring:

Activate Relay During Night Ring:

&
=
l Event Config | Activate Relay While Call Active: [

Autoprovisioning | | Miscellaneous Settings
— Beep on Initialization: | |
Update Firmware [auto- Answer ncoming calls: 17 |
* You need to reboot for changes to take effect
| save || TestAudio || TestRelay || Reboot |

]

9. Click Save.
10. Click Reboot.

Upgrading the IP Speaker Firmware
The latest firmware can be obtained from the CyberData website.

Disclaimer:

Prior to the commissioning of system, a compatibility check should be performed
for all devices and services to be integrated. Refer to the Notification System
Description document for compatibility information.

|__[J

1. In a web browser, enter the IP Address of the CyberData IP Speaker device in
the address bar.

2. Click Update Firmware.

3. Click Browse.
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CyberData Ceiling Speaker

B e
R A
S S e
T S R Tt
R TR R AN R

4. Select the folder containing the firmware upgrade file.

5. Select the firmware upgrade file and click Open.

(@ File Upload
mvlj 4 [P Speaker » Firmware » 630-ulmage-ceiling_speaker - | J-,H Search 630-ulmage-ceiling_sp... P|
Organize ¥ Mew folder =~ O @

$r Favorites “  Name B Date modified Type Size
M Desktop | _ 530-ulmage-ceiling_speaker 1/18/2012313PM  File 3488 KB |
|l Downloads = autoprovision_templatexm| 1/18/2012 242 PM XML Document 8KE
“El Recent Places | release_notes.tt 1/20/20129:39 AM  Text Document KB
& OneDrive
4% Dropbox
4 Libraries
@ Documents
o Music
Pictures
B videos =
File name: | &ll Files (*.*) -

6. Click Submit to confirm the upgrade.
NOTE: The device may take up to two minutes to upgrade.
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CyberData Ceiling Speaker

e sl i—
O SRR b
B S
S T S b
i Provisiol .

Device Verification

After successful installation and configuration, the device announces the IP
Address while rebooting and the status LED remains green.

To verify successful SIP configuration, log into the device. In the Home window,
Registered with SIP Server message displays.
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‘CyberData Ceiling Speaker

Mac Address: 00:20:f7:02:40:f0
Firmware Version: v6.3.0

=

Audio Config

IP Addressing: dhcp

[Home -] Device Settings
. ) Device Name: CyberData Ceiling Speaker
[Devlce Config ]
[Networkin g —'I Change Username: admin
; Change Password:
SIP Config ] Re-enter Password:
[Nightringer ] Current Settings
' Serial Number: 098008380
[Muﬂ:lcast Config ]

[Clodt Config

T IP Address:  136.157.34.136

[E.,E..t Config ] Subnet Mask:  255,255.255.0
- Default Gateway: 136.157.34.1

[Autopmvisinnirlg ] DNS Server 1:  136.157.32.20

DNS Server 2: 136.157.43.49

T —

Update Firmware]

Speaker Volume: analog
SIP Mode is:  enabled
Multicast Mode is:  disabled
Clock is:  not installed
Event Reporting is:  disabled
Mightringer is:  disabled (NOT Registered with SIP Server)

I Primary SIP Server: (Registered with SIP Server) I
Backup Server 1@ (NOT Registered with SIP Server)

Backup Server 2: (NOT Registered with SIP Server)

* You need to reboot for changes to take effect

| Save || Reboot

NOTE:
Verify that the device is registered using the Telephony Configuration utility. Refer
to the Configuring Telephony Device for details.

Configuring Single Zone Audio Device

Certificate Creation From System Management Console
To establish a secure communication, certificates must be configured.

The following is the recommended workflow for working with the Certificates in
System Management Console (SMC).

e Create Root Certificate Windows store based (.pem).

Creating a Root Certificate (.pem)
1. In the Console tree, select the Certificate node.

= The Certificates tab displays.
2. Click Create Certificate % |la and then select Create Root Certificate (.pem)

LT

= The Root Certificate Information expander displays.
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¥ Root Certificate Information

Certificate file name: RoctPEMCertificate Key file password: .

Key file name: RootPEMCertificatekey Confirm password: .

Path: Ch\Certificates

Expiration: : 0|k

piration 10/27/2025 E3 3650 % Days

Subject name: @MS Root Certificate City / district: Pune
Department: ST State / province: haharashtra
Organization: Siemens Country code: I

Fig. 46:

3. In the Root Certificate Information expander, provide the details as follows:

a. Enter the Certificate file name.

b. Enter the Key file name.

c. Enter the Key file password and confirm it.

d. Browse for the location to store the root certificate and the root key file on
the disk. By default, the path of the last created root certificate is selected.
e. Set the Expiration (validity period) duration in days. By default, the
certificate expires after 3650 days.

f. Enter the following information about the Subject:

—Subject name

— (Optional) Department

— (Optional) Organization

— (Optional) City / district

— (Optional) State / province

— (Optional) Country code (maximum two characters)

Click Save H .

If confirmed, the data entered during the root certificate creation is validated,
and on successful root certificate creation,

- the new root certificate (.pem file) and the root key file are created at the
specified location on the disk.

Tips for Working with (.pem) Root Certificates

The Certificate file name and the Key file name
— Must not contain blanks or special characters (/,\,?,<, >,*,|,").
— The Certificate file name and the Key file name cannot be the same.

When the user creates a root certificate for the first time, all the fields are blank.
For all subsequent root certificate creation (.pfx or .pem based), some fields,
such as Path, Organization, and so on, are pre-populated with the information
from the last-created root certificate.

Device Configuration

>

>

The DeviceManager is installed on a computer located in the same network as
the device to configure.

Ensure that the following certificates are created using the System
Management Console (SMC) or obtained from the site's IT department in
Privacy Enhanced Mail (PEM) format:

a) Root Certificate (.pem)

b) Root Certificate Key

Refer to the Certificate Creation From System Management Console section
for more information on creating certificates using SMC.
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[> Combine the Root Certificate Key file and Root Certificate into one file (using
cat command in command prompt, for example, cat RootCertificateKey.pem
RootCertificate.pem>RootCombineCert.pem.

D> If preconfigured .dme file is available, then refer Import DME File section.

1. Start DeviceManager.

Establish Connection to.. K

MAC Address | IP Address | IModel | Server Name | Firrnware | Discovered | ;¢ |

E----DD-BD-D‘}-DG-ZD-FA 192,165.1.123 IOLAM SDS1 D2R2 MEL_Relay... 4.4 Auka Cancel |
- 00-80-04-06-31-76 192,165.1.122 IOLAM SDS1 DZRZ xls_perle 4.4 Auka
E----DD-BD-D4-DG-31-?? 192,165.1.1258 IOLAM SD51 D2ZRZ2 mns_panic_... 4.4 Auko
0-50-D¢-06-31-75 Mok Configured IOLAM 5051 D2ZR2 IoLAM-063... Auto
- 00-50-Cd-06-AE-10 136,157,532, 164 IOLAM D51 IOLAM-0GA,.. 4.4 Auto
00-30-Cr4-06-BE-F& 192,168.1.111 IOLAM 5031 AdaptivelEDL 4.4 Auto
é----DD-SD-D‘i-DE&-CS-EE 182,168.1.110 IOLAM 5051 ProLitel ECz 4.4 Auto
é----DD-SD-D‘i-DE&-C‘%-DZ 192,165.1.109 IOLAM 5051 ProLitelECr1 4.4 Auto
- D0-B0-D4-06-C4-09 192,165,1.112 IOLAM 5051 AdaptivelEDZ 4.4 Auta

Add ssigntp | pie | Refiesh |

= All similar devices under that network are visible.

2. Select the device to configure and click Assign IP.

NOTE 1: If unable to see the device in the window, verify that the device has
power and is connected to the network. Check the LEDs on the device; the
power LED should be a solid green color and the link LED should be a solid
amber / green color.

NOTE 2: If issues persist, unplug the Ethernet cable and power. Wait for five
seconds and then plug in the Ethernet cable followed by the power supply.
Wait at least 90 seconds while the device reboots.

NOTE 3: If there are still remaining issues, manually reset the device by
holding down the small Reset button located on the device for 10 seconds or
until the Power LED is a solid amber color and then release. Wait for 90
seconds for device to reboot and initialize. If resetting still does not work,
replace the unit or check the network.

3. Manually enter an IP address or select the Have the IOLAN automatically get
a temporary IP Address check box below to have the DHCP assign one
automatically. Then click Assign IP.
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Assign IP

—Azzign [P

The IOLAN's current [P Address:

INDt Configured

Enter the IP Address of the [OLAN:

r Have the [OLAM automatically get a
temparary [P Address.

Bzzign [P I

Cancel

Fig. 47:

= The Establish Connection to window displays an IP address.

Establish Connection to...

MAC Address

| IP Address

| Maodel

| Server Mame | Firmware | Discovered |

EHE

ok |

- 00-80-04-06-20-FA
- 00-80-D4-06-31-76
- 00-30-04-06-31-77
g e
- 00-80-D4-06-AE-1D
- 00-30-04-06-BB-F&
- 00-80-04-06-C3-EE
- 00-80-D4-06-C4-02
- 00-50-04-06-C4-09

Add... Lzzign [P

192.168.1.123
192.168.1.122
192.168,1.128

136.157.32.164
192.168.1.111
192.168.1.110
192.168.1.109
192.168.1.112

Fing...

IOLAM SD51 DZRZ. MEL_Relay... 4.4
IOLAM SDS1 D2R2 wls_perle 4.4
IOLAM SDS1 D2R2 mns_panic_... 4.4

IOLAM SD51 D

IOLAM DS1

IOLAM 3051
IOLAM 5051
IOLAM SDS1
IOLAM 3051

IOLAN-064A... 4.4
AdaptivelEDL 4.4
ProliteLEDZ 4.4
ProLiceLED 4.4
AdaptivelEDZ 4.4

Auko
Auto
Auko
Auko
Auto
Auko
Auko
Auto
Auko

Refresh I |

Cancel |

Fig. 48:

4. Select the device again, and click OK to log into the device for configuring.

In the Login window, enter the device password. The factory default password

is: superuser.

Login

*

i

Pazzaward:

o ]

Authentication required. Please enter
the pazsward far the admin user.

Cancel

Network Set Up

D> Log in to the device using the DeviceManager.
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1. In the DeviceManager window, click on the Network folder and then on IP
Settings.
NOTE: In this area, it is possible to configure additional parameters for the
network settings, such as configuring a static IP address or a DHCP.

“=DeviceManager - [xls_perle (192.168.1.122) - Connected]
< File Edit Tools View ‘Window Help

D[ s |de | W2 2
-1 System Info
[l-+,5# Configuration

| »

IPvd Settings | IPvE Settings | Adwanced

(-5 Security
B-E5 [0 Interfaces
----- [8 Clustering
F-{Eg System
I':'I(/o Control

EI@ Metwork
i-[2] TP Settings
D Adwanced  System Settings
[]..% Zenal Systern Mame: Perle_Relay Dormain: Imns.net
..... SErS

r IP+4 Configurations

r— Ethemet Interface Settings

¢ Dbtain IP address autamatically using DHCP/BOOTP

b M 10 SkabusiControl

El Statistics
“‘I € Use the follawing IP address:

[E=ETR Metwork

[Bl-j. Serial Parts
! - o . o0. 0.0
| User P &ddress:
, HTTP Tunnel Subnet Mask: 0. 0.0.0

Obtain Automatically

[efault [ ateway: I . . . i
DMNS Serer: I : ' . 2
WIS Server I : : ) I~

-

<

Download Al Changes |

1

[ w4

For Help, press F1

Fig. 49: IPv4 Settings Tab

2. In the System Name field, provide a name that helps distinguish the device
from other similar devices.

NOTE 1: The System Name is used by the device to create a fully qualified
domain name.

NOTE 2: By default, the device is always IOLAN followed by the last three
bytes of the device MAC address.
3. Select the Domain field.

4. Enter the domain name used on the client’s network. For example,
AmericaUniversity.net.
NOTE: The device is capable of receiving the domain automatically from
DHCP. However, DHCP would have to be configured to set the domain as a
parameter.

5. Select the Network>IP Settings.
6. Select the Advanced tab.
7. Select the Register Address in DNS check box.
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8. Select Advanced from the left-hand side menu.
9. Select the Host Table tab.
10. Click Add.

== DeviceManager - [xls_perle {192.168.1.122) - Connected]
<@ File Edit Tools View ‘Window Help

Oy de ey |2 7

el
[ Srstem Info Host Table | Route List | DNS/WING | RIP | Dynamic DNS | IPY6 Tunnels |
-ugd Caonfiguration

El-25 Network

- [2] 1P Settings

(. B Advanced Host Mame | Host Addiess |
{7 Serial sk TP 13216811
..... D Users

B-{Eg Security
B-{Eg IO Interfaces
----- [& Clustering
B-{EF Svstem
Ely'-u Control

L f" I/ StatusfControl
Byl Statistics

-y, Metwork

; . Serial Ports
v Add... Edit... Delete
. HTTP Tunnel
Bl ), Svstem

—IP Filtering
& Allow all traffic

= Allow braffic only to/from hosts defined with IP addiesses

Download All Changes A Downlnad is Required

1]
Faor Help, press F1 LI

11. Enter a descriptive name for the NTP server, for example, mnsNTP.

12. Enter the IP address or the fully qualified domain name of an available NTP
server.
NOTE: An available NTP server is required to enable SSL on the device.

13. Click OK.

Time and Security Settings

1. Select Configuration > System > Management > Time.
2. Select the Network Time tab.

3. Set the following parameters:

— Mode: Unicast.

— Version: 3.

— Leave the Enable Authentication check box unselected.

— Primary Host: Select the NTP server name created earlier.

— Secondary Host: Select an alternative NTP server name, otherwise set
the name as the primary host.
NOTE: Network time works best when the version matches that of the NTP
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server. Windows time servers generally default to Version 2. External NTP
servers generally work with Version 3. Verify with the client's network
administrator if there are any questions.

== DeviceManaget - [xls_perle (192.168.1.122) - Connected] | M=l
S Fle Edit Tools Wiew Window Help & x|

O & ds|de W 2
i) System Info
s Configuration
-{Em Metwork

Network Time | Time ZoneSurmmer Time [Daglight S aving Time) I

—MTR/SHTF Settings

Mock: T |
Wersion: I 3 - l

E‘@ System I Enable Authentication:
28] Alerts
E\@ Management .
[ sump Prirnary Hozt: ImnsNTP vl el ID
D Time
D Custarn AppPlugin Secondary Host: INone vl Key |D: ID

: Swskem

4. Select the Time Zone/Summer Time (Daylight Saving Time) tab.

5. Configure the parameters as per the details mentioned in Time Zone/Summer
Time (Daylight Saving Time) Parameters.

= DeviceManager - [xls_perle (192.168.1.122) - Connected]

=g Flle Edk Tools “iew Window Help
D Eds decy| N7
3/ System Info Network Time:  Time Zone/Summet Time (Daylight Saving Tie) |
[=-<.5% Configuration
[ MNetwork,
=0 Ele"a‘ Tine Zone
SEIS
- Security Time Zone Name: Time Zone Offsst:  [05:00  UTC/GMT
3 (3 YO Interfaces
glusttennu Sumrner Tirne [Daplight S aving Tirme]
=25 Svstem
+-( Alests Sumrmer Time Marme: EST Summer Time Offset: B0 mirutes
=125 Management
[ sump Mode
2] Tine " None
|| Custom App Flugin
|5 Advanced " Fied
=1 ¥ Control ot Dy Timt
M 1/0 Stakus|Control StetDater  [api =1/ x| Jozoo
=yl Statistics ~
+- |, Network EnH [October )7 =] o200
+ -y, Serial Parts
il User %' Recuming
il HTTP Tunnel fdontty Week Day Time
B, System Start Date:  [Mach =] 7]z =] 7 [sunday ~| oz
End Date: |Ncwembel j / I'I d ! [Sunda_v j IDZ‘CU
.
Download All Changes /1, Dovwnload is Required
4]
For Help, press F1

6. Select Configuration > Security > SSL/TLS.
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= DeviceManager - SAZbarix (172.17.10.78) - Connected - I:'-
File Edit Tools View Window Help

D Edsde 7

- SAZbarix (172.17.10.78) - Connected (=]
- 1) System Inf
;o Systemlnfo SSL/TLS
=5 Configuration
+ (&5 MNetwork S5LJTLS settings that apply to all SSLATLS connections
*‘D Serial [default].
[E Users
25 Security SELITLS Wersion: Any v
[§ Authentication
[ sH S5LITLS Type:
- B
£z VPN
~B H'I'F.P Tunnel [[]Validate Peer Certificate
|2 Services
{Z@ 170 Interfaces
[ Clustering 551 Certificate
{3 System
£ Contrel Passphrase
## 170 Status/Control
=i Statistics
-, Metwork
#]..j, Serial Ports
§, User
i, HTTP Tunnel
il, System
Download All Changes

7. Set SSL/TLS Version field to Any.
8. Set SSL/TLS Type field to Server.
9. Select the SSL Certificate section.
10. Enter the password of the SSL certificate in the Passphrase field.

11. Select Tools > Advanced > Keys and Certificates.

*# DeviceManager - [xls_perle {192.168.1.122) - Connected] =] B3
&+ File Edit | Tools Wew ‘Window Help =18 x|
0 | H | Upload Configuration Fram IOLAN

T systen Import Configuration from a File

] Download Configuration to TOLAR
s Configy M ) .
"1,___' Ned Download Configuration bo Mulkiple IOLANS

that apply to all 55L/TLS connections

"D Bl Advanced Dawnload Firmware ta IOLAN
o[8 Use ™ paser b Set IOLAN DateTime
E'El 5e ot cevs and Certificates. .
i D = pHONS. .. Zustom Files, ..
D S5L/TLS SELTLS Type: Set Factory Default Configur ation bo IOLARN

12. In the Keyl/Certificate drop-down list, select Download SSL/TLS Private Key.

13. Click the browse button and upload the private key for your Root certificate
(.pem).

14. Click OK.
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Keys and Certificates

K.ey / Certificate: D ownload

File Mame: |

Key Type: [R5a =l
Wser Harme: | =]
Huost Wame: | =]

|Fzec Tunnel Mame: I

o« |

Cancel |

15. Select Tools > Advanced > Keys and Certificates.
16. In the Key/Certificate drop-down list, select Download SSL/TLS Certificate.

17. Click the browse button and upload the combined Root certificate
(RootCombineCert.pem file). Refer to the Device Configuration section for
more information on combining the Root certificate.

18. Click OK.

19. Select Tools > Advanced > Keys and Certificates.

20. In the Key/Certificate drop-down list, select Download SSL/TLS CA.

21. Click the browse button and upload the upload the Root certificate

(RootCertificate.pem file).
22. Click OK.

Time Zone/Summer Time (Daylight Saving Time) Parameters

Field

Description

Time Zone Name

The name of the time zone to be displayed during
standard time.

Field Format: Maximum four characters and
minimum three characters (do not use angle
brackets <>)

Time Zone Offset

The offset from Coordinated Universal Time
(UTC) for the local time zone.

Field Format: Hours hh (valid -12 to +24) and
minutes mm (valid 0 to 59 minutes)

Summer Time Name

The name of the configured summer time zone
will be displayed during the summer time setting.
If this parameter is not set, then the summertime
feature will not work.

Field Format: Maximum four characters and
minimum three characters (do not use angle
brackets <>)

Summer Time Offset

The offset from standard time in minutes. Valid
values are 0 to 180.

Range: 0-180
Default: 60

Summer Time Mode

Use this mode to configure when the summer time
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will take effect.
None — No summer time change

Fixed — The summer time change goes into effect
at the specified time every year. For example,
April 15 at 1:00 P.M.

Recurring — The summer time change goes into
effect every year at the same relative time. For
example, on the third week in April on a Tuesday
at 1:00 P.M.

Default — None

Fixed Start Date The exact date and time in which the IOLAN’s
clock will change to summer time (daylight saving
time) hours.

Fixed End Date The exact date and time in which the IOLAN’s

clock will end summer time hours and change to
standard time.

Recurring Start Date The relative date and time in which the IOLAN'’s
clock will change to summer time (daylight saving
time) hours. Sunday is considered the first day of
the week.

Recurring End Date The relative date and time in which the IOLAN'’s
clock will end summer time hours and change the
standard time. Sunday is considered the first day
of the week.

I/0 Access Settings
D> Log in to the device using the DeviceManager.

1. In the DeviceManager window, click I/O Interfaces on the left-hand side
menu, and then click Settings.

== DeviceManager - [xls_perle {192.168.1.122) - Connected]
& Fle Edit Tools Wiew ‘Window Help o =] |

NERIETE

o A ) System Info

r I/0 Interfaces Configuration

[El-+.5% Configuration
-5y Metwork
o [2) 1P Settings Settings | General settings applying to all channels: failsafe, access methods, ete.
i [2] Advanced |
G- Serial ml Individual 120 channel settings.
----- [ Users

EH-{Fgg Security
S 1j0 Interfaces

----- D Settings
‘o [2] Channels Sumimary
----- [& Chustering
{35 System 170 Model 5051 D2R2
|':‘|¢"J Control

------ A i Skatus/Cantral
: gl Statistics Channel: Enabled: 4

il Metwark UDF Broadcaszt: Dizabled
. Serial Ports

Failzafe Timer: Diizabled

, User
HTTP Tunnel

: Syskem

Download &l Changes A Download iz Required

1

For Help, press F1 [rara

Fig. 50: 1/0 Interfaces Configuration
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2. Onthe I/O Access tab, select the Enable 1/0 Access via TruePort check box.

NOTE 1: By default, the device monitors I/O commands on TCP port 33816. If
there is a need to change the I/O TCP port, it can be changed as long as the
change does not conflict with other services or TruePort ports.

NOTE 2: Always check to make sure the port selected is not already in use by
another application / service on the server. To check, open a Command
Prompt, type netstat, and press Enter. A list of all current TCP connections
and ports will be listed.

== DeviceManager - [zls_perle (192.168.1.122) - Connected] M=l E3
<@ File Edit Tools view ‘Window Help -8 x|

D& |dn K2 2
- i) System Info
[=]-+. 8% Configuration

10 Access | Faisafe Timer | UDP |

EI@ Metwark
Bl IP Settings Choose the method in which the /0 interfaces are accessed via network by an extemal application.
o [3 Advanced
H-{E Serial [~ Enable 1/0 &ccess via Modbus protocal
----- & users
E-EE Security WiE: 255 Advanced Slave Settings...
H@ 1o Inte.rfaces - Available tetwork Access
a Settings
L[ Channels [~ &llow bodbus TCR &pplication [2F1)
""" 2] Clustering = llows Modbus BTUZASEN via TrueFort
[+-{EF Svstem
E-g# ;%ntrol r&dvanced Modbus
Pk I} Skakus) Contral ) _
El---"] ckatistics |dlE Timeaut: I'I a zecands
By, Metwark [~ Enable Modbus Exceptions
Serial Ports

User
HTTP Turnel
-y, System ¥ Enable 551 Encryplion

Listen TCP Port: |3331 1

Available Network Access

I

¥ Enable 110 Access via TruePort

Allow /0 Access via AP through TueFort

Download &1 Changes /1y Download is Required

1]
For Help, press F1 l_ LI I_

Fig. 51:1/0 Access Tab

3. Select the Enable SSL Encryption check box.

= Configuration is now complete. Click Download All Changes to make the
changes to the device or continue with other settings.C

¢ Click Reboot IOLAN.
NOTE: Any time you reboot the device, or power is reconnected, you must wait
90 seconds for the device to reboot and initialize. When the device is ready, the
Power LED will be solid green and the Link LED will be solid amber/green.

TruePort Driver Configuration

The TruePort driver is the second part of the process to link the device to the
server. The TruePort driver is designed to manage all similar devices
communicating with the server. Since TruePort creates a virtual COM port, each
device should have a COM port for each service.

NOTE: Serial communication and I/O access are each considered a separate
service and therefore require separate COM ports.
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> Ensure that the TruePort is installed on the server.
1. Start the TruePort Management Tool.

2. In the Management Tool window, click Add.

#dl TruePort Management Tool

© perie

Thiz tool permits pou to add. remowe and configure TruePort adapters.

Inztalled TruePaort adaphers:

Cloze

Add... | Bemove I Froperties |

3. Enter a name for the TruePort Adapter.
NOTE: This adapter will serve a particular device and will map to a specific
COM port. Try to make the name descriptive so that the name can be easily
tracked back to a particular device.

4. Enter the IP address or the hostname of the device, and click Next.
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Add TruePort Adapter VWizard

Configure TruePort Adapter
Configure the adapter's name and aszociate it with a device zerver on the
netwark,

— TruePaort Adapter Properties

Adapter Mame: IF'erIEH elay

—Device Server Metwork Location

i |PAddress |1E|2_1EE.1.‘IEIEI

i~ Hostname:; I

ert » I Cancel

5. Leave the number of ports set to 1 (if using 1/0 access, set ports to 2, or add
another later). Select the COM port to assign to that particular device. By
convention, start at COM100 and increase the number for each device and
service configured. This will help to avoid any conflicts with existing COM ports
or other devices. TruePort allows creation of up to 4096 COM ports.

6. Click Next.

Add TruePort Adapter Wizard

fAdd Serial Ports
Azzociate COM ports with pour new TruePort adapker

Yo may add up to 49 zerial portz to pour
new TruePart adapter: The following portz will be added:

— Select COM Port Bange COMi0

Murmber of Parts: I1 _Ij

Starting COM Port;  |COMI0

Mest » I Cancel

= The TruePort Adapter will be visible in the TruePort Management Tool.
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I/0 Access Settings
To configure the I/O access settings, do the following steps:

1. Start the TruePort Management Tool.
2. Select the Perle device to configure.

3. Click Properties.

#dl TruePort Management Tool

Thiz tool permitz pou to add, remosve and configure TuePort adapters.

Installed TruePort adapters:

PerleRelay [192.162.1.100)

Cloze

Bemowve | Broperties |
_ Cese |

4. Select the Configuration tab.
5. Click Settings.
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PerleRelay {192.165.1.100) Properties | x|

General Configuration |Driver I Detailsl

ME PerleR elay [192.168.1.100]

Thiz TruePort adapter iz azzociated with the following
device server.

— Device Server Information

M urnber of Ports; 1
IP &ddress: 192.168.1.100

Active Connections: Mone

To configure thiz Device Server at thiz time uze the Perle
Dievicebanager or one of the following configuration methods.

Wweb Config I Telnet Config

Settings |

] 4 | Cancel |

6. If there were two COM ports originally created for this device, select one to use
for 1/0 access. If the COM port selected is being used, the other COM port
should be reserved for serial communication. If a second COM port was not
created, click the Add Ports button at the bottom of the window.

7. Select the Connection tab.
8. Select Access Device Server I/0 channels.

Select the Connect to TCP Port that was configured on the device for I/O
access.

— Inthe I/O Application Type drop-down Isit, select /O Access.
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PerleRelay (192.168.1.100) Settings

Mumber of ports: 1 Connection I.f-‘«dvancedl SSLHTLSI Packet Fnrwardingl

=0 PereRelay (192.168.1.100)

e EDML\@WU; 33816)

~ Connection Settings [COM10)
—{" &ccess Device Server Serial Port

Connection Mode; IAutnmatic 'I

% Accept connection from device server
Lizter on TIEF Port: 10000 =

£ |nitiate connection to device senver

Connect bo TEF Fork: (10001 =

Elient nitiated Cannection Sethings... |

—{* Aeess Device Server [0 channels
33816 =

bl

L

Connect to TCP Port;

1/0 Application Type: II.-’D Access "I
Client{nitiated Connection Settings.. |

- Connectionh Prafile
Current Frofile:  Minimize Latency

Change Prafile... |

.

Festore Defaults

| x Bemaove Ports | ' Copy Settings Tu:u...l

[ ok |

& AddPors

Cancel | Apply |

10. Click the Settings button next to Client-Initiated Connection.

= The Client-Initiated Connection Settings window displays:

Client-Initiated Connection Settings X
Connection Management Options
[] Connect at system startup

[]Close TCF connection when COM portis dosed

Connection Oplions
Connection Retries
() Retry forever

(@) Number of reties
Time between connection reties: |30 = seconds

Restore dropped connections |

11. In the Connection Options section, do the settings only for the following
parameters:

Restore Defaults Cancel

Number of retries: 2.
Time between connection retries: 30.
Select the Restore dropped connections check box.
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12. In the Connection Management Options section, ensure that you do not
select Connect at system startup and the Close TCP connection when
COM port is closed.

13. Select the Advanced tab.

Perle TruePort Adapter (127.0.0.1) Settings >

Murniber of pote: 1 Connection Advanced SSUMIS  Packet Forwarding

3 Perle TruaPon Adapter (127.0001)

¥ COMI (Conneet 10001) Achanced Setings (COMT)

Application OpSons
|_] Simulate COM por transmal deleys

On COM port open
() Adwarys ratam successiul
(W) Figtumn when connection is hilly established
(®) seconds |

Meparmuen VWl Tene 5 = e
Cims

r'; Enumearate atached devaces (Lo modems)
l?jl:quln cutput bighary $o%ng conig
[+] Send keep alive packets
Keep Alive Interval. |30 2 geconds
[CJEnabis TCP Magle algosithm

[]iree legacy UDF protocol (Full Mode onky)

" Add Ports X BamovePors ] Restore Defauls

0K Cancal Apphy

14. Set Maximum Wait Time to 5 seconds.
15. Select the SSL/TLS tab.
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Perle_Serial {192.168.1.1) Settings Eq

Murnber af ports: 1

=] Perle_Serial [192.168.1.1] _
¥ Enable S5LATLS Enciyption

| Ennnectinnl Advanced SSLATLS | Packet Fnrwardingl

SSLATLS Wersion:  |Any -

SSLATLS Type: IEIient "I

—Authentication

[ “erify Peer Certificate
Certificate Autharity Filenanme;

I Browse |

Walidation Criteria,.

— 55L Cerificate
v Supply Certificate

Certificate Filename:
C:hUzershddminiztratoriDeskiophSSLC Browse |

Certificate Pazzphraze: | #eeeesese e

@'I Add Ports | x Bemove Ports | ' Copy Settings To...l Restare Defaults

0k I Cancel | Apply |

Fig. 52:

16. Select the Enable SSL/TLS Encryption check box.
17. Set the SSL/TLS Version field to Any.

18. Set the SSL/TLS Type field to Client.

19. Select the Supply Certificate check box.

20. Click the browse button and select the combined Root certificate. Refer to the
Device Configuration section for more information on combining a Root
certificate.

21. Enter the password in the Certificate Passphrase field.
22. Click Apply and then OK.
23. Restart the Perle TruePort Service from the SMC.

System Management Console

SIEMENS
¥ Projedts
MNS930 System

W Websites
Test

» Settings

Testl

¥ History Databases
¥ (l0cal)\GMS_HDB_EXPRESS
HDE Service | Current user | status || ¥ Service Account

Certificate Automation License Manager Service  WREFTTEFTEW  Running ~ | | service account: [IRETIFRCEVET
FreeSWITCH MRS Running
GMS_WCCILpmon_MNS930 B Stopped
Perle TruePort Service WA Running
Siemens BT Licensing Server AT Running
Siemens GMS Closed Mode Service.  MMERESE™8w  Running =

[E= ] [ | ==

Ready

= The TruePort driver is ready for I/O access.
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Device Verification
I/0 and Relays

A procedure for testing relays and I/O from the server without Notification is yet to
be determined.

Single Zone Audio Device Troubleshooting

Problem: Once the device is created in the Device Editor section, the
corresponding device gets in Connected state based on the Check Status Rate

configured in the Configuration Properties of the driver. However, at times the
device does not get connected after the Check Status Rate duration.

Solution: Perform the following steps in sequence until the device gets connected
after a particular step. After each step, wait for the Check Status Rate duration
and monitor the device connection status.

1. Restart the TruePort service.

2. Reimport the certificates on device manager and reboot the Perle IOLAN
device.

Reboot the Server.

4. Disconnect the power cable of the Perle IOLAN device, wait for a few seconds
and then reconnect the power cable.

5. Power off and on the devices connected to the Perle IOLAN device.

Problem: Messages not getting delivered to the Audio device.

Solution: Ensure that the corresponding 1/0 channels are selected. To select the
I/O channels, select /0 Interfaces > Channels in the Device Manager of the Perle
Device.

i Systern Info
|_f_|---"w- Configuration
--@ Mebwork,

140 Channels

Enable Channel

_@ Seial Digital lnput
D I_Isers. W Dz Digital Input
- Security F R Relay
=25 o Interfaces F R Relay

i [2] Sektings
i8] Clustering

--@ Syskem

I';'If Control

f I/ Status/Control
g, Statistics

By, Metwork, .

: Edit... |
Serial Porks et

User

. HTTP Tunnel
‘il Swstem

Download All Changes
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1.31 External SMS Gateway Provider

External SMS Gateway Provider

This section contains general reference information about Notification and how the

External SMS Gateway provider device is integrated. For procedures and

workflows, see the step-by-step section.

Notification provides the capability to send messages to recipients through the
Short Message Service (SMS) by way of an External SMS Gateway Provider using
the Short Message Peer-to-Peer (SMPP) protocol. The following figure gives a
conceptual overview of SMS messaging set up with External SMS Gateway

Provider.

System Server

Notification
Application
SMPP
SMS Protocol
Gateway
Driver

Il i
88 s HIE

Customers

Carrier

|

Configuration Properties for External SMS Gateway Provider Device

¥ Configuration Properties

Name:
— Device Mode
——SMPP Server Host Name
I SMPP Server Port [ 1: 65535 ]
— System ID
— Password
—— System Type
—Sender Telephone Mumber
——Service Type
—Supported Message Encoding
——Supported International Number Format

—Supports National Number Format

PISICICICISICICISIOIOIS

———Extended Parameters

| value
Operational
smppl.mblox.com
3205
Siemensindustry
sSeseReeS
Siemens
919266801993
21716
UCS2 (Unicode)

49-12345678%0

Device Mode: Select one of the following modes from the drop-down list:

Disabled: In this mode, the driver does not process the messaging command,
the device configuration change command, and perform status checks for the
device. The device remains in disconnected state.
Operational: In this mode, the driver processes the messaging command, the
device configuration change command, and performs status checks for the
device. The device will be in Disconnected/Connected state based on the

connection state.
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Administrative: In this mode, the driver processes the device configuration
change command and performs status checks for the device. The device will
be in Disconnected/Connected state based on the connection state.

e SMPP Server Host Name: Enter the External SMS Gateway Provider Server
IP address or Host Name.

e SMPP Server Port: Enter the External SMS Gateway Provider Server Port
number.

e System ID: Enter the user name (System ID) to enable Notification to connect
to External SMS Gateway Provider.

e Password: Enter the password for the corresponding user name (System ID).
The Password parameter specifies the password to enable Notification to
connect to the External SMS Gateway Provider.

NOTE: The Password is stored in encrypted format for security reasons.

e System Type: Enter a string that is used during login. It should be set only if
required by the SMPP server. The SMPP system administrator will provide this
value, when required. This value is usually a short text string.

e Sender Telephone Number: Enter the default sender telephone number to
apply to outbound SMS messages.

e Service Type: Allows to set the SMPP parameter service type. The SMPP
parameter is required by some service providers. This information is provided
by the External SMS Gateway Provider.

e Supported Message Encoding: Select the message encoding that is
supported by the External SMS Gateway Provider from the drop-down list.

e Supported International Number Format: Select the telephone number
format for international dialing that is supported by the External SMS Gateway
Provider.

NOTE 1: If the External SMS Gateway Provider does not support any
international formats, select Not supported.

NOTE 2: If the External SMS Gateway Provider supports multiple formats,
select any of them.

e Supports National Number Format: Select the check box if the External SMS
Gateway Provider supports telephone numbers in national format (numbers
without any country code).

e Extended Parameters: Allows passing additional parameters to the function
call. This information is provided by the External SMS Gateway Provider.

If the format of telephone numbers configured for Recipient Users is not directly
supported by an External SMS Gateway Provider, the driver performs one of the
following conversions to a supported format:

e A national number is converted to an international number by optionally
removing a leading zero and then adding the country code plus a supported
prefix (none, +, or the international prefix for dialing).

e An international number is converted to a different format by changing the
supported prefix (none, +, or the international prefix for dialing).

e The driver ignores all special characters in Recipient User telephone numbers,
such as (, ), -, /, and so on, except for a leading + sign that indicates an
international number format

If a message contains more than 160 characters (under GSM-03.38 or ISO-88591
encodings) or 70 characters (under UCS2-UNICODE encoding), then the message
gets split into smaller messages (each of length 153 characters under GSM-03.38
or ISO-88591 encodings and each of length 67 characters under UCS2-UNICODE
encoding) by MNS and it gets concatenated at the receiving device (based on SMS
concatenation capability of the network and receiving device). If the network or the
receiving device does not support concatenation of the split messages into single
SMS, then the split messages gets received as multiple SMS on the receiving
device.

In order to receive SMS messages, ensure that the receiving device is not
registered for Do Not Disturb (DND) service.
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Notification through GSM modem supports Universal Coded Character Set 2-byte
(UCS-2) character encoding. For example; it is possible to send Cyrillic and
Chinese SMS.

In the case of GSM 03.38 encoding, certain special characters ("A", "{", "}", "\", "[",
"~ N, "€") use 2 characters' space in an SMS. As a result, for each special
character, the maximum length of the message decreases by 1.

If a message contains characters that are not supported by the configured
encoding, then the respective characters are replaced with the ? symbol.

List of Operators

Operator Description

Contains Checks whether recipient user address string contains the assigned
value or not. If yes, the corresponding message is routed through
the device.

Does Not Contain Checks whether recipient user address string contains the assigned
value or not. If not, the corresponding message is routed through
the device.

Starts with Checks whether recipient user address string starts with the

assigned value or not. If yes, the corresponding message is routed
through the device.

Does Not Start With Checks whether recipient user address string starts with the
assigned value or not. If not, the corresponding message is routed
through the device.

Ends With Checks whether recipient user address string ends with the
assigned value or not. If yes, the corresponding message is routed
through the device.

Does Not End With Checks whether recipient user address string ends with the
assigned value or not. If not, the corresponding message is routed
through the device.

Equals Checks whether recipient user address string is equal to the
assigned value or not. If yes, the corresponding message is routed
through the device. This operator performs character by character
match between the recipient user device address and the assigned
value. If recipient user device address is 91-123 and the assigned
value is 91123, the corresponding message is not routed through
the device.

Not equals Checks whether recipient user address string is equal to the
assigned value or not. If not, the corresponding message is routed
through the device. This operator performs character by character
match between the recipient user device address and the assigned
value. If the recipient user device is 91-123 and the assigned value

is 91123, the corresponding message is routed through the device.

A6V12131888_en_a_51

Restricted 413 | 460




MNS Supported Physical Device Configurations
SMTP Email Server

Less Than

This operator is evaluated only with numeric values (whole numbers
or non-negative integers) of the recipient user device address and
the assigned value. You can enter numeric values from 0 to
9,223,372,036,854,775,807 (maximum 64 bits long). If recipient
user device address string contains a character other than digits or
+ or - sign, the corresponding message is not routed through the
device. This operator performs mathematical Less Than or Equal To
(<=) operation.

Less Than Or Equal To

This operator is evaluated only with numeric values (whole numbers
or non-negative integers) of the recipient user device address and
the assigned value. You can enter numeric values from 0 to
9,223,372,036,854,775,807 (maximum 64 bits long). If recipient
user device address string contains a character other than digits or
+ or - sign, the corresponding message is not routed through the
device. This operator performs mathematical Less Than or Equal To
(<=) operation.

Greater Than

This operator is evaluated only with numeric values (whole numbers
or non-negative integers) of the recipient user device address and
the assigned value. You can enter numeric values from 0 to
9,223,372,036,854,775,807 (maximum 64 bits long). If recipient
user device address string contains a character other than digits or
+ or - sign, the corresponding message is not routed through the
device. This operator performs mathematical Less Than or Equal To
(<=) operation.

Greater Than Or Equal To

This operator is evaluated only with numeric values (whole numbers
or non-negative integers) of the recipient user device address and
the assigned value. You can enter numeric values from 0 to
9,223,372,036,854,775,807 (maximum 64 bits long). If recipient
user device address string contains a character other than digits or
+ or - sign, the corresponding message is not routed through the
device. This operator performs mathematical Less Than or Equal To
(<=) operation.

Examples of Regular Expressions

Regular Expressions

Description

Nd+

String starts with one or more digits only.

"[+1(91)

String should start with +91.

A+Nd$

String ending with digits only.

N[0-9){10}(52|56|57)$%

String is 12 digits long (numbers only) and ends with 52, 56, or 57.

79881231231%

Matching exact mobile number.

1.32 SMTP Email Server

SMTP Email Server

This section contains general reference information about SMTP Email Server. For
procedures and workflows, see the step-by-step section.

Though technically SMTP Email Server is not a device, Notification generally uses
the term device for entities participating in notification delivery, including
intermediary services such as an SMTP Email Server.
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System Server

Notification Subsystem

SMTP Email
Driver

Notification provides the capability to send messages to intended recipients as well
as receive reply messages from them. To achieve this, Notification uses an SMTP
Server to send emails through the SMTP protocol to email recipients. The email
recipients send reply emails which are received by Notification through the
Incoming Email Server. Notification supports retrieving reply emails from an
Incoming Email Server by one of two protocols:

e Internet Message Access Protocol (IMAP)
e Post Office Protocol 3 (POP3)

Configuration Properties for SMTP Email Server

Value
SMITP Server Host Name
Device Mode Operations!
SMTP Server Port [ 1: 65535
Secunty Type None

Login Id
Password
Email Address Of Sender

Replylo Emad Address

o SMTP Server Host Name: Enter the IP address or the server name of the
SMTP Server.

e Device Mode: Select one of the following modes from the drop-down list:
Disabled: In this mode, the driver does not process the messaging command,
the device configuration change command, and perform status checks for the
device. The device remains in disconnected state.

Operational: In this mode, the driver processes the messaging command, the
device configuration change command, and performs status checks for the
device. The device will be in Disconnected/Connected state based on the
connection state.

Administrative: In this mode, the driver processes the device configuration
change command and performs status checks for the device. The device will
be in Disconnected/Connected state based on the connection state.

e SMTP Server Port: Enter the port number to use for the SMTP Server.
Typically, this is 25 for most SMTP Servers. Check with the local IT admin or
the SMTP Server host admin for the exact port number.

e Security Type: Select the options from the drop-down list.

None: No secure connection is provided.

— SSL.: Secure Sockets Layer (SSL) provides secure connection.

— TLS: Transport Layer Security (TLS) provides secure connection.
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Refer to SMTP Email - External SMTP Providers Settings for more information.

e Login Id: Enter the SMTP Server’s user name. Not used if the selected
Security Type is None.

e Password: Enter the SMTP Server’s password for the corresponding user
account. Not used if the selected Security Type is None.
NOTE: The Password is stored in encrypted format for security reasons. An
App password needs to be entered for gmail accounts with two step
verification.

e Email Address of Sender: Enter the email address that will be shown as
Sender ID in the email notifications that are delivered. This email account is
used by Notification to interact with the Recipient users.

NOTE: Enter a valid email address in this field. If an invalid email address is
entered in this field, no email delivery will occur at all.

e Reply to Email Address: Enter the email address that will be used to receive
emails when recipients choose to reply to email notifications.
NOTE: Enter a valid email address in this field. If an invalid email address is
entered in this field, no email delivery will occur at all.

jmie

NOTE 1:

Some networks may have restrictions connecting to external SMTP servers like
those offered by Google. Check with the local IT admin for means of accessing
such external services should the need arise

NOTE 2:

When using an external SMTP server like Google, the first message sent out may
result in failure since Google requires the account holder to authenticate the
usage of the SMTP service. Log into the Gmail account and perform the
verification steps so that the SMTP server is usable by Notification.

Configuration Properties for Incoming Email Server

Value

e Incoming Server Host Name: Enter the host name or the IP address of the
Incoming Email Server.

e Device Mode: Select one of the following modes from the drop-down list:
Disabled: In this mode, the driver does not process the messaging command,
the device configuration change command, and perform status checks for the
device. The device remains in disconnected state.

Operational: In this mode, the driver processes the messaging command, the
device configuration change command, and performs status checks for the
device. The device will be in Disconnected/Connected state based on the
connection state.

Administrative: In this mode, the driver processes the device configuration
change command and performs status checks for the device. The device will
be in Disconnected/Connected state based on the connection state.

e Server Port: Enter the port number to use for the Incoming Email Server.
Typically, this is 995 for POP servers and 993 for IMAP servers. Check with the
local IT admin or the Incoming Email Server host admin for the exact port
number.

e Incoming Email Server Protocol: Select the Server Protocol for the incoming
email, for example, POP3 or IMAP.

e Acknowledgement Deletion Behavior: Select the deletion behavior for the
acknowledgements from the drop-down list:
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Delete only acknowledgement emails - The driver deletes only messages
that are recognized as MNS acknowledgement messages from the email
account after processing them. Use this option if the configured email account
is also used for other purposes. Choosing this option might require periodic,
manual purging of non-MNS messages in the email account.
NOTE: The ‘Out of Office’ replies are not considered as a valid
acknowledgement and hence will be deleted on selecting this option.

Delete all incoming emails - The driver deletes all messages whether they
are recognized as MNS acknowledgement messages (deletion after
processing) or non-MNS messages. Choosing this option allows the system to
run unattended because non-MNS messages will not collect in the email
account.

e Security Type: Select the options from the drop-down list.

— None: No secure connection is provided.

— SSL: Secure Sockets Layer (SSL) provides secure connection.
— TLS: Transport Layer Security (TLS) provides secure connection.

Refer to SMTP Email - External SMTP Providers Settings for more information.
NOTE: This option needs to be selected accordingly when the Incoming email
server on the customer site mandates this for connections to the Incoming Email

Server.

e Login Id: Enter the Incoming Email Server’s login ID. This email account is
used by Notification to interact with Recipient users.
e Password: Enter the Incoming Email Server’'s password for the corresponding
user account.
NOTE: The Password is stored in encrypted format for security reasons.

External SMTP Providers Settings

Providers | SMTP Server Host SMTP | Security Username Password
Name Server | Type
Port
Gmail smtp.gmail.com 587 TLS A valid Gmail App Password of
address the corresponding
465 SSL Gmail account.
Available only for
accounts with two
step verification
Yahoo smtp.mail.yahoo.com 587 TLS A valid Yahoo App Password of
email address the corresponding
465 SSL Yahoo email
account
Hotmail smtp.live.com 25 None A valid Hotmail | Password of the
email address corresponding
Hotmail email
account
GMX mail.gmx.com 25 None A valid GMX Password of the
email address corresponding GMX
465 SSL email account
587 TLS
Vodafone |smtp.vodafone.de 25 or None A valid Password of the
587 Vodafone email | corresponding
address Vodafone email
account
T-Online securesmtp.t-online.de | 587 TLS A valid T-Online | Password of the
email address corresponding T-
Online email
account
smtpmail.t-online.de 465 SSL A valid T-Online | Password of the
email address corresponding T-
2 None Online email
account
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External Incoming Email Server Settings

Providers | Server | Server Address Server Port | Security |Login Id Password
Type Type
Gmail IMAP | imap.gmail.com 993 SSL A valid App Password
Gmail login | of the
ID corresponding
Gmail account
POP3 | pop.gmail.com 995 SSL A valid App Password
Gmail login | of the
ID corresponding
Gmail account
Yahoo IMAP | imap.mail.yahoo.com | 993 SSL A valid App Password
Yahoo login | of the
ID corresponding
Yahoo email
account
POP3 | pop.mail.yahoo.com |995 SSL A valid App Password
Yahoo login | of the
ID corresponding
Yahoo email
account
Hotmail IMAP | imap- 993 SSL A valid Password of the
mail.outlook.com Hotmail corresponding
login ID Hotmail email
account
POP3 | pop-mail.outlook.com | 995 SSL A valid Password of the
or pop3.live.com Hotmail corresponding
login ID Hotmail email
account
GMX IMAP | imap.gmx.com 993 SSL A valid Password of the
GMX login | corresponding
ID GMX email
account
POP3 | pop.gmx.com 995 SSL A valid Password of the
GMX login | corresponding
ID GMX email
account
Vodafone |IMAP |imap.vodafone.de 993 SSL A valid Password of the
Vodafone | corresponding
login ID Vodafone email
account
POP3 | pop.vodafone.de 995 SSL A valid Password of the
Vodafone | corresponding
login ID Vodafone email
account
T-Online IMAP | imapmail.t-online.de | 993 SSL Avalid T- Password of the
Online login | corresponding
ID T-Online email
account
POP3 | popmail.t-online.de 995 SSL Avalid T- Password of the
Online login | corresponding
ID T-Online email
account
IMAP | secureimap.t- 993 SSL Avalid T- Password of the
online.de Online login | corresponding
ID T-Online email
account
POP3 | securepop.t- 995 SSL Avalid T- Password of the
online.de Online login | corresponding
ID T-Online email
account
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1.33

e In order to use Hotmail POP Server, set the Check Status Rate approximately
equal to 900000 milliseconds (15 minutes) and the Input Messages Polling
Interval to 450 seconds approximately

e In case of Gmail POP Server, during shutdown situations of MNS Service
Host, the email replies received by the SMTP Email Driver will not be logged
in the Database by Notification System.

e For enabling POP or IMAP Servers, refer to the instructions provided on the
specific email provider's site like Gmail, Yahoo, and so on.

e POP or IMAP External Incoming Email is not UL approved

SMTP Email Server

This section provides additional procedures of SMTP Email Server.
For workflows, see the Creating and Configuring SMTP Email Server section.

Configuring Message ldentity

> An SMTP Email Server is added.
NOTE: For more information on adding devices, please refer to the Devices
section.

System Manager is in Engineering mode.

In System Browser, select Management View.

Select Project > Field Networks > SMTP Email Server Field Network.
Select the SMTP Email Server.

= The Device Editor tab displays.

Ladi Al V4

SMTP -

f

H Description: | spTP =
A
o Name Value
SMTP Server Host Name
Device Mode Operational
SMTP Server Port [ 1:65535]
Security Type None
Login Id
Password

Email Address Of Sender

ReplyTo Email Address

4. Enter a valid email address in Email Address Of Sender and ReplyTo Email
Address under the Configuration Properties expander.

5. Click Save H

= The Message Identity settings are saved.

Telephony Device

Telephony Configuration Device

This section provides reference and background information for integrating the
Telephony device.

Notification 's VolP Switch is installed by the Notification installer.
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Notification uses Voice over Internet Protocol (VolP) technology to deliver audio
content to recipient devices and users. The following voice features are available in
Notification using VolP.

e Audio messaging to connected SIP capable devices

Emergency Hotline

Live Announcement

Dial in

Interface with on-site PBX for audio message delivery to landline or mobile
phones

Notification Server
Notification Application |

| 'l ~ Notification's
A Integrated PBX
¢

| Hotline |

i Customer PBX '

€ |

Ly A v o

' Ext 1 - ExtN| 1 |PSTN

e IR oy A ey I o
Legend

Third Party Component Part of System
Delivered by Siemens

- Telephony Hardware Components
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This is achieved using a VolP PBX called FreeSWITCH (http://freeswitch.org/)
hereafter referred to as Notification's VolP Switch. This forms the basis for the
various telephony based functionalities available in Notification. The Notification
telephony functionalities require hardware and software components that need to
be configured independently but work in unison to achieve various Notification
functionalities. The following image gives a pictorial overview of the different
components involved.

Prerequisites

The following hardware and software components need to be installed and
configured:

e Notification ’s VolP Switch

e Polycom SoundPoint 331IP Phones

e Digital Acoustics IP7-ST, line level audio device
[ ]

For PBX integration: Sangoma Vega 200/400 VolP gateway in case a
traditional PBX is being used. If a VoIP switch is being used, details to access
the server, like IP address and port numbers, would be needed.
NOTE: The VolP gateway supports redundant server deployment.
For installing the Telephony Configuration device, see Telephony Device section.
Overview of PBX Integration
Notification can interface to a external PBX owned by the customer. This
integration allows Notification to call communicate with telephones outside the
immediate network on a traditional telephone exchange system.

The table below summarizes the scenarios for which PBX integration is required.

Feature Hotline (Notification calling phone)

Access from IP Phone directly No No
connected to FreeSwitch on
Notification Server

Landline Yes Yes
Mobile Phone Yes Yes
Extension on Customer’s PBX Yes Yes

For more information on configuration and integration of PBX, see PBX Integration
section.

Achieve PBX Integration

Depending on the type of PBX onsite, additional devices may be needed to
integrate with that PBX.

Traditional PBX: A traditional PBX is a PBX which can only be interfaced to via a
T1, E1, or J1 connection. Additional hardware, such as the a VolP gateway, would
be needed. The VolP gateway supports redundant gateway.

VolP-based PBX: In this case, no additional hardware is needed. Notification can
interface directly via SIP using the existing ethernet network. However, make sure
that the Notification server has network access to the VolP switch.

For more information on configuration and integration of PBX, see PBX Integration.

NOTE:

The Notification Telephony Configuration tool can be used to configure only the
configurations on the Notification side. It is up to the customer to do the
necessary configurations on the PBX so that the Notification system can establish
connection with that PBX.
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Telephony Device
This section contains additional procedures of Telephony Configuration device.

Overview of Telephony Device

All of the Notification’s VolP Switch related configuration and set up for Notification
is done through the Notification ’s VolP Switch Configuration tool. From the
Windows Start menu, select Start > All Programs > [company name] > Desigo
CC > Tools > MNSTools > Telephony Configuration Tool.

System set up and configuration involves the following steps:
1. Setting the Network Interface Card (NIC) for Notification ’s VolP Switch.

2. Creating new extensions: Every SIP device needs to have an extension.
Hence, creating the extensions on Notification ’s VoIP Switch first is
recommended.

Assign extensions to devices during the device configuration.
Configure PBX integration.
Start the Telephony Configuration tool.

o a W

The Telephony Utility window displays:

S Telephony Utility

IP Address: | 1s2.168.1.126 [~] |

Manage extensions | External PBX integration | Options |

Available extensions and status | | ! _qsl |
Status Extension no | Extension type | PBX extension no | External no I |
5000 Hotline
6000 Dial In
Lo

=

NOTE: Before starting the Telephony Configuration tool, ensure that the
FreeSwitch service is running.

Set IP Address for Notification’s VolP Switch

> On servers which contain more than 1 Network Interface Card (NIC), the IP
address to be used by Notification’s VolP Switch needs to be set explicitly. This
would be the IP address of the network to which IP phones and other devices
which need to connect to Notification’s VolP Switch are connected.
NOTE: Some of the devices, such as the line-level audio devices, need to be
set with the IP address of the Notification’s VolP Switch server instead of the
hostname. As a result, it is required that a static IP address be used for the
Notification server or that the IP address be reserved.

1. Select the IP address from the IP address drop-down list. In case the server
has multiple network cards, multiple IP addresses are listed.
NOTE: Typically all Notification devices including audio devices and IP phones
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are connected to the same network. Select the IP address that belongs to this
network so that devices that need to connect with Notification’s VolP Switch on
the Notification server are able to do so.

= The appropriate IP address is shown in the image below.

epho o m|
IP Address: | 1521881138 - |
136.157.32.185
Manage extensiq 913-1-1-1'5 regration | Options |
127.0.0.1
Available extensionsana status | | 3 j}l

2. Enter the IP address from the previous step into the IP Address field.
3. Click Set IP Address.

= The required configuration files are updated. The Notification Server is now a
SIP server and registrar on that IP address.
NOTE: The Notification’s VolP Switch service needs to be restarted for the
changes to be effective. This can be done immediately by pressing the Restart
telephony server button or can be done once all configuration steps are
completed.

Creating and Managing Extensions

Extensions are added to the system by using the Add button which is used to bring
up the Add Extension(s) dialog. The dialog can be used to create

1. User Extensions
2. Dial In extensions
3. Hotline extensions

NOTE: 4 digit extension numbers are reserved for system usage and dial in and
hotline functionalities. All user extension numbers need to be 5 digit numbers.

User Extension

User extensions are assigned to end user devices like IP phones or line-level audio
devices which need to connect to Notification’s VolP Switch to make or receive
calls.

1. Click Add on the main user interface to bring up the Add Extension(s) dialog

box.
F5 Add Extension(s) Ed
[ Add Range
Extension Type: I User Prafilz j

Extension No: I

Password: I

2. Select User Profile for the Extension Type field.
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Enter the extension number and the password to be used for that extension.
The extension numbers need to be five digits long.

— When configuring the device (IP Phone or line-level audio device) with this
extension, the same password is required to be entered at the device-side.
Make sure extensions or passwords for specific devices are recorded for
later use.

— Passwords can only contain numbers 0 through 9. Alphabets and special
characters are not allowed.

Click Add.

To create a multiple extensions at once, check the Add Range check box to
create multiple extensions.

Enter the start and end extensions.

Enter a password to be used for these extensions.
NOTE: The same password is applied to all the created extensions

Click Add to create multiple extensions.
Example: To create 100 extension numbers from 11000 through 11099, enter
11000 into the Extension Start field and 11099 into the Extension End field.

ES Add Extension(s) E3

¥ add Range

Extension Type: I User Profile j

Extension Start: I

Extension End: I

Password: I

9. Repeat the previous steps to create all the required extensions.

10. Click Restart telephony server to restart Notification’s VolP Switch so that the

configurations are loaded and the new extensions are available for use with
devices.

NOTE: The image below shows an example where extensions 10000 through
10010 have been created.
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ES Telephony Utility

IP Address: | 192.168.1.126 [~] |
Manage extensions | External PBX integration | Options |
Available extensions and status | | _Jl |
Status I Extension no Extension type I PBX extension no I External no I I
5000 Hotline
6000 Dial In
10000 User Profile
10001 User Profile
10002 User Profile
10003 User Profile
L ] 10004 User Profile
10005 User Profile
10006 User Profile
10007 User Profile
10008 User Profile
10009 User Profile
10010 User Profile
( -

Dial-in Extension

Dial-in extensions are extensions used by Notification to allow users the
opportunity to call that extension via phone and initiate Notification incidents
remotely.

1. Click Add to bring up the Add Extension(s) dialog box.
2. In the Extension Type field, select Dial In.

3. Enter the extension number to be created. Enter any number in the range of
6000 through 6099.

ES Add Extension(s) E

[ Add Range
Extension Type: I Dial In j
Extension No: I &001

[V Map Extansion

PBX Extension No, | 2005

External Mo.: I 1112222005

L= |

4. Click Add to create the dial-in extension.

5. Repeat the previous steps to create more dial-in extensions.
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6. Add Range can be used to create multiple extensions in a single operation.
But PBX mapping needs to be done in a separate step for each extension.

7. Click Restart telephony server to restart Notification’s VolP Switch so that
configurations are loaded and the new extensions are available in Notification’s
VolP Switch.

Hotline Extension

Hotline extensions are extensions used by Notification to publish specific
messages. User can then dial this hotline extension via a phone to listen to any
active messages.

The procedure for creating hotline numbers is similar to that of a dial-in number.
The only difference is selecting Hotline in the Extension Type.

1. For the extension enter any number in the range of 5000 through 5099.
Extension 5000 is created by the system during installation.

2. Repeat steps to create more hotline extensions.

3. Add Range can be used to create multiple extensions in a single operation.
But PBX mapping needs to be done in a separate step for each extension.

4. Click Restart telephony server to restart Notification’s VolP Switch so that
configurations are loaded and the new extensions are available in Notification’s
VolP Switch.

ES Add Extension(s) E2

[T add Range
Extension Type: I Hotline j
Extension No: I 2001

r Map Extension

PBX Extension No. |

External No.: I

Lo |

Hotline Extension

Hotline extensions are extensions used by Notification to publish specific
messages. User can then dial this hotline extension via a phone to listen to any
active messages.

The only difference is selecting Hotline in the Extension Type.

1. For the extension enter any number in the range of 5000 through 5099.
Extension 5000 is created by the system during installation.

2. Repeat steps to create more hotline extensions.

3. Add Range can be used to create multiple extensions in a single operation.
But PBX mapping needs to be done in a separate step for each extension.

4. Click Restart telephony server to restart Notification’s VolP Switch so that
configurations are loaded and the new extensions are available in Notification’s
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VolP Switch.
ES Add Extension(s) E
[ Add Range

I Hatline j

| 5001

Extension Type:

Extension No:

r Map Extension

PBX Extension No. |

External Mo.: I

Managing Extensions

The same tool can be used to manage any extension after it has been created.
Depending on the extension type following operations are possible:

1. User Extensions: Update the password or delete the extension.

2. Dial In and Hotline extensions: Update the PBX mapping settings or delete the
extension.

Edit Password

1. Double-click an existing extension entry to bring up the Update Extension
dialog box.

ES Update Extension

Extension Type: I User Profile j

Extension Mo: I 10001

2. Enter a new password in the password field to update the extension’s
password.

Click Update.

4. Click Reload Configuration so that the updated extensions are loaded into
Notification’s VolP Switch and are available for use by the devices.

Password:

Delete Extensions

To delete one or more extensions, select one or more entries and click Delete
Selected. Once deleted, click Reload Configuration to reload the updated XMLs
into Notification’s VolP Switch.
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View Connection status

The Notification‘s VolP Switch tool can also be used to view the connection status
of the devices that are configured to connect to Notification’s VolP Switch. Once
you have configured such devices, click Refresh Status. A device which has
successfully connected to and registered with Notification‘s VolP Switch will have a
GREEN dot to the left of the extension. An example is shown in the image below
where extensions 10004 and 10005 have successfully registered with Notification‘s
VolIP Switch.

The tool can also be configured to refresh the device connection automatically.
CIick| = next to the Refresh Status button to configure refresh settings.

ES Telephony Utility

IP Address: | 152.168.1.126 [+] |
Manage extensions | External PBX integration | Options |
Available extensions and status | | ﬁ,l |
Status I Extension no I Extension type I PBX extension no | External no I I
5000 Hotline
6000 Dial In
10000 User Profile
10001 User Profile
10002 User Profile
10003 User Profile
[ 10004 User Profile
® 10005 User Profile
10006 User Profile
10007 User Profile
10008 User Profile
10009 User Profile
10010 User Profile
— Logs ’;I

Configuring Audio Devices and IP Phones

1. Assign the device an extension that is already available on Notification’s VolP
Switch and enter the password that was set when the extension was created.

2. Restart the device. For details on additional details on how to configure the
device, refer to the appropriate device integration guide.
NOTE: The Ul on the device shows the status of the connection. This status is
shown in the Notification’s VolP Switch configuration Ul for that particular
extension.

PBX Integration

This section describes the steps for the integration of Notification to a external PBX
owned by the customer.
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Hardware Installation

Refer to the VolP Switch Configuration section to set up and configure the device
for use with Notification. Perform the test steps (if any) detailed in the integration
guide to ensure correct set up.

PBX Integration Configuration

The Notification Telephony Configuration tool provides the necessary interface to
configure the Notification ‘s Integrated PBX to interface with the external PBX.
Follow the instructions in the following sections to complete the configuration.

PBX Integration Workspace

The necessary interface for PBX configuration is available in the PBX
Configuration tab as indicated in the image below:

f Telephony Utility - SrEE sam= EI - |

IP address: 132.186.255.60 | - Set IP Address

Manage Extensions | External PBX Integration | Options

| J

Leading number for outgoing calls:

Caller name for outgoing calls:

Caller number for outgoing calls:

Configuration mechanism: () VoIP gateway © IP
IP address/Server name:

Port (Optional):
0 Registration

User name:

Password:

Restart Telephony Server Reload Configuration

Logs [:J

Fig. 563: Main User Interface — PBX Integration Tab

VolP Gateway Configuration

1. Launch the Notification FreeSwitch Configuration Ul.
2. Select the PBX configuration tab.

3. Click Edit configuration.

4. Select VolP gateway.
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[ Telephany Utility o &8 B

IP address: 0.0.0.0 v Set IP Address

Manage Extensions External PBX Integration Options

Leading number for outgoing calls:

Outgoing call's caller name:

Outgoing call's caller number:

Configuration mechanism: @ VolP gateway P
IP address/Server name:

Port (Optional):
i Registration

User name:

Password:

5. IP address/Server name: Enter the IP address or the hostname for the VolP

gateway.
6. Port: Enter the port for the VolP Gateway.
7. Click Save.

8. Click Restart telephony server to restart Notification‘s Integrated PBX service
and make the changes effective.

Integration with VolP PBX

1. Launch the Notification Telephony Configuration UI.

2. Select the PBX configuration tab.

3. Click Edit configuration.

4. Select IP.
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—

&8 Telephony Utility (=]

IP address: 132.186.255.711 - Set [P Address

I Manage Extensions | External PBX Integration | Options |

Leading number for outgoing calls:

Caller name for outgeing calls:

Caller number for outgoing calls:

Configuration mechanism: VolP gateway @ IP
IP address/Server name:

Port (Optional): |
Registration

User name:

Pazzword:

Restart Telephony Server Reload Configuration

Logs |

5. IP address/Server name: Enter the IP address or the hostname for the
external VolP-based PBX.

6. Caller name for outgoing calls: Enter the caller name for outgoing calls.
Caller number for outgoing calls: Enter the caller number for outgoing calls.

8. Port: Enter the port for the external VolP-based PBX.
NOTE: In external VolP-based PBX configuration, provide Notification's VolP
Switch port number as 5080.

9. If the VoIP Switch requires credentials for accessing, check Registration and
enter the user name and password to be used.

10. Click Save.

11. Click Restart telephony server to restart Notification's Integrated PBX service
and make the changes effective.

Configuring Leading Number for Dial-Out

In some organizations, a leading number needs to be dialed for outgoing calls,
such as 9 or #4. Enter this number in the Leading number for outgoing calls
field. This is needed when Notification needs to dial-out to landlines, mobile
phones or extensions on the customer’s PBX to deliver messages.

Availability of Lines on Customer PBX for Notification

Depending on the customer’s needs and expected traffic to/from the Notification
system through the customer’s PBX, certain lines on the PBX need to be dedicated
to Notification dial-in, hotline and dial-out features. If a customer will be using all
three features, each feature requires its own extension. A minimum of three
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extensions would be required If all the 3 features need to be enabled. Few of these
dedicated lines can be used for accessing the hotline feature and even less can be
used for the dial-in feature. The remaining lines can be used for dialing out.

The number of simultaneous calls that can be made with the Notification system
depends on the hardware used for the PBX integration and the lines dedicated to
the Notification system. Once lines are dedicated to the Notification system, the
mapping of these lines to the extensions on the Notification system is required.

NOTE:

Notification supports the creation of 100 extensions each for hotline and dial-in
features. These are four digit extensions and range from 5000 through 5099 for
hotline and 6000 through 6099 for dial-in.

Availability of Lines on Customer PBX for Notification

Depending on the customer’s needs and expected traffic to/from the Notification
system through the customer’s PBX, certain lines on the PBX need to be dedicated
to Notification hotline features. If a customer will be using all three features, each
feature requires its own extension. A minimum of three extensions would be
required If all the 3 features need to be enabled. Few of these dedicated lines can
be used for accessing the hotline feature.

The number of simultaneous calls that can be made with the Notification system
depends on the hardware used for the PBX integration and the lines dedicated to
the Notification system. Once lines are dedicated to the Notification system, the
mapping of these lines to the extensions on the Notification system is required.

NOTE:

Notification supports the creation of 100 extensions each for hotline feature. These
are four digit extensions and range from 5000 through 5099 for hotline.

Mapping PBX Lines into Notification

Before creating and mapping PBX numbers, review the following example that
details how the extensions and numbers of the customer's PBX are mapped with
Notification's Integrated PBX on the Notification server.

e The site has dedicated 10 lines for the Notification system.
e These 10 lines have extensions 2000 through 2009 on the customer’s PBX.

e The Direct Inward Dialing (DID) numbers or the landline numbers for these
extensions are 1112222000 through 1112222009.

e The user wants to map extensions 2000 through 2003 for dial-in and 2004
through 2007 for hotline. Extensions 2008 and 2009 are left open.

The following table details the mapping of the different numbers.

FreeSWITCH Extension PBX Extension DID Number
5000 2000 1112222000
5001 2001 1112222001
5002 2002 1112222002
5003 2003 1112222003
6000 2004 1112222004
6001 2005 1112222005
6002 2006 1112222006
6003 2007 1112222007

Mapping PBX Lines into Notification

Before creating and mapping PBX numbers, review the following example that
details how the extensions and numbers of the customer's PBX are mapped with
Notification's Integrated PBX on the Notification server.
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e The site has dedicated 10 lines for the Notification system.
e These 10 lines have extensions 2000 through 2009 on the customer’s PBX.

e The Direct Inward Dialing (DID) numbers or the landline numbers for these
extensions are 1112222000 through 1112222009.

e The user wants to map extensions 2004 through 2007 for hotline. Extensions
2008 and 2009 are left open.

The following table details the mapping of the different numbers.

FreeSWITCH Extension PBX Extension DID Number
5000 2000 1112222000
5001 2001 1112222001
5002 2002 1112222002
5003 2003 1112222003
6000 2004 1112222004
6001 2005 1112222005
6002 2006 1112222006
6003 2007 1112222007

Mapping Hotline and Dial-in Numbers to PBX

PBX Mapping while Creating Extension
1. For PBX integration, select the Map Extension check box.

2. Enter the PBX Extension No. and the external or DID number for that
extension.

3. Click Add and proceed with further steps to complete the Add extension
process as detailed in Dial-in Extension.

FS Add Extension(s) E

[ Add Range
Extension Type: I Dial In j
Extension No: I £001

v Map Extension

PBX Extension No, | 2005

External No.: I 1112222005

L= |

Fig. 54: Add Extensions - Dial In
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Updating PBX Mapping for Extension

1. Double click on a dial in or hotline extension to bring up the Update Extension
dialog.

ES Update Extension | x| |
Extension Type: I Hotline j
Extension No: IEiii

Vv Map Extension

PBX Extension No, | 2000

External No.: |1112222333

2. For PBX integration, select Map Extension check box.

3. Enter the PBX Extension No. and the external or DID number for that
extension.

4. Click Update.

5. Click Restart telephony server so that the updated configurations are loaded.

Voice Prompts for New Recipient Languages

By default, the Notification system is deployed only with voice prompts in English
language for the Hotline and Dial-In features. On systems that support additional
recipient languages other than English, it is possible to configure Hotline and Dial-
In features to support these additional recipient languages. If configured, the
system provides the following, additional capabilities:

e Callers are greeted with a language selection prompt, like Press One for
English, Driicken Sie Zwei fiir Deutsch and choose their preferred language
using the phone’s keypad.

e Hotline messages are played in the selected recipient language.
e All menu prompts of the Dial-In feature are played in the selected language.
If you would to configure your Hotline and Dial-In features with additional recipient

languages, please contact your Notification support team to perform this
enhancement.

Voice Prompts for New Recipient Languages

By default, the Notification system is deployed only with voice prompts in English
language for the Hotline feature. On systems that support additional recipient
languages other than English, it is possible to configure Hotline feature to support
these additional recipient languages. If configured, the system provides the
following, additional capabilities:

e Callers are greeted with a language selection prompt, like Press One for
English, Driicken Sie Zwei fiir Deutsch and choose their preferred language
using the phone’s keypad.

e Hotline messages are played in the selected recipient language.

If you would to configure your Hotline feature with additional recipient languages,
please contact your Notification support team to perform this enhancement.
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Backup and Restore of Telephony Configuration

Whenever user performs backup operation for a management station project, a
similar operation needs to be performed to backup the telephony configurations.
The backup options for the telephony configuration are available in the Options
tab of the TelephonyConfigurationTool.

NOTE:

Backup-and Restore operation of telephony configurations is not integrated with
the management station backup-restore functionality. Hence, both the operations
need to be performed separately.

Manage extensions External PBX integration = Options

Backup/Restore

il Last backup date: Apr, 12 2013 08:08:48 AM

Backup Telephony Configuration
1. Click on Backup Now.

2. Backup operation is executed and the configurations are stored in a zip file
under the folder C:\ProgramData\[company name]\Notification Telephony
Backup. The file will be named with the current date and time.

NOTE: If the backup taken needs to be restored on another freeswitch server
system, then copy the backup file and place in the folder
C:\ProgramData\[company name]\\Notification Telephony Backup on the
target system.

Restore Telephony Configuration
1. Start the Telephony Configuration Utility.
2. Click Restore.

Manage extensions | External PBX integration  Options |
Backup/Restore
Salect Restore Point: |RFSCE D ESTIRER YA | -

3. A drop-down list with the list of available restore points displays. Choose the
appropriate restore point.

NOTE: The restore points gets populated with backup zip files at the following
locations:

a. C:\ProgramData\[company name]\Notification Telephony Backup

b [System installation location\GMSProjects\Notification Telephony Backup

In case of Natification versions upto 2.1.57.900, FreeSwitch backup file used to go
in location b. From Notification version 2.1.57.960, FreeSwitch backup file goes to
location a.
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Telephony Configuration System Verification

To verify the added driver and device, perform the steps mentioned in the following
sections.

Configuring User Device Types of Telephony Configuration
[> System Manager is in Engineering mode.
1. In System Browser, select Application View.
2. Select Applications > Notification > Recipients.
= The Recipients Editor tab displays.
3. Click the User Device Types expander.
= The list of default User Device Types displays under Device Types.

4. Select Description, select Home Phone or Work Phone.

¥ User Device Types

Device Types

Mame | Description |

k

ManagemeniView SystemSettings_Libraries.  Work Pager
ManagementView SystemSettings_Libraries.  Deskbop Notification

ManagementWiew SystemSettings_Libraries_ Home Phone

I

ManagementWiew SystembSettings_Libraries.  Personal Email
Managementyiew SystemSettings_Libraries.  Personal Mobile Phone
ManagementView_SystemSettings_Libraries.  Work Email
ManagementView SystemSettings_Libraries.  Werk Maobile Phone
ManagementVWiew_SystemSettings_Libraries.  Werk Phone

|__Asi | Remoe |

Delivering Methods

Description | Handling Driver | Modality |
Audio Telephony Driver Audio

= The list of delivery methods associated with Home Phone or Work Phone
displays under Delivering Methods.
NOTE: If the user selects Home Phone, the delivery methods associated
with Home Phone are displayed. If the user selects Work Phone, the
delivery methods associated with Work Phone are displayed.

Edit the Description field.

In the Handling Driver drop-down list, select Telephony Driver.
In the Modality drop-down list, select Audio.
Click Save [1.

© N o o
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Configuring Recipient User Devices of Telephony Configuration

1. Add one or more users as recipients into Notification that use home phone or
work phone as a recipient device.

2. Select the Recipient User Devices expander.

3. Select Home Phone or Work Phone in the Type drop-down list for these
recipient users.

4. Enter the phone number in the Address field. The Preferred delivery method
field is automatically populated with Audio.

Recipient User Devices

Type Home Phone

Address 1234367850

Preferred delivery method | Audio

5. Set up Message and Incident Templates with these users as Recipients.

Once the incident is initiated, Recipients in the Message Template should
receive a phone call with the content (text content converted into speech) as
described in the corresponding Message Template.

Refer to the steps outlined in the following topics of the Notification Engineering
section:

e Creating a Recipient User

e Creating an Incident Template

In addition to the above topics, refer to the following topic of the Notification User
section:

e Initiating Incidents - Operating

Troubleshooting RENO migration

Troubleshooting RENO Migration

Once the device is created in the Device Editor tab, the corresponding device gets
in Connected state based on the Check Status Rate configured in the
Configuration Properties of the driver. If the device does not get connected after
the Check Status Rate duration, then perform following steps in sequence until the
device gets connected after a particular step. After each step, wait for the Check
Status Rate duration and monitor the device connection status:

1. Restart the TruePort service.

2. Reimport the certificates on device manager and reboot the Perle IOLAN
device.

Reboot the Server.

4. Disconnect the power cable of the Perle IOLAN device, wait for a few seconds
and then reconnect the power cable.

5. Power off and on the devices connected to the Perle IOLAN device.
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1.35

Twitter Account Device

Twitter Device

This section provides reference and background information for integrating the
Twitter device. For procedures and workflows, see the step-by-step section.

Notification has the capability to post messages on Twitter. Messages are posted
on Twitter when incidents are initiated targeting a Twitter account. These
messages are referred to as tweets in Twitter.

Notification Server

Notification INTERNET
Subsystem e
Twitter | \ u
Driver
TWITTER

1S

Other Twitter users who follow that Twitter account will then be able to read these
tweets posted by Notification. In the case of message delivery failure by Twitter
due to network interruption, the Notification system makes three attempts to
successfully deliver a message to a Twitter account. If Notification cannot
successfully deliver a message to Twitter after three attempts, the message will be
marked as failed in the user interface.

NOTE 1:

Twitter is a micro-blogging site and posts made on Twitter are termed as tweets.
NOTE 2:

Twitter only supports messages up to 140 characters. Any message that exceeds
140 characters will be truncated.

Prerequisites

A Twitter account needs to be created in order to receive tweets from Notification.
This should be followed by registering Notification with that account so that
Notification can post tweets using the registered account.

Twitter Account Device Workspace

¥ Configuration Properties

Name: | value |
User Name
Device Mode Operational

Access Token
Access Token Secret
Consumer Key

Consumer Secret

e User Name: Enter the user name of the Twitter account.

e Device Mode: Select one of the following modes from the drop-down list:
Disabled: In this mode, the driver does not process the messaging command,
the device configuration change command, and performs status checks for the
device. The device remains in a disconnected state.

Operational: In this mode, the driver processes the messaging command, the
device configuration change command, and performs status checks for the
device. The device will be in a Disconnected/Connected state based on the
connection state.
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Administrative: In this mode, the driver processes the device configuration
change command and performs status checks for the device. The device will
be in a Disconnected/Connected state based on the connection state.

e Access Token: Value given at the Twitter Application Page. Refer to the
Configuring Application Settings section.

e Access Token Secret: Value given at the Twitter Application Page. Refer to
the Configuring Application Settings section.

e Consumer Key: Value given at the Twitter Application Page. Refer to the
Configuring Application Settings section.

e Consumer Secret: Value given at the Twitter Application Page. Refer to the
Configuring Application Settings section.
NOTE: The Consumer Secret is stored in encrypted format for security
reasons.

Twitter Account Device

This section provides the steps linked with the configuration and verification of the
Twitter Account Device

Twitter Account Creation

Follow the steps below to create a new Twitter account.
NOTE: If a Twitter account already exists, go directly to the Notification Application
Registration section.

> This document is tested with Twitter API Version 1.1 and OAuth Version 1.0a.

Select the Twitter home page at https://twitter.com/

1
2. Click Sign up for Twitter.

3. Enter the necessary details in the form presented.
4

Before proceeding, post one or more tweets through the Twitter website
interface of the account just created.

NOTE: This is an optional step to ensure successful creation of the account
and the account’s usability.

NOTE 1:

Please go through Twitter's Terms of Use and follow the rules set forth by Twitter.
The rules are still valid even when making posts through Notification to the Twitter
account.

NOTE 2:

If all Internet traffic is to be routed through an authenticating proxy, then the
Twitter Driver needs to be deployed only on the main Server and not on the Front
End Processor (FEP) since there can be authentication problems when those
drivers attempt to access the Internet. Refer to the Installation Manual
A6V10376166 for more information on the Server and FEP.

[

Follow the steps below to create a new Twitter account.
NOTE: If a Twitter account already exists, go directly to the Notification Application
Registration section.

> This document is tested with Twitter API Version 1.1 and OAuth Version 1.0a.

1. Select the Twitter home page at https://twitter.com/

2. Click Sign up for Twitter.
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3. Enter the necessary details in the form presented.

4. Before proceeding, post one or more tweets through the Twitter website

interface of the account just created.
NOTE: This is an optional step to ensure successful creation of the account

and the account’s usability.

NOTE 1:

Please go through Twitter's Terms of Use and follow the rules set forth by Twitter.
The rules are still valid even when making posts through Notification to the Twitter
account.

NOTE 2:

If all Internet traffic is to be routed through an authenticating proxy, then the
Twitter Driver needs to be deployed only on the main Server and not on the Front
End Processor (FEP) since there can be authentication problems when those
drivers attempt to access the Internet.

Notification Application Registration
Follow the steps below to register Notification with the Twitter account just created:
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1. Select the Twitter Device home page at http://dev.twitter.com/apps/new. Log in
with the credentials to the twitter account created earlier when prompted.

Create an application

Application Details

Name *

Your application name. This I wesed to altribute the source of g tweet and In userfacing authorization screens. 32 charactars n

Description =

Your application deacription, which will be ahown in Waerfacing authorization screens. Between 10 and 200 charactars max,

Website *

Your application's publicly accessible home page, where Users can go to download, make wae of, or find out more informatior,
qualified WRL ja ysed in the source alitribution for tweets crested by youlr appiication and will be shown in wsefacing awthoriz:
(ffyou dont have g URL yet, just put & piaceholder here bt rermember to change it iater)

Callback URL

Where showic we return after slcoessiully althenticating? OAuth 1.0a appiications showld exglicitly specify thelr oauth_callbac
regardiess of the vaile given here. Ta resttict youry apnlication frorm using calibacks, leave this fiaid hiank.

Developer Agreement

-

Effective: May 18, 2015 D

This Twitter Developer Agreement (' Agreement”) is made between you (either an individual or an entity, t
and Twitter, Inc. and Twitter International Company (collectively, "Twitter") and governs your access to an
Material (a5 defined below).

PLEASE READ THE TERMS AND COMDITIONS OF THIS AGREEMENT CAREFULLY, INCLUDIMNG WITHOL
TERMS AND CONDITIONS APPEARING OR REFERENMCED BELOW, WHICH ARE HEREBY MADE PART C
AGREEMENT. BY USING THE LICENSED MATERIAL, YOU ARE AGREEING THAT vOU HAVE READ, AND
COMPLY WITH AND TO BE BOUND BY THE TERMS AND COMDITIONS OF THIS AGREEMENT AMD ALL »
REGULATIONS IN THEIR ENTIRETY YWITHOUT LIMITATION OR QUALIFICATION. IF vOU DO NOT AGREE
AGREEMENT, THEN YOU MAY NOT ACCESS OR OTHERWISE USE THE LICENSED MATERIAL. THIS AG
AZS OF THE FIRST DATE THAT wOU USE THE LICENSED MATERIAL (" EFFECTIVE DATE").

IF vOU ARE AN INDIVIDUAL REPRESENTING AM ENTITY, YOU ACKMOWLEDGE THAT YOU HAVE THE A
TOACCEPT THIS AGREEMENT ON BEHALF OF SUCH ENTITY. ¥ OU MAY NOT USE THE LICENSED MAT

ATTEDT THIC ATOEERERT IE WL ADE ROT ME L Ezal AE T EDkA A RIRIDIRT SO TO AT AATH b

[ ¥es, | agree

Create your Twitter application

2. Enter a Name.
Enter a Description for the application.

4. In the Website field, enter a placeholder website URL if the URL is not known
or unavailable.
NOTE: This is necessary only when tweeting capability needs to be built into
websites. For Notification, any URL would work.

5. Leave the Callback URL field blank since Notification will not post tweets from
a website.
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6. Select the Yes, | agree check box.
7. Click Create your Twitter application.

= The Twitter application is now created.

Navigating to Application Page for Pre-existing Application

D> If the Twitter application is already available with the Twitter account, follow the
steps below to select the application page:

1. Select http://dev.twitter.com and log in using the credentials for that Twitter
account.

2. Click Application Management.

W Application Management u N

3. Twitter applications created with that account are displayed. Click the
appropriate Twitter application to select the application page as displayed
below:
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MNSTesti ng Test OALLN

Details Settings keys and ACCESS Tokens Fermissions

Emergency hass Motification

hittp:/fabc.com

Organization

infarmation abowt the arganization or company associated with your aoolicaiion. This informatiion is aptional
Organization MNone

Organization website Mone

4

Application Settings

Youwr application's Consumer Key ahd Secrel are Used (o authenticate requests (0 the Twitfer Platform.

Access level Read and write (modify app permissions)

Consumer Key (AP1 Key) BgsElOiwkJhedkyvFerdPoCyYup (manage keys and access
tokens)

Callback URL Mone

Callback URL Lacked Ma

Sign in with Twitter YES

App-only authentication  hittps:/#api twitter com/oauth2/4oken

Request token URL https:/fapi twitter com/oauthirequest_taken
Autharize URL https: /fapi twitter com/oauth/authorize
Access token URL https:/fapi twitter com/oauth/access_token

1

Application Actions

Configuring Application Settings
1. Click on the Settings tab.
= The Settings page displays.
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MNSTesting

Details Settings Keys and ACcess Tokens Permissions

Application Details
Name =
MMS Testing

Your application name. This is used fo aliribute the sowrce of & bweet and in userfacing authorization screens. 32 characters max.

Description *
Emergency Mass Motification

Your application description, which will be shown [n user-facing authorizalion screens. Betwoen 10 and 200 characters max.

Website =
http:/ifabe.com

Vour application's publicly accessible home page, whers USErs can go to downioad, make Use of, or find out mors Information anout Your 3oaii
qualified URL Js used in the source altribution for tweets created by vour applicalion and will be shown in user-facing authorization screens.

(1f you don't have a URL vet, just put 3 placehoider here but remernber to change 1} later)

Callback URL

Wihare shouicd we return after successiully authenticating 7 QAuth 1.0a applications showid sxpiicitly specify thelr oauth_callback URL on the redg
regardiess of the valve given here. To restict yvour application from using callbacks, leave this field Hiank.

[0 Enahle Callback Locking (It is recommended to enable callback locking to ensure apps cannot ovenwrite the callback url)

Allow this application to be used to Sign in with Twitter

Application lcon

Change icon

Choaose File | Mo file chosen

Maxirnum size of 700K, PG, GIF, PNG.

Organization

Organization name

The organization of corpany behind this appiication, i any.

Organization website

The organization or company behind this anplication's web page, iF any.

Update Settings

Set values for the different fields as indicated in the following steps:

— Name: Enter a name for the application.

— Description: Enter a description for the application.

— Website: Enter the URL for the application’s website if one exists. If not,
enter a placeholder URL. See the notes on the Twitter page under the
Website field for details on this field and its implications.

— Callback URL: Enter a placeholder URL. See the note on the Twitter page
under the Callback URL field for details on this field and its implications.

— Select Allow this application to be used to Sign in with Twitter.

Enter organization details.
Click Update Settings.

Select the Permissions tab.
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MNSTestin g Test OAuth

Details  Settings  Keys and Access Tokens | Permissions

Access

Wihat type of access does your application need?

Read mare aholt our Application Permizsion Model
O Read only

0 Read and Write

® Read,write and Access direct messages

Note:

Changes to the gaplication permiz aion model will only refiect in aecess tokens obtained
will need to re-negotiate existing access tokens to alter the permission level associated

Lpdate Settings

Change the access type to Read, Write and Access direct messages.
Click Update Settings.

Select the Keys and Access Tokens tab.

®© ® N o

Click Create my access token.

A6V12131888_en_a_51 Restricted 445 | 460



MNS Supported Physical Device Configurations

Twitter Account Device

MNSTesting

Details Settings Keys and Access Tokens PEermissions

Application Settings

Keep the "Consumer Secret” a secrel. This key showld never be human-readable in your appiication.
Consumer Key (APl Key)  BgsElOmwklheskyvFerdPoCYup
Consumer Secret (AP Secret) g&viRIicODPmEwJkkaF evSgzPsTnaZrhhfhmlz2 3ofierw T

Access Level Read, write, and direct messages (modify aop
pErMmiSsians)

Owener e T

Cwener (D ST

Application Actions

Regenerate Consumer Key and Secret Change App Permissions

Your Access Token

You havent authorized this application for yoLr own accolnt yet.

By creating your access token here, you will have everyihing you need to make API calls right awsy. The access token el
your application’s current permission level

Token Actions

Create my access token

10. Verify that value of Access Level under Application Settings is set to Read,

write, and direct messages. If it is different, select the Permissions tab..

11. Verify that the value of Access Level under Your Access Token is set to

Read, write, and direct messages. If it is set to Read-only, then click on
Recreate My Access Token and Token Secret to create the tokens again.

= Twitter application configurations are changed and required access keys
and tokens are available.
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mie

MNSTesting rest o

Detalls  Settings | Keys and Access Tokens || Permissions

Application Settings

Keep the "Consumer Secret” & secrel. THIs ey should never be human-readabie In your appiic:

Consumer Key (AP Key)  BosElQiwklheSkiyFerdPocup

Consumer Secret (APl Secret) geviRIicjODPmevIkKaF evHSazPsThaZrhhfhmlz230fiJery T

Arcess Level Read, write, and direct messages (modify app
pEFMISSIons)

Owener s T 1

Owmer 1D CEELEET

Application Actions

Regenerate Consumer Key and Secret Change App Permissions

Your Access Token

This acoess token can be used (0 make APl requests on your awn acoolUnt’s behalf, Do nof

Access Token 4008359042-
JfBArBrLheZ8Z0N0DEKHSkUEra24 28 ht1 7W

Access Token Secret CSTZokAONhBCY QB4 aDvee puty/ T UamLpEVYOdN ZAMAKMZ
Access Level Read, write, and direct messages

Cwner sz 14

Crwiner 10 R R EE TR

Token Actions

Regenerate My Access Token and Token Secret Revoke Token Access

12. Write down the values for the following properties as depicted in the image
above and listed below. These values will need to be entered in the Notification
system while the Twitter Account device is being engineered into the
Notification system.

— Consumer Key (API Key)

— Consumer Secret (APl Secret)
— Access Token

— Access Token Secret

NOTE:
The above values need to be available only to those who are authorized and have
engineering access to the system.
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VolP Switch Configuration

VolP Switch Configuration

This section provides reference and background information for integrating the
VolP Switch. For procedures and workflows, see step-by-step section.

The Sangoma Vega Series VolP Gateway provides the capability for the
management station to interface to traditional external telephony systems. Using
the VolP Gateway, Notification can expand beyond local area networked IP
phones to include a customer's existing telephone system where analog or IP
phones can be used to initiate incidents or receive notifications from Notification.

Notifi cation

Server
Sangoma

§ 7 Wega 2006400

FreeSWITCH t olP G ateway

T El  TI1El
ar J1 orJ1

MNon-Customer
External
Telephone

Custarner Telephory
System{e.nq. PBX) or
Telephory Carrier
Hub (2.0, PSTN)

Software Systern/

Service Device Custormer's Local

Telephone

Harhyare Port
Legend

The VolP Gateway interfaces to the external PBX using a standard T1/E1 port. The
Notification server communicates with the VolP Gateway through the SIP protocol
over TCP/IP over a standard Ethernet-based network.

Unlike a telephony card, which is physically installed on the same workstation as
Notification, the VolP Gateway can be separate from the system server with close
proximity to the external PBX, all while providing the same functionality as the
telephony card. Communication with the system server uses standard network
topology via Ethernet. In addition, the use of the VolP gateway is the default
solution for redundant server deployments.

Prerequisites

Before proceeding, make sure that you have the following items in your
possession:

1 - Sangoma Vega 400 or Vega 200 VolP Gateway

2 —T1 cables (bundled with gateway)

1 — Cat5e Ethernet cable (bundled with gateway)

1 — Vega DSP expansion card, model VS0083 (bundled with gateway)
1 — Power line cord (bundled with gateway)

48-channel upgrade key (ordered through Sangoma; key is tied to the specific
serial number of a gateway)

VolP Switch Configuration

This section provides additional procedures for integrating the VolP Switch
Configuration.

For workflows, see the step-by-step section.

448 | 460

Restricted A6V12131888_en_a_51



MNS Supported Physical Device Configurations
VolP Switch Configuration

Prerequisites

Before proceeding, make sure that you have the following items in your
possession:

1 - Sangoma Vega 400 or Vega 200 VolP Gateway

2 —T1 cables (bundled with gateway)

1 — Catbe Ethernet cable (bundled with gateway)

1 — Vega DSP expansion card, model VS0083 (bundled with gateway)
1 — Power line cord (bundled with gateway)

48-channel upgrade key (ordered through Sangoma; key is tied to the specific
serial number of a gateway)

Mechanical Installation

1. Remove the protective plate from the expansion card slot.
NOTE: There will be two slots where the cards can be placed.

2. Insert the DSP card into the top slot (label face down).
NOTE: Make sure to push the card all the way into the slot until the push notch
comes all the way out.

push notch out w/ casd in

—

N

. pushnotchoutw/cadow  CONsole

3. Connect one end of the Ethernet cable to the port on the gateway marked LAN
1.

4. Connect the other cable end to the local switch/hub/router.
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ade In Inadt

L
005058111y

ade In In hal
O TR
005058

LAN 2

Sernial Number

......

100 10

5. Connect one end of each T1 cable to the port on the gateway marked IF 1 and
IF 2. If one of the ends of the T1 cable is marked GATEWAY END, use that
end to connect to the gateway.

6. Connect the other end of the T1 cable to the client’s local PBX.

7. Connect the power line cord to the gateway and insert into a power outlet.

8. Flip the power switch (next to the power connector) to turn on the device.

= The power LED (next to the T1 ports) should turn on and the lights on the front
of the gateway should begin to flash. Wait approximately 60-90 seconds for the
device to boot up and obtain an IP address. The device is automatically
configured for DHCP.

Configuring IP Address

The device is automatically set for DHCP and is only configurable through a web
interface. To determine the IP address, work with the site IT admin to determine
the leased IP address based on the MAC address of the VolP gateway.
Alternatively, the IT admin can reserve an IP address based on the device’s MAC
address prior to installation.

NOTE: If there is no DHCP server on the LAN, the Vega’s IP address will default to
136.254.x.y, where x and y are the decimal versions of the last two bytes of the
LAN interface MAC address.
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1.37

Set IP Address for Notification’s VolP Switch

> On servers which contain more than 1 Network Interface Card (NIC), the IP
address to be used by Notification’s VolP Switch needs to be set explicitly. This
would be the IP address of the network to which IP phones and other devices
which need to connect to Notification’s VolP Switch are connected.
NOTE: Some of the devices, such as the line-level audio devices, need to be
set with the IP address of the Notification’s VolP Switch server instead of the
hostname. As a result, it is required that a static IP address be used for the
Notification server or that the IP address be reserved.

1. Select the IP address from the IP address drop-down list. In case the server
has multiple network cards, multiple IP addresses are listed.
NOTE: Typically all Notification devices including audio devices and IP phones
are connected to the same network. Select the IP address that belongs to this
network so that devices that need to connect with Notification’s VolP Switch on
the Notification server are able to do so.

= The appropriate IP address is shown in the image below.

ES Telephony Utility

IP Address: 192.168.1.126 - |

136.157.32.186

Manage extensiq 192.168.1.126

0.0.0.0 regration | Options |

127.0.0.1
Available extensions ana statis |

le

2. Enter the IP address from the previous step into the IP Address field.
3. Click Set IP Address.

= The required configuration files are updated. The Notification Server is now a
SIP server and registrar on that IP address.
NOTE: The Notification’s VolP Switch service needs to be restarted for the
changes to be effective. This can be done immediately by pressing the Restart
telephony server button or can be done once all configuration steps are
completed.

Web Feed Input Device
RSS CAP

This section contains general reference information about Notification and how the
RSS CAP device is integrated. For procedures and workflows, see step-by-step
section.

Notification has the capability to read and monitor RSS feeds. When an RSS feed
is added to Notification as a device, expressions and search patterns can be
configured to analyze the incoming feeds, raise alarms, and initiate incidents
automatically.

Notification Server

Internet
RSS Feed 1

Not
I

RSS Feed 2 Nofification Incident

B

RSS feed
(CAP/XML) Notification RSS
Web feed Driver

RSS Feed 4 Logic
NOAA
Weather
Service Feed Desigo Desigo

RSS Feed N
Event Alarm |

A typical use case would be to configure the system with a feed from the National
Oceanic and Atmospheric Administration’s (NOAA) weather service or the

RSS Feed 3
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Homeland Security URL for a particular region, and then configure the system to
take action when certain messages are received through the configured RSS
feeds.

Listed below is a typical workflow that occurs in the background for this device.

e The user configures a feed into the system by entering a URL for the RSS
feed.

e Notification monitors the configured feed so that an action can be taken when
new items are published.

e The Web Feed Input Driver analyzes the feed item against the message filter
rules and raises the management station alarms if the filter rules are satisfied.

e The management station alarms raised show up in the system user interface
and you can then take the necessary action.

e Configuring incident triggers is possible within Incident Templates so that
incidents are initiated automatically when alarms occur in the system.
NOTE 1:

Really Simple Syndication (RSS) is used to publish frequently updated content
like weather services, blog entries, videos, and so forth. The user can access a
wide variety of applications (Web based applications, desktop applications or
mobile device applications) to access the RSS feeds.

NOTE 2:

If all Internet traffic is to be routed through an authenticating proxy, then the
Web Feed Input driver needs to be deployed only on the main server and not
on the Front End Processor (FEP). If the Web Feed Input driver is deployed on
the FEP, authentication problems can occur when those drivers attempt to
access the Internet.

Prerequisite
The user of this document is required to be familiar with the following:
e RSS feeds

e XML
e HTML
References

e http://docs.oasis-open.org/emergency/cap/v1.2/CAP-v1.2-0s.html for the
Common Alerting Protocol specifications.

Filters and Triggers for CAP/HTML/XML Feeds

RSS CAP is an input device which is capable of receiving inputs through RSS
feeds. Before configuring event triggers, configure the system by adding one or
more RSS feeds as detailed in 3 - Create Web Feed Input Field Network.

NOTE:

The event triggers can be configured both at the driver level and also when
configuring the Web Feed Input device under the Field Network. In either case,
rules are set to analyze different parts of the feed item.

This section details how to configure message filters and trigger settings in the
Notification user interface so that the management station alarms can be raised.
These management station alarms can then be used to trigger Notification
incidents thus achieving the goal of raising Notification incidents based on data
received from the RSS CAP feeds.

Refer to the --- MISSING LINK --- for some examples on real use-cases to gain
some understanding on how to fill the different fields.

The event trigger rules for an input device are configured in, Input Message
Analysis and Event Triggers.

Input Message Analysis: Input Message Analysis is used to analyze the data
received by a device, separated into individual messages. This analysis is

especially useful for reverse engineering if the input devices do not have a formally
documented output. Input devices can be put into a message capturing mode
where every received message displays for analysis. For each captured message,
the raw textual data can be viewed.
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The Input Message Analysis Workspace displays the content of the messages
received from the different configured devices. The messages are displayed based
on the timestamp. The received message can be previewed by clicking and
selecting a particular timestamp. Note that the message displayed in the Message
preview section contains the raw input as received from the feed. This can be used
to analyze the input message and set the required filter and trigger rules.

¥ Input Message Analysis
Start/stop capturing input messages:

Captured messages: Message preview:
Timestamp |

e Start/stop capturing input messages: Allows for the start and stop of
message capturing.

e Message preview: Displays the preview of the captured message.

e Timestamp: Displays the timestamp of the captured input message, or in
absence of a timestamp, the time the input message was received.

e Clear: Deletes all captured input messages.

Event Triggers

An Event Trigger contains a number of Filter Rules and Event Field Mappings.

Filter Rules limit the input data that triggers the alarms. Filter Rules work on text

data and optionally on XML data. During the filtering stage, for each Filter Rule, the

device first applies an optional Xpath expression and then a mandatory regular

expression.

Regular expressions are used for matching text to find characters, words, and

patterns of characters in text. For XML input data, optional Xpath expressions are

used to select sections (XML nodes) within XML documents and narrow down the
text that needs to be searched with regular expressions.

Filter Rules can be negated, meaning that certain text patterns must not be present
in input data for the Event Trigger to trigger an event.

Event field mappings are used to configure how event fields, such as the Event
Category, shall be filled: Either with a default value, or with text extracted from the
triggering event.

The three event fields that can be controlled are:
e Event category of triggered event

e Event Cause

e Additional Information

The triggered events can be classified into predefined event categories. For more
information on events, refer to the Alarm Management section.

For Event Cause and Additional Information, either specify a static Default Value
(mandatory), or extract text from the input data that triggered the event. Text
extraction is accomplished using an optional Xpath expression followed by regular
expressions (optional).

Event Triggers can individually be enabled or disabled.

NOTE: The explanation of XPath and regular expressions is beyond the scope of
this document.

A6V12131888_en_a_51

Restricted 453 | 460



MNS Supported Physical Device Configurations
Web Feed Input Device

¥ Event Triggers

Mame: Input message filter rules

= Name: Negated Regular expression

Event trigger settings
Trigger enabled:
Event alarm class of triggened event: | AccascDenied
Event field mappings fior triggered event:
Alarm Property Default value Regular expression (optional)
Event Cause

Acditonsl Information

Name: Displays the name of the event trigger configuration.
Add: Adds an event trigger.

Remove: Removes the event trigger.

Input message filter rules:

— Name: Displays the name of the input message filter rule.

— Negated: Allows for negating the matching result of an input message filter
rule.

— Xpath (optional): Displays the Xpath expression to extract specific XML
node from input XML. The Xpath is an optional requirement in the Input
message filter rules section.

— Regular expression: Displays the regular expression to match a specific
type of data from the received input.

— Add: Adds an input message filter rule.
— Remove: Removes the input message filter rule.
e Event trigger settings:

— Alarm Property: Displays the event properties that can be dynamically
filled in with content from input messages.

— Default Value: Displays the default values that should be used to assign to
properties of triggered events if no further content extraction settings
(Xpath and Regular expression) are provided.

— Trigger enabled: Select this check box if a rule configuration is required to
be used for analyzing and filtering data.

— Xpath (optional): Displays the optional Xpaths expressions that are
applied to XML-based input messages to extract information and assign it
to the properties of triggered events.

NOTE: Configuration of an XPath must not be done if the Web Feed item is
in HTML format. This will not result in the Desigo CC alarms and automatic
incident triggering.

— Event alarm class of triggered event: Displays the event category for the
triggered event.

— Regular expression (optional): Displays the optional Regular expressions
that are applied to textual input messages. The Regular expressions are
used to extract information and assign it to the properties of triggered
events.

NOTE: As a limitation, in the current version of Notification only alarm classes
ending in Ack/Reset and No Reset must be chosen, or else the operator will not
be able to acknowledge and reset the generated events.

Additional Samples
This section displays the CAP feed XML sample, XML and HTML examples.
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CAP feed XML Sample

<?xml wversion = '1.0" encoding = 'UTF-8" standalone = 'yes"?>
<?xml-stylesheet href="http://alerts.weather.gov/cap/capatomproduct.xsl"
type="text/xsl'?>

<!--

This atom/xml feed is an index to active advisories, watches and warnings
issued by the National Weather Service. This index file is not the complete
Common Rlerting Protocol (CAP) alert message. To cbtain the complete CAP

alert, please follow the links for each entry im thisz index. Also note the
CAP message uses a style sheet to convey the information in a human readakble
format. Please view the source of the CAP message to see the complete data
set. Not all information in the CAP message is contained in this index of
active alerts.

-

<alert xmlns = "urn:ocasis:names:tc:emergency:cap:1.1">

<!—— http-date = Thu, 07 Mar 2013 02:34:00 GMT -->
<identifier>NORR-NWS-ALERTS-

NJ124EF3CCA228 .WinterWeatherAdvisoery.124EF3CDF470NJ. PHIWSWPHI. 5f086e7032f706fdect

688blée3313af</identifier>
<sender>w-nws.webmaster@noaa.gov</sender>
<z3ent>»>2013-03-06T21:34:00-05:00</ 2ent>
<status>Actual</status>
<msgTyperRlert</msgType>
<scope>Public</scope>
<note>Alert for Coastal Ccean; Northwestern Burlington; Ocean; Southeastern
Burlington (New Jersey) Issued by the National Weather Service</note>
<info>
<category>Met</category>
<gvent>Winter Weather Advisory</event}
<urgency>Expected</urgency>
<severity>Minor</severity>
<certainty>Likely</certainty>
<eventCode>
<valueName>SEME</valueName>
<value></value>
</eventCode>
<effective>2013-03-06T21:34:00-05: 00</effective>
<expires>2013-03-07T06:00: 00-05:00</expires>
<senderName>NWS Philadelphia - Mount Holly (New Jersey, Delaware,
Southeastern Pennsylvania)</senderName>

<headline>Winter Weather Advisory issued March 06 at 9:34PM EST until March

07 at 6:00BM EST by NWS Fhiladelphia — Mount Holly</headline>

<description>
..-WINTER WEATHER ADVISORY REMATNS IN EFFECT UNTIL & AM EST
THURSDAY ...
* SNOW RCCUMULATION...l1 TCO 2 INCHES, GREATEST CN UNTREATED
SURFACES.
* TIMING...RAIN IS EXPECTED TO MIX WITH THEN CHANGE TO A PERIOD OF
SNOW OVERENIGHT. TEMPERATURES ARE FORECAST TO BE ABOVE FREEZING
BND THIS WILL ASSIST WITH MELTING ON TREATED SURFACES.
* IMPACTS...SLIPPERY CONDITIONS SHOULD DEVELCP OVERNIGHT AS THE
WET SNOW BEGINS TO ACCUMULATE ON UNTREATED RCAD SURFACES.
* WINDS...NORTH 20 TO 30 MPH WITH GUSTS UP TO 45 MPH.
* TEMPERATURES...DROPPING TC THE MID 305.

</description>

A6V12131888_en_a_51

Restricted 455 | 460




MNS Supported Physical Device Configurations

Web Feed Input Device

<imstruction>
L WINTEERE WEATHEER ADVISCRY MEANS THAT PERICDS COF SHNOW COULD CAUSE
TEAVEL DIFFICULTIES. BE PEEPARED FCR SLIPPERY ROADS RAND LIMITED
VISIBILITIES, AND USE CAUTICN WHILE DRIVING.
</instruction>
<parameter>
<valuelName >WMCOHERDER</ valuelName>
<value></value>
</parameter>
<parameter>
<valueName>UGC</valueName>
<value>NJZ019-020-026-027</value>
</parameter>
<parameter>
<valueName>VTEC</valuelame>
<value>/0.CON.REPHI.WW.Y¥.0014.000000T0000Z-130307T1100Z/</value>
</parameter>
<parameter
<valueName>TIME...MOT. ..LOC</valueName>
<value></value>
</parameter>
<areax

Burlington</areaDesc>
<polygon></polygon>
<geocode
<valueName>FIPS6</valuelame>
<value>034005<«/value>

</geocode>

<geocode>
<wvalueName >FIPS6</ valuelame>
<value>034029</value>

</geocode>

<geocode
<valueName>UGC<,/valuelame >
<value>NJZ019</value>

</geocode>

<geocode>
<walueName>UGC< /valueName >
<value>NJZ020</value>

</geocode>

<geocode>
<valueName>UGC<,/valuelame >
<value>NJIZ026</value>

</geocode>

<geocode>
<valueName>UGC</valueName >
<value>NJIZ027</value>

</geocode>

<farea>
</info>
</falert>

<areaDesc>Coastal Ocean; Northwestern Burlington; Ccean; Southeastern

Practical Examples of XML

The XML below is used as a basis for the different solutions detailed in the
following sections.
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<alert xmins = "Urn:oASis:nAMes!CC!emergency:cap:l.i's
<!== http-date = Mon, 18 Mar 2013 12:41:00 GMT =-=->
<identifier>NOAA-NWS-ALERTS=-
KY124EF4760444.FlashFloodWarning, 3791d05556b7c4cedéaatoébicd4llce/identifier>
<zender>w-nws.webmaster@noaa.gov</sender>
<3ent>2013-03-18T08:41:00-04:00</5ent>
<status>Actual</atatus>
<msgType>Alert</msgType>
<acope>Public</acope>
<notexhlert for Lewis; Mason (EKentucky) Issued by the National Weather Service</notel
<info>
<category>Met</category>
<event>Flash Flood Warning</ewvent>
<urgency>Immediate</urgency>
<severity»Severe</severicy>
<certainty>Likely</certainty>
<eventCode>
<valueName>5AME</valuelName>
<value>FFW</value>
</eventCode>
<effective>2013=03=-18T08:41:00=-04:00</effective>
<expires>2013-03=18T11:45:00-04:00</expires>
<zenderName>NW5 Wilmington (Southwestern Ohio)</senderName>

<headline>Flash Flood Warning issued March 18 at 8:41AM EDT until March 18 at 11:45AM EDT

by NWS Wilmington</headline>
<descriptiony
THE HATIONAL WEATHER SERVICE IN WILMINGTON HAS ISSUED A
* FLASH FLOOD WARNING FOR...
LEWIS COUNTY IN NORTHEAST KENTUCKY...
MASON COUNTIY IN NCRTHERN HENTUCKY...
SOUTHERN ADAMS COUNTY IN SOUTHWEST OHIO...
SCIOTO COUNTY IN SOUTHWEST OHIO...
</description>
<instruction>
ACT QUICKLY TO PROTECT YOUR LIFE IF ¥YOU ARE IN A LOW LYING RREA...
ALONG A CREEK...STREAM OR IN AN ARER EXPERIENCING FLOODING. MOVE IO
HIGHER GROUND IMMEDIATELY.
HNEVER DRIVE INTO AREARS WHERE WATER COVERS THE ROAD. ONLY A FEW INCHES
OF BAPIDLY FLOWING WATER CAN QUICKLY CARBY AWAY YOUR VEHICLE. FIND AN
ALTERNATE ROUTE OR WAIT UNITIL THE WATER RECEDES.
<finstruction>
<parameter>
<valueName>WMCHEADER</valueName>
<value></value>
</parameter>
<parameter>
<valueName>U6C</valueName>
<value>K¥C135-161-0HC001-145</value>
</parameter>
<parametery
<valueName>VTEC</valueNames
<value>
JO.NEW.KILN.FF.W.0001.130318T1241Z-130318T1545Z/
/00000.0.ER.000000TO000Z. 000000TO0O00Z. 000000TO000Z.00/
</value>
</parameter>
<parameter>
<valueName>TIME. ..MOT...LOC</valueName>

<value></value>
</parameter>
<area>
<areaDesc>Lewis; Mason</areaDesc>

<polygon>38.39,-83.41 38,.43,-83.58 38.52,-83.64 38.47,-83.81 38,49,-83,89 38.60,-83.99

38.65,-83.95 38.64,-83.71 38.78,-83.68 38.90,-82.76 38.72,-82.€9 38.67,-82.76 38.60,-82.74
38.59,-B2.75 38.59,-82.85 38.75,-82.88 38.72,-83.02 38.43,-83.23 38.36,-B3.23 38.32,-83.33
38.39,-83.41</polygon>
<geoccode>
<valueName>FIPS6«/valueName>
<value>021135</value>
</geocode>
<geccode>
<valueName>FIPS6</valuelame>
<value>021161</value>
</geocode>
<geocode>
<valueName>UGC</valuelame>
<value>KYC135</value>
</geacode>
<geocode>
<valueName>UGC</valueName>
<value>KYC161</value>
</geocode>
<farea>
</info>
<falert>

Example 1
Objective

1. Check if the input feed is set with the Severity of type Severe.

2. If yes, then trigger an alarm that contains the following information:
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— Event Cause: Include the text from the event tag.
— Additional Information: Include the text from the headline.

Solution
Set the following rules for the Input message filter:

Name Negated Xpath Regular
Expression

User defined Leave deselected [alert/info/severity/tex (?<ValueToExt

name t() ract>Severe)

Set the following for the Event Trigger Settings:

Alarm Property Default Value Xpath Regular
Expression

Event Cause /alert/info/event/text()

Additional /alert/info/headline/te

Information xt()

Example 2

Objective — Adding Multiple Trigger Rules
1. Check if the event filed contains the text Warning .
2. If yes, then trigger an alarm that contains the following information:

— Event Cause: Include the text from the event tag.
— Additional Information: Extract the county names from the description

field.
Solution
Set the following for the Input message filter rules:

Name Negated Xpath Regular
Expression

User defined Leave deselected {alert/info/event/text() (?<ValueToExt

name ract>.*Warning

)
Set the following for the Event Trigger Settings:

Alarm Property Default Value Xpath Regular
Expression

Event Cause /alert/info/event/text()

Additional /alert/info/ description (?<ValueToExt

Information /text() ract>[A-Z].*[A-
Z]*.COUNTY)

Practical Example of HTML

The following is an extract from a feed item's HTML source:

<title>Wal-Mart to stop selling AR-15, other semi-automatic rifles| Reuters</title>
<span id="article Text">

<span id="midArticle_start"></span>

<span id="midArticle_0"></span><span class="focusParagraph"><p><span
class="articleLocatio</span>n">Wal-Mart Stores Inc (<span
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id="symbol_WMT.N_0">WMT.N</span>), the United States' top seller of guns and
ammunition, said on Wednesday it would stop selling the AR-15 and other semi-
automatic rifles because of sluggish demand and focus instead on "hunting and
sportsman firearms."</p></span><span id="midArticle _1"></span><p>Wal-Mart
said the decision was unrelated to high-profile incidents involving the rifles,
including the killing of 26 students and adults at Sandy Hook Elementary School in
Connecticut in 2012. </p><span id="midArticle_2"></span><p>"This is done solely
on what customer demand was," said company spokesman Kory Lundberg. "We
are instead focusing on hunting and sportsman firearms."</p><span
id="midArticle_3"></span><p>Lundberg said Wal-Mart would stop selling a class of
rifle called the modern sporting rifle (MSR), which includes the semi-automatic AR-
15. He said that class of rifle was sold in fewer than a third of its roughly 4,500 U.S.
stores.</p><span id="midArticle _4"></span>

</span>

Objective

1. Check if the input feed is regarding Wal-Mart.

2. |If yes, then trigger an alarm that contains the following information:
— Event Cause: Include the title of the feed item.

— Additional Information: Include the focus paragraph of the feed item.

Solution
Set the following for the Input message filter rules:

Name Negated Xpath Regular Expression
User defined Leave deselected (?<ValueToExtract>Wal-
name Mart|Walmart)

NOTE: Even though Walmart is the official name of the company, sometimes
news articles use the name Wal-Mart. This input rule will match all web feed
articles that contain either Walmart or Wal-Mart and therefore this rule is more
robust.

Set the following for the Event Trigger Settings:

Alarm Property Default Value Xpath Regular Expression

Event Cause \<title\>(?<ValueToExtract>.*)\</title
\>

Additional \<span

Information class="focusParagraph"\>\<p\>(?<V

alueToExtract>.*)\</p\>
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